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Tyka se vas ZKB?

Nebojte se zeptat
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Ne pro zakon, pro bussines

Ochranite, co vas zZivi ...

... a soucasne splnite pozadavky zakona
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Zajimate ale hackera ...

... 2 druhého konce sveta~?
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globalni reporty muzete mit

ceskeé reporty byste meli mit
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https://www.govcert.cz/cs/informacni-servis/zranitelnosti
https://www.csirt.cz/news/security

globalni reporty muzete mit

ceskeé reporty byste meli mit

vilastni méreni musite mit!
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merte vliastnim testovanim

SOCA Scan
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WEB APPLICATION SCAN

ASSET MANAGEMENT (DEVICE INVENTORY)

eER

INTERNALVULNERABILITY SCAN

NETFLOW SCAN -
- X%

SENSITIVE DATA (DLP SCAN)

PERIMETER SECURITY SCAN
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Vysledky testu zranitelnosti




Testy zranitelnosti: externi & interni
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Testy zranitelnosti webovych aplikaci
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Pro zvefejnéni

&

WEB APPLICATION SCAN
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VYSKYT VYSOCE RIZIKOVYCH APLIKACI

0%

100%

VYSKYT POKUSU O PRUNIK A NAPADEN(

17%

83%

VYSKYT PC NAKAZENYCH BOTNET
MALWARE

43%

57%-.

Testy zranitelnosti: bezpecnost perimetru

PERIMETER SECURITY SCAN
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otestujte se zdarma



http://www.anect.com/testy-zranitelnosti/

Technologicka zakladna




Bezpecnostni technologie

Security Intelligence, Analytics & GRC

Identity & Access Management Data Security Application & Fraud Security

Perimeter / Network Security Data Center (Server) Security Endpoint / Device security

High Availability

Physical Security
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Faze bezpecnosti

REAKCE ,mam to pod kontrolou*

DETEKCE

PREVENCE

Securty Intslligence, Anshtics & GRC
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Vase technologicka zakladna

Korelace S
Detekéni nastroje LOGY FLOW MALWARE m

N [ I N I

Preventivni nastroje
Cenna aktiva DATA SERVERY APLIKACE SITE
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Vase technologicka zakladna
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Preventivni nastroje
Cenna aktiva DATA SERVERY APLIKACE SITE
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ZKB technicko - procesni opatreni

ORGANIZACNI OPATRENI

§3 Systém fizeni bezpecnosti informaci

84 Rizeni rizik

§5 Bezpecnostni politika

§6 Organizacni bezpecnost

§7 Stanoveni bezpecnostnich pozadavk( pro dodavatele
§8 Rizeni aktiv

§9 Bezpecnost lidskych zdrojh

§10 Rizeni provozu a komunikaci

§11 Rizeni pFistupu a bezpeéné chovani uZivatel

§12 Akvizice, vyvoj a udrzba

§13 Zvladani kybernetickych bezpecnostnich udalosti a incident(
§14 Rizeni kontinuity ¢innosti

§15 Kontrola a audit kybernetické bezpecénosti

TECHNICKA OPATRENI

§16 Fyzicka bezpecnost

§17 Nastroj pro ochranu integrity komunikacnich siti

§18 Nastroj pro ovérovani identity uZivatell

§19 Nastroj pro fizeni pristupovych opravnéni

§20 Nastroj pro ochranu pred Skodlivym kédem

§21 Nastroj pro zaznamenavani ¢innosti kritické informacni ....

§22 Nastroj pro detekci kybernetickych bezpeénostnich udalosti

§23 Nastroj pro sbér a vyhodnoceni kybernetickych bezpeénostnich udalosti

§24 Aplika¢ni bezpecnost
§25 Kryptografické prostfedky
_ — §26 Nastroj pro zajistovani urovné dostupnosti
Ieenlily & Acosss Maragernenl Agplicslon & Tisud Securily

§27 Bezpecnost pramyslovych a fidicich systém{
Permeter ¢ Nehwark Sacurfy Dala Cerler (Server) Securily Erdpaint! Devics securily
PREVENCE doufam*
s o c A ‘ SOC powered by ANECT




Bezpecnost obecné

Q PROCESY

..

TECHNOLOGIE
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SANS TOP 20 Critical Security Controls

(ritical Control

Inventory of Authorized and Unauthorized Devices

Inventory of Authorized and Unauthorized Software

Secure Configurations for Hardware and Software on Laptops, Workstations, and Servers

Continuous Vulnerability Assessment and Remediation

Malware Defenses

Application Software Security

Wireless Device Control

Data Recovery Capability

O(WIN|I WS W M-

Security Skills Assessment and Appropriate Training to Fill Gaps

—_
=]
.

Secure Configurations for Network Devices such as Firewalls, Routers, and Switches

e
—
-

Limitation and Control of Network Ports, Protocols, and Services

-
™

Controlled Use of Administrative Privileges

—
w
-

Boundary Defense

-y
>

Maintenance, Monitoring, and Analysis of Security Audit Logs

-
=

Controlled Access Based on the Need to Know

—
o

Account Monitoring and Control

—
™

Data Loss Prevention

-
oo
.

Incident Response Capability

-
>

Secure Network Engineering

)
e

Penetration Tests and Red Team Exercises

Effect on Attack Mitigation
Very High
Very High
Very High
Very High
High
High
High
Moderately High to High
Moderately High to High
Moderately High
Moderately High
Moderate to Moderately High
Moderate
Moderate
Moderate
Moderate
Moderately Low to Moderate

Moderately Low to Moderate

Low

Low

www.sans.org/critical-security-controls
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NIST CyberSecurity Framework

PROTECT DETECT
Anomalies and Response Recovery
Asset Management Access Control Events Planning Planning
Business Awareness and Security Continuous Communications Improvements
Environment Training Monitoring P
Governance Data Security Detection Analysis Communications
Processes
Inf. Protection o _
Risk Assessment Processes and Mitigation
Procedures
Risk Management Maintenance Improvements

Strategy

Protective
Technology

http://www.nist.gov/cyberframework/

ANLCT




Znate svuj business

Vite, co vam konkretné hrozi

Vite, jake potrebujete technologie

Jak to dat do vzajemne souvisliosti?




BUSINESS

HROZBY

=Y
TECHNOLOGICKA ZAKLADNA
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Spojeni technologii a procesu

Q PROCESY

o

aktiva & rizika

detekEni procesy

procesy reakce

SIEM

x TECHNOLOGIE
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Spojeni technologii a procesu

aktiva & rizika

detekcni procesy

procesy reakce
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Aktiva arizika

Business -> Aktiva

ZKB —> navod na jejich ohodnoceni

Aktiva -> Podpurna aktiva -> Komponenty
Statistiky, skeny, zkuSenosti ->Hrozby

ZKB -> navod na analyzu hrozeb

ZKB -> navod na vyhodnoceni rizika

Hodnota rizika -> Kriticnost udalosti v SIEM

SIEM
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Spojeni technologii a procesu

aktiva & rizika

detekcCni procesy

procesy reakce
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DetekCni procesy

Detekce |dentifikace Zjisténi Vytvoreni

hrozeb aktiva hodnoty rizika Incidentu

Podpurna Hodnota rizika
aktiva a pro hrozbu na
komponenty komponenty

Vytvoreni

pravidla SIEM

Poplach SIEM systému

Interni udalost SIEM systému

Bezpecnostni udalosti z datovych zdroju
s o c A ‘ SOC powered by ANECT



Spojeni technologii a procesu

aktiva & rizika

detekcCni procesy

procesy reakce
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Procesy reakce a lidée

Procesni podpora

pouziva provozni procesy podle ITIL a Servicedesk

Role

Manazer KB
Architekt KB
Auditor KB
Vlastnici aktiv

VSechny role muzete outsourcovat ! je pripravena ...
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Q PROCESY

x TECHNOLOGIE
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Sluzby SOCA
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premium

SOCA

meéjte vsSe pod kontrolou

active

SOCA
budte aktivni

start

SOCA

nebojte se zacit

sCan

SOCA

zjistéte, jak jste na tom

technologicka zakladna

cenna aktiva | preventivni nastroje | detek¢ni nastroje | korelace
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SOCA v praxi




Pro zvefejnéni

QUALYSGUARD-

M v

Dashboard Scans Reports Remediation

Dashboard cog
Status within your permissions
Last Updated: 13 Fobruary 2012

Vulnerabilities by severity

25k

20k

w
*

Vulnerabilities

Now
52,795

Actve
29,060

sCan

SOCA

PR

Assets KnowledgeBase Users

Top 10 vulnerabilities

. 1 mEEn R
| I . ;:f;;)'

T
Holp v FRERIENETNA Y | Logow

Bitfsses PHP Sopbleck Morage_ st ot User~
1,129 SchoduloScon e 1P

View All
10k
Sk
Ok
Level § Level 4 Level 3 Level 2 Level 1
Tie Dato Status o Next Launch
woeky25 021182012 Finishod Schocule 3 15 Feb 2012 17:45:00 (GMT .08:00)
Wooky20 02152012 Finished s 600 lssu0 18 Fob 2012 19:55:00 (GMT -08:00) Latost roports View ot
wookly!S 02152012 Finished Wookly 15 Feb 2012 20:21:00 (GMT -08.00) @ ;"J:" m’:’“’;‘s;;""" based
wookdy10 02152012 Finished weoklyS 18 Feb 2012 14:05:00 (GMT -08:00) 3 Sean Report

1 [ |
E-I ACCESS CONTROL & DATA PROTECTION

30,670  High Risk Applications Events
22 Data Loss Events

THREAT PREVENTION

9 Bot Events
5 Viruses Events
16 Zero-day Events

18 Intrusions & Attacks Events

E ENDPOINT

893 Endpoints Involved in High Risk Events

COMPLIANCE

65% Compliant with Check Point Best Practices
58% Compliant with Regulatory Requirements

S o c A ‘ SQC powered by ANECT



Pro zvefejnéni
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active

SOCA

Service Desk

Soubor ¥ Zobrazit ¥ Aktivity ¥ Akce ¥ Hledat ¥ Okno v Napovéda ¥

173 Detail incidentu

Koncovy uzivatel Kategorie incidentu

Radar, Q Bezpeénosmi incideut.Kateqorie 1 - méné zavainy kvbernetick\'/ bezpeénosmi incident
Typ BI

Kyberneticky bezpeénostni incident zptsobeny kompromitaci rechnickych opatieni.

Nazev

placklist Address - ADS detekce

Popis

5 ghledem na typ reglstrovane’ho hlaseni “glacklist Address” & pra\'dépodobné, 30 se jedna o typ hrozby:
1)Dlegd Rizeni nzik, odstavce 3 pismene e) kybemnaticky utok z vnési komunikaéni sité, nebo

2)Dle§4 Rizeni nzik, odstavce 4 pismene a) nedostateéné ochrana vnéjsiho penmetru, nebo .
3)Dle§ 4 Rizeni nzik, odstavce 4 pismeng <) kybernetnck\] tok z vnitini ité, zneuiti vnitinich prostiedky, sabotaz,

start

SOCA

technologicka zakladna

cenna aktiva IVNi N&
| preventivni nastroje | detekCni nastroje | korelac
e
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premium

SOCA

Service Desk

Soubor ¥ Zobrazit ¥ Aktivity ¥ Akce ¥ Hledat ¥ Okno ¥ Napi
173 Detail incidentu

Koncovy uzivatel Kategorie incidentu

Radar, Q Bezpecnostni incident.Kategorie I - méné zavazny kyberneticky bezpecnostni incident
Typ BI

Kyberneticky bezpe&nostni incident zplsobeny kompromitaci technickych opatfeni.

Néazev

Blacklist Address - ADS detekce

Popis

S ohledem na typ registrovaného hldseni "Blacklist Address” je pravdépodobné, ze se jedna o typ hrozby:

1) Dle § 4 Rizeni nzik, odstavce 3 pismene e) kybematicky Utok z vné)si komunikaéni sité, nebo
2) Dle § 4 Rizeni nzik, odstavce 4 pismene a) nedostateéna ochrana vnéjsiho penimetru, nebo R
3) Dle § 4 Rizeni nzik, odstavce 4 pismene ¢) kyberneticky (tok z vnitfni sité, zneuZiti vnitinich prostredkd, sabotaz,

active

SOCA
SOCA technologicka zakladna

start
cenna aktiva | preventivni nastroje | detekCni nastroje | korelace

Pro zvefejnéni s o c A ‘ SOC powered by ANECT



@)

Potrebujete pomoc se ZKB ?

N Chcete zjistit, co vam konkretne hrozi ?
Q(ﬂ/ - : . *
Potrebujete technologie, procesy, role, lidi ? @

Chcete trvale videt, rozumet a reagovat ?




lvan.Svoboda@anect.com
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