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Product Description

1.5T active shield superconducting magnet

o Gradient System (Performance Controls Incorporation, U
o RF System: Spectrometer: All-digital (MR Solutions Ltd., Uk
o« RF Amplifier: Peak power: 18KW (Analogic, USA)

e Transmitting Coil

o Computer system: CPU: dual core 22.8GHz; RAIM: 22GB;
o Main display: 224" "LCD TFT monitoring

o Console: New communication user software interface, k
o Operation system: Windows XP Professional Monitoring d
monitoring, multi-parameter monitoring
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Pigeon RB300 is a computer designed for use in control and
automation systems. Pigeon RB300 is powered by Raspberry
Pi Compute Module and Linux system.
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Endpoint security
difficult to enforce

Progress’

OT/SCADAI/ICS challenges

“An important drawback derived from the

| connection to intranets and communication
networks, is the increased vulnerability to
computer network-based attacks.”

Absence of Source: European Union Agency for Network and Information Security

network visibility

Absence of
security design
and processes
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Collect the data
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and attack
scenario
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MITTRE ATT&CK


https://attack.mitre.org/tactics/TA0010
https://attack.mitre.org/tactics/TA0040

ITIM
(NOC)

vmware"

Hyper -V =
a,-KVM

or

Google
Cloud Platform

aws

REST API

etc.
Network

Network Telemetry
Traffic NetFlow

vmwa re

icrosoft

7L -- Hyper-V

© 2022 Progress Software Corporation and/or its subsidiaries or affiliates. All rights reserved.

Network
Visibility &
Troubleshooting

Full Packet
Capture &
Analysis

Network
Detection
& Response

Application
Performance
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You Cannot Secure What You Cannot See
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Single source of truth across both
IT/OT environment

Time matters, threat actors shall
be detected as early as possible

See each packet traversing your
environment

Detect indicators of compromise
in both IT/OT using a single tool

Dashboard  Reports  Configuration

Office 365 DNS (All Sources) [+]
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Provozni stav nasi sité ma primy dopad na vice nez milion domacnosti
a podniku, o které se starame. Jakékoli pochybeni pfi dodavkach
elektriny by mohlo zpuisobit nevygislitelné Skody.*

Martin Keprt

Vedouci spravy kybernetické a fyzické
bezpecnosti eg.d
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Fakta

Nasazeno vice nez 90
monitorovacich sond v klicovych
bodech sité v kombinaci s se
sbérem dat z existujicich routeru

Ihned po nasazeni nam systém pomohl identifikovat
nékolik chybné nakonfigurovanych zarizeni. Umoziuje

nam vidét veskery provoz na jednom misté a dokaze
Integrace dat a vystupu do

systéemu SIEM

nas varovat pred pripadnymi problémy. Poskytuje nam

informace o vyuziti sité, poukazuje na potencialni Uzka

Podpora specifickych protokolu
IEC 104 a IEC 61850

Pokryto prostredi OT i LAN

mista, odhaluje hrozby v siti a podava zpravy o riiznych

anomaliich sit'ového provozu.*

Martin Keprt

Vedouci spravy kybernetické a fyzické bezpecnosti EG.D
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@ Internet, Public Cloud

b B @ <% Comorate
DMZ

Firewalls

Scada servers

HMI / Operations

£
)
@
N
=
Q
O
()
Q
)
C
9
&
2
Q9
Ty

Lin_=}

1005 Ea

Technological network

Reference

Pripadova studie EG.D [URL]
Flowmon pro ICS/SCADA [URL]
SCADA hack demo video [URL]

Nezavisla studie reseni Flowmon
na zakladé testu NISTIR 8219
realizovaného VUT Brno [URL]
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https://www.flowmon.com/cs/our-customers/egd
https://www.flowmon.com/en/solutions/solutions-by-industry/industrial-control-systems-scada
https://www.youtube.com/embed/DtGauACbDC0
https://d34smkdb128qfi.cloudfront.net/docs/flowmonlibraries/resources/5f5b1b63-1c14-4933-95bc-eb7862f068db.pdf
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