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Compliance is not Security
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IT Compliance - Realita

PIné zauditovany systém odpovidajici IEC 27001
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Control Systems
Continuity Solutions

zajisténi provozni kontinuity ¥idicich systému

Just imagine that there were a phone number to call and an actionable
||3 procedure ready for each piece of equipment at your power station ...
|
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Krok 1 - Seznam Zarizeni

8 oocraot

PO0a501a - Automation Server 012

P00a501b - Automation Server 01b,

'PO0aUEhWOS - Automation Highway Switch

'PODaUthwOS -Automation Highway Switch

00CRYO1 - Front

00CRYO1,AAD1 - EXT-01 - pOOfirewO1 - CRSP to termsrv01

00CRYO1

00CRYO1,AA03 - EXT-11 - pO0firew03 - SSH-FTP Connection to DCS net Server
00CRYO1.AAO7 - Antaira switch

00CRY01,8A04 - pOOauthWO' - Automation Highway Switch

'00CRY01.8A05 - pOOauthWO2 - Automation Highway Switch

00CRYO1.8A06 - dmzswto1

00CRYO1.DA~ EXT-12 - Terminal Server - termsrvo1
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Number ofitems: 4.84k

8 Taska - Number ofhems

3 Pending tasks (4842) s

v PROJECT suss
. - | 00CRY01.AA02 - EXT-14 - p0Ofirew02 - DCS Unit Common to DCS Ash Handling ©
p o Overview Gantt Spenttime Tasks Resources Roadmap DMS Knowledgebase Requirements .. -
Undocumented Server netw

00CRYO1.AB400 - EXT06 -
P00apphw03 - Application

ighway WTP-WWTP-ECP.
Scalance S612 Firewall "dmzswt01 to DCS Ash handling.”

. O0CRYO1AAOT-Antaira oock
switch othe

The EXT

/ coot

Device CyberSecurity Data Sheet .

he CTV networks .. CCT\
DCS even via firewall. use

——

PARAMETER | VALUE
KKS 00CRRO1 GN302
Location  0OCRYO1.AA02
MAC ©0:18:18:89:75:88
Device name  pO0Firew02
Device

Siemens
manufacturer

Devicemodel ¢ lance 5612/ 6GKS612.08A10-20A3

peviee Product i cancelled since: 01.10.2019
version
SCALANCE 5615 or
used i
OEMNOES o 1Fyou need assistance,
office
FIMmWRre p anwaRE verd.o
version
Networking Information .
HOST NAME PORT | | ress | CABLE o
IDENTIFICATION "y P ADORESS | numeer S
1020100100
POOfirewo? - internal 1 10,160,120 00CRY&729
dmzswton
Antaira
POOFirew02 - external 2 102010040 00CRYs730  Switch
00cRYO1

PowerplantX / 00CRYO - Front
® -
Equipment Risk Matrix 2 v .o X
Gastrophic 0 o 0 0 0
g
g citial ° 0 o 0 2
Marginal o o | 3 o o
Negligibi o ) | ) 0 o
10% - Marginal 25% -Low 50% - Medium 75%-High 90%-Urgent
probability
Equipment Identfed Risks (2) " /ox
D NavE PROJECT SEVERITY © AUTHOR ©  ASSIGNEE STATUS
00CRYO1.ARG2
-ext1a-
Adéla paiton
327 OEMVulnerabiltes HiGH e ey entied
326 pODfirew02outof service oCs Ui HicH Petr Roupec dentified
Commonto
ocsAsh
Handiing
Surveyor Notes =/ X
Project nformation X
6% Project completion by spent time
ah Estimated time total
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Device Cybersecurity and
Maintenance Datasheet

00CRY01.AA02 - EXT-14 - pOOfirew02 - DCS Unit Common to HandUNG ©  /coar- puton iadonesis 7 00CHYD1 - Froee
Overview  Ganstt  Sperttime  Tasks  Resources  Roadmap  OMS  Knowledge base  Requirements
Device CyberSecurkty Data Sheet 0 s X Equipment Risk Matrix (X)
Scalance 5612 Firewall 1to DCS Ash handling.” . o U
e F oo i -
The ASh handling s 108 Concted - Uhe adiacent Switch i Used for the CCTV networks . CCTV twark sheuid rot be W——
5 eves via frewall e poe
PARAMETER | VALUE 10% - Marginal 2% Low
xS 0 0CHROY CNOO2
Locatien 0 0CHYD! AAD2
i 00101010975 08
e e ausment serihed Wsks (1) .
Oeviee
manlactures
e et scalarce 412/ 4GKSA12 010 20A) v 0 NAMe PRONCT MVINTY  AUTHOR ASSMLE
B Product i cancelied urce: 01102019 00CHIDI AN
o BT
SUennar Dapending o the reaurement, SCALANCE 5415 of SC600 can be previneT
M iotey | WV TS Broduct i 4 Soare Part, plasse vt the Soares & Service section fee M1 OIN Wineesbiities OCS Unt
0re ermation If you need smuakance, pesie oMM o loxul Semens Ganeate
offee OCS Ath
TS pwARE Wed 0 Headieg
erwon
00CHYH AN
JEXTA
PoOewl -
" PO ewOL ot of servce OCs Ut
Commen to
008 Al
Hasding
00CHYE AN
SAXTM
So0vew?
9 Oefak Credentios 0CS Ukt
Commen to
ocs Ah
Harding
Networking informabon s X
4 Lnt of equpment related taks (28]
el el PORT | aooness | ASLE DESTINATION v © sunsect STATUS
CENTINCATION 0 NUMBLR
0.20.900.100 M1.3.7 P2 - ADDRESSING
PO rewdl - nternat 1 101460020 QOCRYET2Y LR SECURITY i THIBD PARTY = progress
amasw0) AGAEENENTS
Antan
SO0 ewdl - extersal 2 10.20.90040 G0CHYETY)  Swieh - on T1AY-P1 - MANAGENENT [
00y OF REMOVABLE MEDUA
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rok 2 - Vytvoreni Planu a Procedur

Jak to obnovit?

) P0052.01-EN-2019-06-02 - Reliance OPC UA, NodeRED connection
£ P0053.01-EN-2019-10-03 - PSS Test Procedure - DRAFT
B a c ku p p r O c e du r e S £ P0054.01-EN-2019-10-24 - Additional CP1430 card installation
7 P0055.01-EN-2020-06-13 - PEDRONEL - Router restart procedure
5 P0056-01-EN-2020-11-18 - Site Access Via Link Manager
[ P0O056a-01-EN-2022-04-07 - Link Manager Timeout Settings
Re c Ove ry pr O C e du r e S 5 P0057-01-EN-2020-11-19 - SECOMEA Manager Setup - DRAFT
7 P0058-01-EN-2021-01-01 - Virtual E...oot and Backu server Setup - DRAFT
7 P0059-01-EN-2021-01-08 - Creating Service Box Server at AWS - DRAFT
7 P0060-01-EN-2021-01-08 - KVM Configuration and Setup - DRAFT
. 3 P0061-01-EN-2020-12-23 - Configuration of Combined OT and MX
T e S t l n g pr O c e du r e £ P0062-01-EN-2020-03-08 - ES680 - HP Unix - MAC address
£ P0063-01-EN-2021-05-01 - SAMPLER
7 P0065-01-EN-2021-09-13 - Hirschmann RDD (Data Diode) Setup
P0067.02-EN-2022-07-23 - OMLEX QA QC
Data stora g e pr oce du res £ P0068.01-EN-2022-02-02 - WORKSPACE Setup (ex. Shuweihat
) P0069.02-EN-2012-10-01 - SERVER via AD connection
7 P0070.01-EN-2022-02-09 - FORTINET Connecitions '
£ P0071-01-EN-2022-02-11 - Build New TXP LZA on SCO Unix ! | 3
S p a r e p a r t S e V a l u a t i O n 3 P0072-01-EN-222-02-28 - Autocont CLOUD procedures
£ PR0073-01-EN-2022-03-29 - T3000 Connection to LAB
5 PRO074-01-EN-2022-03-29 - pfSense Setup AWS
£ PR0075.01-EN-2022-03-29 - Horn, Acoustic alrm, OMIO proc

8 PRO077.01-EN-2022-07-13 - OPC UA BM server certificate re

£ PR0078.01-EN-2022-08-11 - T2000 OM Computers hostnamg¢ Commissioning Procedure
D — —* [5) PR0079.01-EN-2022-08-17 - Recovery Buch File - MOD Catal VMOD OS Inctairar ot X al settin "
£ PRO080-01-EN-2022-09-02 - Backup and Restore by Clonezi
£ PRO081-01-EN-2022-09-20 - Debia...tion Procedure and VMC
£ PRO082.01-EN-2022-10-11 - EPMS e...DataWebView SSL cert|
£ PRO083.01-EN-2022-10-11 - EPMS edra.report SSL certificate
) PRO084-01-EN-2022-12-12 - OPC UA installation and Histori
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£ PRO085-01-EN-2022-12-16 - Upload and Download Data into Document Responsibity Assignment Matrix PocumentStas
Responsible TXP Engineer Anthony Horri
PRO086-01-EN-2022-12-26 - Data Center Autocont - NAS J¢ e e [ Released
£ PRO087-01-EN-2023-02-16 - All Ab...LEX Miaration and back -
Consulted
NA

Review Frequency | one

All Bohemia Market Engineers 1
Informed 1
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Kapitoly ze “Cybersecurity Prirucky”

(01) - Cybersecurity Governance (CSG)

(02) - Cybersecurity Risk Management (CSRM)

(03) - Cybersecurity Performance Evaluation (CSPE)
(04) - Asset Management (AM)

(05) - Backup Management (BM)

(06) - Cloud Security (CS)

(07) - Configuration and Change Management (CCM)
(08) - Cryptography Control (CC)

(09) - Cybersecurity Continuity Management (CSCM)
(10) - Cybersecurity in Project Management (CSPM)
(11) - Cybersecurity Incident Management (CSIM)

(12) - Data Protection and Privacy (DPP)

(13) - Human Resource Security (HRS)

(14) - Identity Access Management (IAM)

(15) - Legal, Contractual and Regulatory Compliance (LCRC)
(16) - Logging and Monitoring (LM)

(17) - Network Security Management (NSM)

(18) - Physical and Environment Security (PES)

(19) - Third Party Risk Management (TPRM)

(20) - Vulnerability Management (VM)
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