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INFRASTRUKTURA VEREJNEHO KLICE
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ROSTOUCI POCET KLICU

= [nfrastruktura verejného kliCe je srdcem PROC TOMU TAK JE?
bezpecnostniho feSeni, kde je potrebujete vytvorit
nebo zajistit digitalni divéru mezi riznymi entitami.

Prisné standardy a regulace tykajici se kyberneticke
bezpelnosti a ochrany osobnich udaiju
Rostouci obavy ohledné zabezpecCeni podnikovych

= Sklada se nejen z technologie, ale dulezitou soucasti

celku jsou i lidé a postupy. aktiv duSevniho vlastnictvi (IP)
= Trendy v oblasti Bring Your Own Devices (BYOD)
= |T infrastruktura i aplikace vyuzivaji stale vice = Rostouci pocet kybernetickych utoku
certifikatd k zajisténi davéry a bezpecnosti. = Adopce cloudovych platforem napfi¢ malymi a
Certifikaty jsou stale rozmanitéjsi. stfednimi podniky

= ZvySujici se poCet 10T zafizeni napfi€ riznymi
prumyslovymi vertikalami

Spole¢nosti musi fidit tisice | miliony digitalnich aktiv pro zajisténi elektronické identity osob, zafizeni a aplikaci.
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CERTIFIKACNI AUTORITA

Pouziti PKI v procentech

Interni CA

Hostovana CA

Verejna CA

31%

Cloudova CA

23%

B2B CA 15%

Statni CA 9%
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44%

62%

2021

2020

2019

2018

2017

2016

2015

Priimérny posSet vydanych certifikatl
organizaci

58639

i, 56192

N 30197

I 38631

I 35488

I 35534

I 31409

* 2021 Global PKI and IoT Trends Study



DUVERYHODNA SLUZBA

= Nafrizeni Evropského parlamentu a Rady (EU) €. 910/2014 ze dne 23. Cervence 2014
o elektronické identifikaci a sluzbach vytvarejicich dlvéru pro elektronické transakce na
vnitfnim trhu a o zruseni smérnice 1999/93/ES

= Elektronicka identita
= Elektronické podpisy, peceté, razitka
= Digitalni certifikaty

= Davéryhodna sluzba je zalozena na principech kryptografie

ry v o

= , Rizeni kryptografickych kli¢ (véetné symetrickych kliéa!)
Rizeni
duveryhodnych Rizeni digitalnich certifikat (X.509, CV, C-ITS, ...)

sluzeb
(Trust Lifecycle Management) @ .. . .. . .. . _o s .
Rizeni digitalnich podpisu (vzdalené, code-signing, QES, ...)
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CO SE MUZE STAT

Vypadek sluzby ZvysSena pravdépodobnost
zpusobeny naruseni bezpecnosti
nezabezpeCenym a zpUsobené
neddvéryhodnym nekonzistentnimi a
certifikatem zastaralymi certifikaty

Vynalozeni znacnych
finanCnich nakladu

spojenych s narovnanim Neobnovitelna ztrata
situace, kterée lze identity vasich chytrych
investovat do jinych nebo loT zafizeni
obchodnich cila

spolecCnosti.
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Ztrata reputace a
poskozeni znacCky
zpusobené nedostupnosti
vefejnych zdroju

Zvysené riziko nesouladu
se standardy a nafizenimi
platnymi pro organizaci



Vypadek systému eRecept zplsoben certifikatem

Inovace,Novinky / Napsal Dalibor Premus /[ 24 ledna, 2022 /
Bezpeénost,Certificate,Certifikat, CLM,CUER,CZERTAINLY,eRecept, Komunikace, Lifecycle, Man
agement, PK|,Platforma,Podepisovani,Rizeni, SUKL, Technologie,Vypadek

Systém elektronické preskripce, znamy jako eRecept, se ve stfedu 19.1.2022 potykal s
technickymi problémy, které zpUsobili jeho vypadek. Lékari tak nemohli vydavat elektronické
recepty a lékarnici zase léky, a to dokonce ani na dfive vydané a platné e-recepty. Ministr
zdravotnictvi Vlastimil Valek k vypadku systému eRecept na tiskové konferenci ve stejny den

uvedl, Ze “Zkolaboval ...

Pokracovat ve ¢teni »
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NEPLANOVANE
VYPADKY

Zpusobeno neplatnym certifikatem
NefunkCnost systému po dobu
nékolika hodin

Neni mozné vydavat eRecepty
Lidé si nemuzou vyzvednout Iéky
Obrovsky financéni a reputacni

dopad



NVIDIA.

Stolen Nvidia certificates used to
sign malware—here's what todo

Pantan. Maval 15 AANA s Dimbas Avmbs

Nvidia, the ransomware breach
with some plot twists ’

Posted: March 3, 2022 by Pieter Arntz

n much.
On February 25, news broke about a cyberattack on Nvidia, America’s biggest microchip

or
company, which saw parts of its business taken offline for two days. Soon after, the < hot
ransomware group LAPSUS$ claimed responsibility and threatened to leak 1 TB in exfiltrated se they
data. Jst”

hat

You would think that while this is big news, the story is one that has been told many times. So
many times that ransomware fatigue is starting to become the new security fatigue. But there

are some interesting aspects to this particular attack that make it stand out. rom
trusted sources. This is a powerful security feature, provided that code signing certificates are

kept out of the hands of cybercriminals.
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KOMPROMITACE
IDENTITY

Odcizené code-signing certifikaty
vcetné privatnich kli¢u
(exspirovane)

Moznosti instalace drivert
podepsanych exspirovanym

certifikatem




Last updated: Sep 30, 2021 | See all Documentation

Update September 30, 2021 As planned, the DST Root CA X3 cross-sign has expired, and we're now using our own ISRG
Root X1 for trust on almost all devices. For more details about the plan, keep reading! We have also updated our Production
Chain Changes thread on our community forum - our team and community are here and ready to help with any questions
you may have about this expiration.

On September 30 2021, there will be a small change in how older browsers and devices trust Let's Encrypt certificates. If you
run a typical website, you won't notice a difference - the vast majority of your visitors will still accept your Let's Encrypt
certificate. If you provide an API or have to support loT devices, you might have to pay a little more attention to the change.
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NESOULAD

VCasna notifikace a upozornéni o
exspiraci certifikaCni autority
Spole€nosti nereagovaly na update
certifikaCni autority v systémech
Zpusobené vypadky

Nesoulad a auditni nalezy spojené s
procesy souvisejicimi s PKI a
fizenim kryptografickych klicu

Zvysené naklady na obnovu




A
- - 4

solarwinds -

Supply chain attacks are not common and the SolarWinds Supply-Chain Attack is one of the most potentially
damaging attacks we've seen in recent memory. Of course, as it is an evolving situation, we will likely know more
as the days progress, but this is what we know as of now.

On December 8 FireEye announced ¢ that it had been hacked by a nation-state and since that announcement
they’'ve been incredibly transparent, publishing information about the breach and what they've learned about it
in their investigation.

SolarWinds Breach

On December 13 Chris Bing of Reuters broke the story ¢ that the US Treasury Department has been
compromised by a sophisticated adversary. Shortly after, Ellen Nakashima of the Washington Post confirmed with
background sources ¢ that the US Treasury breach was perpetrated by the same group that targeted FireEye,
that SolarWinds was involved in both breaches, and that it was perpetrated by threat group APT29 (Cozy
Bear/Russian SVR).
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SUPPLY CHAIN
BEZPECNOST

Sunburst backdoor viozen do kodu
béhem vyvoje produktu

Software update proces
kompromitovan

Nepodepsany kéd vyvojaru
Napadeno vice nez 18.000
zakazniku vCetné vladnich
organizaci

Obrovsky financni a reputacni dopad




VYZVY PRO SPOLECNOSTI

50%

50-80%

71%

Nejasné vlastnictvi

aP“k‘,aCIv Spolec¢nosti nema
prumerne dostatek
vyuziva personalu Nedostate¢né zdroje 51%

dedikovaného pro
PKI a Sifrovani

certifikaty

Nedostatecné zkuSenosti a dovednosti 46%

3,3 h 0) d . 73% Pfilis mnoho zmén - 38%
je prumérna organizaci
zaznamenalo
doba neplanovany . o )
zotaveni se z vypadek kv(li Nedosazitelny vykon a spolehlivost - 37%
. nespravne fizenym
Vypadku certifikatim

e 2021 Global PKI and loT Trends Study
» 2022 State of Machine Identity Management
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EXISTUJE RESENI?

= PKI se stava nedilnou a kritickou souc¢asti systému a sluzeb
= Vznika potfeba automatizovat procesy spojené s fizenim Zivotniho cyklu divéryhodnych
sluzeb

INVESTICE A PREHLED A AGILITAA
BUDOVANI POVEDOM AUTOMATIZACE
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INVESTICE A BUDOVANI
- A oC

Il E N
Infrastruktura verejného Rizeni identit a pfistupt Podepisovani Rizeni Zivotniho cyklu
klice (vCetné zdrojovych kédu (a digitalnich certifikata
privilegovaného) nejenom kodu)

P 5

Spravci hesel a jinych Hardwarové moduly Rizeni kryptografickych RozSifovani vzdélani a
sensitivnich informaci (HSM) Klic¢a zkuSenosti (hands-on)
(pro pfistup k systému)
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PREHLED A POVEDOMI
" R @

Prehled o certifikatech Konzistence dat Aplikované regulace, Sledovani zmén stavu

a kryptografickych standardy, normy v Case

klicich
I °
7T o
A

Periodické ziskavani Skenovani Zjistovani self-signed Implementace

informaci o nové infrastruktury certifikatl a strukturovaného
vydanych certifikatech neschvalenych autorit procesu fizeni
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AGILITAAAUTOMATIZACE

B A

Reakce na potencialni hrozby Vyména kryptografickych kli¢a Zména duvéryhodnych Automatizace vymény

(napfiklad kompromitace) a zména algoritmu certifikaCnich autorit digitalnich certifikata v
koncovych systémech (v€etné

kryptografickych kli¢a)

| ® s
v —
| | 9’ /g
~ X =—
O ® X =
Integrace s nastroji pro Pouziti standardnich rozhrani Automatizace kontroly Rizeni vyjimeénych situaci
sledovani a exekuci a protokolU souladu s politikami

automatizace
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