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GENERATIVE Al

Generativni uméla inteligence (neboli Generative Al) je typ umélé inteligence (Al) schopny generovat
text, obrazky nebo jina média v reakci na rizné vstupy a podnéty. Generativni modely umélé
inteligence se uci vzorce (tzv. patterny) a strukturu svych vstupnich dat a poté generuji nova data,
ktera maji podobné vlastnosti, nicméné jsou uméle vytvorena.

D A L L. E 2 Your Al pair programmer

DALL:E 2 is an Al system that can create realistic images

Create Presentation Slides
with Al in seconds

Say goodbye to tedious, manual slides creation. Let the Al write the outiine and presentation content for you
With our tool, you can easily create professional, engaging slides from any textin no time.

and art from a description in natural language.

rm.une  AI-POWERED
Introducing Bing Chat
Ch atG PT With the new Bing built into the Microsoft Edge

sidebar, you can ask complex questions, find
We've trained a model called ChatGPT which interacts comprehensive answers, get summarized

in a conversational way. The dialogue format makes it information, find inspiration to build upon all in a
possible for ChatGPT to answer followup questions, side-by-side view, with no need to flip between
admit its mistakes, challenge incorrect premises, and tabs.

reject inappropriate requests.
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DEEPFAKE

Deepfake jsou synteticka média, ktera byla digitalné zmanipulovana tak, aby presvédcivé nahradila
podobu jedné osoby podobou jiné osoby, virtualné. | kdyz akt vytvareni faleSného je obecné znam
dlouhou dobu, deepfake vyuziva strojové uceni a umélou inteligence k manipulaci nebo generovani
vizualniho a zvukového obsahu, ktery mize snadno klamat, protoze vypada realné.

{"} synthesia

Features Pricing Use Cases Resources |

Creqte a free AI Video This is what your video will look like

Select a template & edit your script. Political, sexual and discriminatory content
will not be approved

~ @ SELECT VIDEO TEMPLATE

cr‘eate AI VIdeo : X . | Synthesia Demo Learning & Development
content in less el =~ p— _

ompliment How-To Video
than 15 minutes "

okl i o

2 EDIT YOUR VIDEO SCRIPT

You can use any popular language

Hey John, Evelyn from Acme here! As promised, I am
sending you a brief summary of the key points of the
proposal we discussed today. I will put you in touch with
your onboarding partner right away.

3 characters left

Continue
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VLASTNICTVI

Vztahuje se poruseni
autorskych prav,
patentl nebo
ochrannych znamek na
generovany obsah?

Maji byt uzivatelé Al
odpovédni za
porusovani autorskych
prav a ochrannych
znamek?

Je jasné, kdo vlastni

obsah, ktery vytvorila

umeéla inteligence pro
zakaznika?

MulzZe vyvojar pouzit
zdrojovy kod
generovany Al bez
ohledu na vlastnické
prava?
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Kam generativni Al
zapada z pravniho
pohledu?

Pokud dila vytvorena
generativnim Al nejsou
zpusobila pro autorska

prava, jaky je jejich
pravni status?

Byla uméla inteligence
trénovana na
licencovaném obsahu?

Muze generovany
obsah nékdo vlastnit —
a pokud ano, kdo?




VODOZNAK A METADATA

Digitalni vodoznak poskytuje alternativni feSeni pro zajisténi odolnosti proti neopravnéne
manipulaci, dusevni vlastnictvi a posileni bezpeénosti multimedialnich dokumentt. Jakykoli
digitalni obsah, jako jsou obrazky, zvuk a videa, a dalSi, mize obsahovat vodoznak.

Digitalni steganografie jako protipdl digitalniho vodoznaku se zabyva zplsoby, jak vloZzit
informaci do multimedialniho obsahu takovym zplsobem, Ze pfitomnost informace neni pro lidi
jednoduse identifikovatelna (viditelna). Nékdy se oznacuje taky jako kryta komunikace.

Exif (zkratka z anglického Exchangeable image file format) je specifikace pro format metadat,
vkladanych do souboru digitalnimi fotoaparaty (v€etné chytrych mobilnich telefonu), skenery a
dalSimi zafizenimi nebo programy pro zpracovani obrazku, pfipadné téz souborl se zaznamem

zVvuku.
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ExifTool Version Number 12.60 =]
File Name 2306_3Key_AFCEA_BS70_2023_watermark.jpg
Directory o
File Size 177 kB
File Modification Date/Time 2023:05:29 15:55:08+02:00
File Access Date/Time 2023:05:29 15:56:19+02:00
File Inode Change Date/Time 2023:05:29 15:56:17+02:00
File Permissions -IW-T—-T——
File Type JPEG
File Type Extension irg
MIME Type image/jpeg
Photoshop Quality 10
Photoshop Format Progressive
Progressive Scans 3 Scans
Current IPTC Digest cdcffa7da8c7be@9057076aeaf@5c34e
Coded Character Set UTF8
Application Record Version (%]
IPTC Digest cdcffa7da8c7be@9057076aeaf@5c34e
. XMP Toolkit Adobe XMP Core 9.0-c001 79.c0204b2def, 2023/02/02-12:14:24
Dopad Generatlve AI a Dee pfa ke na transp Original Document ID 3116821B24F0248FF4574CAFDCB119FE
Document ID xmp.did:3BC526DA5C63834EBAE14CD3E33AE3CL
= - a [ 4 Instance ID xmp.iid:E@AA678370C19546858E02219D5222B5
a autenticitu informaci 160 Profile Name SROB 1EC61966.2.1
Creator Tool Adobe Photoshop 24.5 (Macintosh)
Derived From Instance ID xmp.iid:dfellalc-dc32-4b25-97cc-2alac85e7409
AJaké ma'me moinosti ZaJ|St|t Je_||Ch pﬂvod a integritu Deri\!ed From Document ID ac'iobe:dot.:id:photoshop:61694d11—1ce9-064b—9b86-6b58d3871db4
Profile CMM Type Linotronic
Profile Version 2.1.0
Profile Class Display Device Profile
Color Space Data 3{¢):}
Profile Connection Space XYZ
Profile Date Time 1998:02:09 06:49:00
Profile File Signature acsp
Primary Platform Microsoft Corporation
CMM Flags Not Embedded, Independent
Device Manufacturer Hewlett-Packard
Device Model sRGB
o X LT Device Attributes Reflective, Glossy, Positive, Color
AFCEA -BS70 — Bezpecnostnl seminar: Rendering Intent Perceptual
H z ~ AlA i i Connection Space Illuminant 0.9642 1 0.82491
Kyberneticka bezpecnost & uméla inteligence bt L R s
Profile ID 0
Profile Copyright Copyright (c) 1998 Hewlett-Packard Company
§ v Profile Description sRGB IEC61966-2.1
Roman Cinkais Media White Point 0.95045 1 1.08905
Media Black Point 000
Red Matrix Column 0.43607 0.22249 0.01392
Green Matrix Column 0.38515 0.71687 0.09708
Blue Matrix Column 0.14307 0.06061 0.7141
Device Mfg Desc IEC http://www.iec.ch
Device Model Desc IEC 61966-2.1 Default RGB colour space - sRGB
Viewing Cond Desc Reference Viewing Condition in IEC61966-2.1
Viewing Cond Illuminant 19.6445 20.3718 16.8089
Viewing Cond Surround 3.92889 4.07439 3.36179
Viewing Cond Illuminant Type D50
Luminance 76.03647 80 87.12462




DIGITALNI PODEPISOVANI

elDAS - zaruCeny elektronicky podpis musi splhovat tyto pozadavky:

= je jednoznacné spojen s podepisujici osobou;

= umoznuje identifikaci podepisujici osoby;

= je vytvofen pomoci dat pro vytvareni elektronickych podpisu, ktera podepisujici osoba
muze s vysokou urovni davéry pouzit pod svou vyhradni kontrolou; a

= je k datum, ktera jsou timto podpisem podepsana, pfipojen takovym zplsobem, ze je
mozne zjistit jakoukoliv naslednou zménu dat.

STANDARDY: PODEPISOVANI:
ETSI EN 319 142 - PDF Advanced Electronic Signature Profiles (PAdES)
ETSI EN 319 132 - XML Advanced Electronic Signatures (XAdES)
ETSI EN 319 122 - CMS Advanced Electronic Signatures (CAdES)

Dokumenty a smlouvy
Transakce
Zdrojovy kéd a instala€ni balicky

ETSI TS 119 182-1 (draft) JSON Advanced Electronic Signatures (JAdES)
ETSI EN 319 162 - Associated Signature Containers (ASiC)
ETSI EN 319 422 - Time-stamping protocol and time-stamp token profiles

Firmware

Cas (¢asové razitko)
Pasy a obcanky
Datové schranky
Ochranna znamka
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Source of Trust obtained fi
1 since this signature was applied
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v Rev. 1: Signed by ROMAN

Signature is invalid:

) r information contained in this sign
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Signing time is fre-
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CODE SIGNING

= Podepisovani kddu je proces digitalniho
podepisovani dat potvrzeni autora softwaru a
zaruceni, Ze kod nebyl od podepsani zménén. Artefakty

Software

= Definice ,k6du® se méni. S pfichodem modernich _
technologii a postupu, jako je jsou napftiklad Kontejnery
softwarové definovana infrastruktura, nebo agilni
DevOps pfistup, podepisujeme nejen softwarovy :
oy o PHSTHP, POTEPISHIEME el d Firmware
= Prakticky kazda spoleCnost podepisuje kod v né€jakeé Skripty
podobé nebo formé.

= Podepisovani kodu je soucasti bezpecného vyvoje Makra
softwaru. Automatizace pomaha pro zvyseni logické
bezpeclnosti.

Git
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OCHRANA ZNACEK (VMC)

= Verified Mark Certificates (VMC)

= VMC predstavuje kryptograficky ovéfitelnou a
auditovatelnou vazbu mezi identitou, logem a
a doménou.

= Pomaha chranit zakazniky a znacCku pred
phishingovymi a spoofingovymi utoky.

= Umoznuje organizacim zobrazovat logo

registrované ochranné znamky u odchozich
e-maild.
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DMARC - Domain-based Message Authentication, Reporting
and Conformance

BIMI - Brand Indicators for Message Identification

v=BIMI1;1l=https://www.3key.company/brand/bimi-
logo.svg;a=https://www.3key.company/brand/certificate.
pem

Without VMC With VMC




C2PA

Coalition for Content Provenance and Authenticity (C2PA)
feSi rozSifeni online zavadéjicich informaci prostfednictvim
vyvoje technickych standardu pro certifikaci zdroje a historie
(a taky pavodu) medialniho obsahu.

C2PA sjednocuje usili iniciativy Adobe Content Authenticity
Initiative (CAl), ktera se zaméruje na systéemy poskytujici
kontext a historii digitalnim médiim, a Project Origin,
iniciativy pod vedenim Microsoftu a BBC, ktera se zabyva
dezinformacemi v ekosystému digitalnich zprav.

F\\ Adobe [EJEIME intel B Microsoft
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CONTENT CREDENTIALS

o~ 74‘ Adobe Inc.

uy
LoPlll Scp & 2021311034 AM

EDITS AND ACTIVITY

X4 Al tools

Terminal

€ Combined asse g ~/Projects/ /

-] Imported assetd

K1 Size and positio
c11d0f961e67",

'manifests":
PRODUCED BY

Pia Blumenthal

PN +

active_manifest":
"adobetest:urn:uuid:825cf3cf-0127-4af3-b65¢c—

idor": "adobetest",
"claim_generator": "c2patool”,
gl
'title"

: “"Dumbo.jpg",

'format"

: "image/jpeg",

fﬁid‘:

"xmp:iid:8dc9aa07-6920-40b7-b6bc-0638b8414141",
"thumbnail": {
f : "image/jpeg"

Tz +
rorma




Provenance data @

Assertions @

Manifest @ —
Active manifest @

@ Claim signature

___________ Content binding

@ Provenance

Hard binding

Soft binding
(optional)

\/Z @ Digital content



Content Credentials v

i
‘ 2304_3Key_AFCEA_BS70_2023_dalibor_

SIGNED BY

'A\‘ Adobe Inc.
May 26, 2023 at 3:39 PM GMT+2

PRODUCED BY

Roman Cinkais

PRODUCED WITH

Adobe Photoshop 24.5.0

EDITS AND ACTIVITY

® Color or exposure edits
Adjusted properties like tone, saturation,

curves, shadows, or highlights

4

Combined
Composited or reordered content, or edited

with content-sampling tools

#" Drawing edits
Used tools like pencils, brushes, erasers, or
shape, path, or pen tools

*1 Imported
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Dalibor Premus

CN X&) B c2patool — -zsh — 93x56

{
"active_manifest": "adobe:urn:uuid:89969422-4c2b-4ff7-ac09-6b7fcl48e7d3",
"manifests": {
"adobe:urn:uuid:89969422-4c2b-4ff7-ac09-6b7fc148e7d3": {
"claim_generator": "Adobe_Photoshop/24.5.8 (build 20230512.r.500 3fc8e4c; mac) cai-help
er/0.5.3 adobe_c2pa/0.2.1 c2pa-rs/0.16.0",
"title": "2304_3Key_AFCEA_BS70_2023_dalibor_CZERTAINLY.jpg",
"format": "image/jpeg"
"instance_ : "xmp:iid:7f39baac-6104-43ff-abls—cbed1765d93a",
"thumbnail": {
"format": "image/jpeg",
"identifier": "adobe-urn-uuid-89969422-4c2b-4ff7-ac@9-6b7fcl48e7d3.jpg"
Yo
"ingredients": [
{
"title": "2304_3Key_AFCEA_BS70_2023.jpg",
"format": "image/jpeg",
"document_id": "xmp:iid:f8@bdelc-054a-4f76-a71b-80d4583ce541",
"instance_id": "xmp:iid:f80bdelc-054a-4f76-a71b-80d4583ce541",
"thumbnai {
"format": "image/jpeg",
"identifier": "xmp-iid-f8@bdelc-054a-4f76-a71b-80d4583ce541.jpg"
}l
"relationship": "parentOf",
"metadata": {
"dateTime": "2023-05-26T13:06:53.989Z"
}

"title": "czertainly_white_H_349x83.png",
"format": "image/png",
"document_id "xmp:iid:69e97983-38ce-42ec-a763-8ba@bac2145e",
"instance_id": "xmp:iid:69e97983-38ce-42ec—-a763-8ba@bac2145e",
"thumbnail": {
"format": "image/png",
"identifier": "xmp-iid-69e97983-38ce-42ec-a763-8ba@bac2145e.png"
o
"relationship": "componentOf",
"metadata": {
"dateTime": "2023-05-26T13:37:22.414Z"
}
}
]
"credentials": [
{
"@context": [
"https://www.w3.0rg/2018/credentials/v1"

r
"credentialSubject": {
"jid": "did:adobe:f41f6b4eb056720f41651ba2a301979568c36a22267b09c490ce79f4a875bad2

"name": "Roman Cinkais"

"2023-05-26T13:06:47.685720796Z",
"jws": "f298be7a3cc226c030c32a3d847d27af1412d1737adc8681944994713c207c44b02a034c7




“Transparentnost a autenticita musi

byt zakladem kazde informace a
ekosystemu!”
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