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Tradicni VPN

Nedostatelné
zabezpelené

NEAVAEEN

Microservices “Teleportovdni" zafizen{ do

g sité spolecnosti nese urcitd

Contamers s
Public Cloud . .
Bez mikrosegmentace.
Zvysuje “attack surface”.

Umozriuje postranni pohyb,

" propagaci hrozeb a interni
hrozby.

—
LiJ \i 2 Nekontroluje stav

zabezpeceni zarizent.
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Té2kopddné

Navrzeno v dobé, kdy
vzdaleny pristup byl spise
vyjimkou, nez pravidlem.

Reziini ndaklady na zrizeni a
udrzbu, vysoké provozni
naklady, ndarocné na
skalovani

Nevhodné pro BYOD nebo
externisty.

Nepvipravené pro
cloud

Tézko automatizovatelné.

Nevhodné pro pouziti v
cloudu v kombinaci s
"microservices" a kontejnery.

Podporuje pouze jedno
pripojeni, vyzaduje casté
ukonceni a navdzani nového
spojent.



Nevyhody tradicni VPN

HQ/DC

Windows, Mac, Linu,
iI0S, Android




Nevyhody tradicni VPN
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/ero Trust Network Access

Zero-Trust Network App

CloudGen Access App

CloudGen Access Console

@ Software-as-a-Service

Data
Application
Data
Application
Data
Application




Zjisténi spolecnosti Gartner

In 2021, ZTNA inquiries from our end-user
clients increased more than 50% year over

year, driven by significant interest from multiple
verticals, including government organizations.
VPN replacement for extended-workforce remote
access is the top use case. Secondary use cases,
such as granting third-party secure remote
access, are growing in importance.

Gartner, How to Select the Right ZTNA Offering, 28. 2. 2022
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CloudGen Access
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CloudGen Access App
- Device health checks

- Remediation

- Web security

- Traffic interception
- mTLS tunnelling

lﬂ
Single-Single-On Eammsammmrd CloudGen Access Console
A PN o . Data path
{92 Software-as-a-Service —— Control path
CloudGen Access App CloudGen Access Proxy  CloudGen Access Console
Easy self provisioning, same look and feel _ _
across platforms Easy setup with automated single SaaS management platform
Single Sign on Support parameter deployment Logging and reporting for compliance
No change in end-user workflow Enforces authentication and - < ; e
Tragsparently imeereptS éppérGafﬁC o B gt el Configuration of pro><|kes and access policies
t i ;

sAeCr%egs(%rc&r;espon ing CloudGen R A Do ckear RS AP KE! DNS security and track access
Integrated identity & device health check Kubernetes and VMware APl and CLI access for automation
Web Security CloudGen Access service
Windows, macOS, Linux, iOS and on CloudGen Firewall

Android, Very low power consumption,
Chromebook soon



CloudGen Firewall integration

CloudGen Access Proxy
(on CloudGen Firewall)
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CloudGen Access App
O (on remote devices)
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(Software-as-a-Service)
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Requirements Benefits

Hardware: CloudGen Firewall F18 or higher

Available on all virtual appliances and cloud images

Firmware: CloudGen Firewall 8.0.4 (with hotfix 1041) or later
Active Energize Updates subscription

Streamlined CloudGen Access Proxy deployment

Fast and easy rollout of the ZTNA Saa$S service in an existing
security infrastructure

No need to deploy additional virtual or cloud machine images

Full set of remote access solutions including Barracuda VPN Client
in one single solution



CloudGen Access

Poéitaé Telefon Admin. rozhrani

() yourcompany.fyde.com

Access > Policies > DevOps team

Device Settings

Attributes Settings Status

ased access control

and denies ac an @

Platforms: Android, O, Linux, macOS, Wind

Enable screen lock
Require u ta n their dev
Platforms: Androl yde App:2v0.11.10

Enable firewall @EID
R

Platforms: macOS | Fyde App:2v0.23.0

Block jailbroken devices
Enable to

Enforce disi
Require users to
Platforms: Android, i

Require Fyde App updates
ate th

Platforms: Android, i

Require OS updates EETD
Require . ating 0s Srich
Platforms: Android,

mac

OS

Enforce re-authentication
Require v ecified period ha
Platforms: Android, 05, Linux, macOS, Windows | Fyde App:
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Windows 10



Vyhody CloudGen Access

1 Barracuda
L CloudGen Access

CloudGen Access je inovativni Zero
Trust  Network = Access  reSenf
poskytujici  bezpecné  vzdalené
pripojen. Pribézné overuje
totoznost uzivatele, zarizeni a zda
se pracuje se spravnymi
opravnenimi pro  pristup  k
chranénym datdm a aplikacim.
Umoznuje fidit pristup na zakladu
identity uzivatele a bezpecnostnich
politik zarizen.

Primy pristup ke zdrojam a aplikacim, ne do siti. Zyvsuje
bezpecnost a zmensuje perimetr hrozeb.

Rychl4 instalace a konfigurace. Skéluje se dle potfeby.

Integrovana DNS bezpecnost a kontinualne kontroluje stav
pfipojeného zafizeni.

Izolovany a bezpecny pristup pro kontraktory a BYOD zarizeni.
Logovani a compliance reporty.

Bez nutnosti upravovat uzivatelské pracovni postupy.

Funguje s cloudem — pristup na zaklade vynuceni nejnizsich
moznych privilegii. Podpora pro automatizaci a microservices.

Nejlepsi ZTNA reseni pro Kubernetes a Docker.



CloudGen Access: priklady pouziti

Rychlé na nasazeni a jednoduché na spravu.
Bezpecny pristup pro kontraktory a zamestnance (vCetne BYOD zarizeni).

» Povoluje pristup pouze k autorizovanym aplikacim, vynucuje bezpecnostni politiky,
logovani a compliance.

» Privilegovany pristup do cloudu, prace s vice cloudovymi aplikacemi soucasne.
« Zefektivneni pristupu ke Kubernetes nodiim a do Dockeru.

« Kontroluje pristup k SaaS aplikacim.
* Vynucovani bezpecného zarizeni pro pristup do SaaS prostredi.
»  Poskytuje auditni stopu pro zajisteni shody s predpisy.
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CloudGen Access web:
Dostupné zdroje pro CloudGen Access:
Technicka dokumentace a certifikace pro CGA:

Bezplatné testovaci nasazeni v zakladu na 14 dnu:


https://www.barracuda.com/products/cloudgen-access
https://www.barracuda.com/products/cloudgen-access/resources
https://campus.barracuda.com/product/cloudgenaccess
https://www.barracuda.com/cga-trial
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