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Kybernetické hrozby

80% pruniku zahrnuje slabé ./ 54% organizaci vyuzivaji
(O) nebo odcizené (O) papir nebo Excel pro fizeni

prihlasovaci udaje privilegovanych uctu

@,0 Neznamé a nefizené @/‘ Privilegované ucty jsou znami
privilegované ucty

vSem administratorim

@ Hesla a SSH klice @/ ZbyteCne vysoka opravneéni
jsou statickeé pro privilegované pfistupy
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I
Prvni analogie — hesla

,Hesla jsou jako spodni pradlo®

1) Pravidelné je ménime za nova
2) Nenechavame je volné lezet na stole

3) Nepujcujeme je nikomu jinému!
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I
Druha analogie — privilegovaneé identity

,Privilegované identity jsou jako svudné pradlo®

OO

1) Pouze “néktefi“ by je méli vidét

J

»_ 4

2) Mélo by se pouzivat pouze pro “specialni prilezitosti®

»
£s

3) Vzdy je peclivé vratime do Supliku

4) Nahravame pouze po udéleni souhlasu!

BOOOCR
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Co je to PAM?

PAM je doménou ldentity & Access Mgmt. zamérené na zvlastni pozadavky na
spravu vykonnych ucta v IT infrastruktufe podniku.

Na zakladni urovni je PAM sejfem, ktery slouzi k bezpeCnému ukladani a sdileni
pristupu k privilegovanym uétum.

* Privileged Account Mgmt.
» Privileged Access Mgmt.

* Privileged User Mgmt.

* Privileged ldentity Mgmt.

* Privileged Password Mgmt.
» Privileged Account Security

5 IBM Security



S PAM resenim

’ Monitoring

Active Aplikace
Directory ‘

Administrator

)
/

Utoénik

Windows server

Databaze

\

Externi uzivatel

Firewall

I Sitové zarizeni
Interni uzivatel

Endpoint
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I
IBM Secret Server — PAM reseni
JEDNODUCHE POUZiIVANiIi | KOMPLETNI END-TO-END PAM RESENI

Spré'va ; Oprévnéni aplikaci Bj:g:::n'/
privilegovanych Privilege Manager

uctu

Secret Server

23
%0
c O
oS <
< 3

Nejnizsi
opravnéni

Detekce internich Software PRIVILEGOVANA
hrozeb Development BEZPECNOST
Privileged Behavior Security

Analytics SDK (DevOps) ’

Analyza
chovani

Eﬂ
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—
Co je IBM Secret Server?

vy

Na té nejzakladnéjsi Urovni je Secret Server trezor pro bezpecné ulozeni a
sdileni pfistupu k pfihlaSovacim udajum privilegovanych uctu.

Secret Server je webova aplikace, pfistupna prostrednictvim:

libovolného webového prohlizeCe

mobilni aplikace

* API

MA00HNENIBORRTLTOOND W
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IBM Secret Server - Architektura

Databaze (SQL)
HA / georeplikace

g

Spoustéé + I?' Monitorovani
sezeni sezeni

Vzdaleny engine

N IQ SIEM
Upozornen|+ il monitoring
(volitelné)

\ a Sprava

-
Kl ——
(=1 <
-
]
API =
-
@ 11 Cluster
(volitelné)
Webovy B
o_0
Sow prohll'ieé\ = o
e
IT EET ==
Administratof 0 -
: Secret ——
Aplikace Server
Fis Il
Druhy faktor =
(volitelné) x—
Tajemstvi
(Secrets)
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@ Secret Server

|

Reporting Dashboard ¢ * ’T‘

HOME TOOLS ADMIN REPORTS A3 7]

An update is available (10.5.000003)

Advanced | Basic

+ Content

Find Folder

apbh G

Search in < All Folders >

=% < All Folders >
@[ ) Personal Folders
[ admin
[(7) Critical Accounts
() Linux Systems
() Router Devices
&) Service Accounts
[ windows Systems
[") sQL Server Accounts
() windows Systems

(Drag a folder to create a tab.)
=

CENTOS Root Account
centos1.iamlab.ibm.com\ce...
centos1.iamlab.ibm.com\ce...
centos1.iamlab.ibm.com\ce...
centos1.iamlab.ibm.com\ce...
centos1.iamlab.ibm.com\ce...
centos1.iamlab.ibm.com\ce...
IAMLAB Domain Administrat...
iamlab.ibm.com\privmanager
iamlab.ibm.com\secretserver
iamlab.ibm.com\winadmin2
iamlab.ibm.com\winadmin3

iamlab.ibm.com\windowsad...

Q. Advanced

Critical Accounts
Linux Systems
Linux Systems
Linux Systems
Linux Systems
Linux Systems
Linux Systems
Critical Accounts
Windows Systems
Windows Systems
Windows Systems
Windows Systems

Windows Systems

e

Unix Account (SSH)

Unix Account (SSH)

Unix Account (SSH)

Unix Account (SSH)

Unix Account (SSH)

Unix Account (SSH)

Unix Account (SSH)
Active Directory Account
Active Directory Account
Active Directory Account
Active Directory Account
AD Account - Fixed Machine ...

Active Directory Account

= — ICCT I

Create Secret L

] Secret © Folder Template
Create New | < Select > v

Recent Secrets Tw

centosl.iamlab.ibm.com\centosadmin1

Expired Secrets

iamlab.ibm.com\privmanager
iamlab.ibm.com\secretserver
iamlab.ibm.com\winadmin2
iamlab.ibm.com\winadmin3
iamlab.ibm.com\windowsadmin1

SQL Server Administrator 1

Q
&

Report

Secret Template Distribution

ount (Telnet)
Bl Cisco Enable Secrat (S8H)
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Secret Server

HOME TOOLS ADMIN

REPORTS

Session Summary

Session Secret: < None > Session User: iamlab\user1

Machine: winclient1 Launcher Used: < None >

Search Session Activity

Activity Type: | All v

Keyword:

Elapsed

00:01:40 % chrome (»]
00:01:40 & chrome [»]
00:01:40 #* chrome (»]
00:01:41 % chrome [»]
00:01:41 B chrome (>
00:01:41 &  chrome [»]
00:01:41 #  chrome ]
00:01:55 [ RuntimeBroker [»]
00:01:55 & chrome [»]
00:01:56 [E chrome [}
00:01:56 [ RuntimeBroker [»]
00:01:57 E chrome ]

Session Start: 12/20/2018 11:23 AM
Session End: 12/20/2018 11:35 AM

%, Inbox - manager2@iamlab.ib..

X, Get Messages

|- user1@iamlab.ibm.com
%, Inbox
& Trash
user2@iamlab.ibm.com
&, Inbox
Trash
user3@iamlab.ibm.com
&, Inbox
& Trash
userd@iamlab.ibm.com
%, Inbox
) Trash
user5@iamlab.ibm.com
¥, Inbox
& Trash
manager®iamlab.ibm.com

*, Inbox

0:11:5570:12:12

* B Wiite ~

W Chat & AddressBook W Tag ~ | T Quick Filter

%+ Unead * Starred B Contact ® Tags @ Attachment
Y k@ subject
[SecretServer] Access to "\Linux Systems\centos1.iamlab.ibm.com\centosadmin1®
[SecretServer] Access to “centos1.iamlab.ibm.com\centosadmin1® for User 4 has b.
[SecretServer] Access to “\Linux Systems\centos1.iamlab.ibm.com\centosadmin3” ...
[SecretServer] Access to “centosl.iamlab.ibm.com\centosadmin3” for User 4 has b...
[SecretServer] Access to “\Linux Systems\centos1.iamlab.ibm.com\centosadmin3” ...

[SecretServer] Access to “centos1.iamlab.ibm.com\centosadmin3” for User 5 has b...

[SecretServer] Access to "\Linux Sy 1.iamlab.ibm. admin1” ...

[SecretServer] Access to “centosl.iamlab.ibm.com\centosadmini” for User 5 has b...

Me <secretserver@iamlab.ibm.com>

Screen M
Keystrokes ll
Processes




s Secret Server

m HOME TOOLS ADMIN REPORTS bH. ©

An update is available (10.5.000003)

General Security Hardening User Audit
Secrets User Activity
What file types have been uploaded to Secrets? Failed login attempts Secret Activity
What file types have been uploaded to Secrets? (Pie Who hasn't logged in within the last 90 days? Secret Activity Today

Chart)

What Secrets can all users see?

What Secrets can a user see?

What Secrets have been accessed?

What Secrets have been accessed by a user?

What Secret permissions exist?

What Secret permissions exist for a user?

What Secrets changed passwords in the last 90 days?

What Secrets have not changed passwords for over 90

days?

What Secret permissions exist for a group?
What Secrets don't require approval?

What Secrets have failed Heartbeat?

What Secrets require approval?

Secret Count per Site

What Secrets Do Not Have Distributed Engines?
What Secrets require Comments?

What Secrets have been accessed by an impersonated

user?

What Secrets are expiring this week?
What Secrets Have Distributed Engines?
What Secrets have Expiration?

Secret Permissions Mismatch.

IBM Security

What SSH Command Menus do users have access to?
Secret Template Permissions by User
What users have had an admin reset their password?

GI‘DUES

Group Membership
Group Membership By Group

Roles and Permissions

What role permissions does a user have?
What role assignments exist?
What role permission assignments exist?

Password Compliance

Secret Password Compliance Statuses
What Secrets Do Not Meet Password Requirements?

Secret Policy

Secret Activity Yesterday,

Folder Activity

Users Activity

Custom Report Activity

Dual Control Audit

Internal Communication Changes
IP Address Range Audit
Unlimited Administrator behavior
License Audit

Database Configuration Audit
Distributed Engine Activity

Event Subscription Activity

Secret Template Activity

Legacy Reports

Secret Server Usage

Secret Expiration Health
Secret Template Distribution
Top Ten Viewers

Discoverv Scan




§ Secret Server HOME TOOLS ADMIN REPORTS A © &

Advanced | Basic
Secrets Recent Secrets

Search Secrets Q
iamlab.ibm.com\winadmin2 & | iamlab.ibm.com\winadmin3 & | iamlab.ibm.com\windowsad... c& Router Devices
Windows Systems Windows Systems Windows Systems Login
Login Login Login
Router Administrator == | | Router Operator == | |SQL Server Administrator 1 §
Router Devices Router Devices SQL Server Accounts
Login Login Login
Host @
I router.iamlab.ibm.com
Username
L devoperator
Password
B B kkxskknskk
Notes
n
Page 1 of 1

Get Help - User 3
Copyright © Thycotic, 2019,

Version: 10.4.000007
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G Secret Server m HOME TOOLS ADMIN REPORTS A © &

Secret Access Request

This Secret requires approval to access. You may request access below by clicking the "Request Access" button. This will send an email to users who can approve your request. You will receive a
response email once the request is approved or denied.

Secret Name centos1.iamlab.ibm.com\centosadmin1

Your Email Address userS@iamlab.ibm.com

Server Time 13:48 Central Europe Standard Time
Start Date |1!2/201 9 13:48 Central Europe Standard Time
Expiration Date |1/2/201 9 14:18 < Quick Pick > v Central Europe Standard Time

Reason for Request *|Testing

Current Request Log

Save ToFile<1to1o0of 1>
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§ Secret Server Search Secrets TOOLS ADMIN REPORTS

@ centosadmin1@centos1:~

General

Private Key

Favorite?

PUuTTY Launcher

-‘ Dependencies

Get Help
govrioh

Secret Server Launcher

Your application is being recorded by
the Secret Server Launcher, per your
Secret Server Administrator. Click
here to dismiss.

RDPWin
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ON PREM | CLOUD | HYBRID THREAT INTELLIGENCE SECURITY ECOSYSTEM
X-Force Exchange | Malware Analysis App Exchange
I%] X-Force IRIS Hybrid Cloud Security Services
[com ]

ENDPOINT
BigFix

NETWORK
QRadar Incident Forensics

Managed QRadar Network Insights
Detection Managed Network Security
& Response

D-WAN
SECURITY ORCHESTRATION Secure S

& ANALYTICS

MOBILE ADVANCED FRAUD
MaaS360 Trusteer
Mobile Device Mal Financial Malware
Research
QRadar | Watson | Resilient 2
Security Operations Consulting
X-Force Command Centers
X-Forge IRIS

APPLICATIONS IDENTITY & ACCESS

AppScan Identity Governance and Access

Application Security on Cloud Cloud Identity

X-Force Red zSecure

SDLC Consulting Identity Management Services
Products

Services
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THANK YOU

FOLLOW US ON:
ibm.com/security

securityintelligence.com

xforce.ibmcloud.com

@ibmsecurity

QCeeES

youtube/user/ibmsecuritysolutions

© Copyright IBM Corporation 2018. All rights reserved. The information contained in these materials is provided for informational purposes only, and is provided AS IS without warranty of any kind,
express or implied. Any statement of direction represents IBM's current intent, is subject to change or withdrawal, and represent only goals and objectives. IBM, the IBM logo, and other IBM products

and services are trademarks of the International Business Machines Corporation, in the United States, other countries or both. Other company, product, or service names may be trademarks or service
marks of others.

Statement of Good Security Practices: IT system security involves protecting systems and information through prevention, detection and response to improper access from within and outside your
enterprise. Improper access can result in information being altered, destroyed, misappropriated or misused or can result in damage to or misuse of your systems, including for use in attacks on others.
No IT system or product should be considered completely secure and no single product, service or security measure can be completely effective in preventing improper use or access. IBM systems,
products and services are designed to be part of a lawful, comprehensive security approach, which will necessarily involve additional operational procedures, and may require other systems, products
or services to be most effective. IBM does not warrant that any systems, products or services are immune from, or will make your enterprise immune from, the malicious or illegal conduct of any party.
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