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Zranitelnosti

30k

/arok 2023

5 %

Zranitelnosti s aktivneé zneuzivanym exploitem

|~'I°/o

/Zranitelnosti aktivne exploitované ransomwarovymi skupinami




Budou mit neopravitelné zranitelnosti
skutecneé na svedomi
pres 50 % pruniku v roce 2026 ?




Jak validovat bezpecnost?

Sl

CiLEM JE POKRYT
VSECHNY SLUZBY
VYSTAVENE
POTENCIALNIM
HROZBAM

Jak otestovat
najednou celou
infrastrukturu?
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Co Pentera je?

Platforma pro kontinualni validaci bezpecnosti @owesp
Nesimuluje, nybrz postupuje realné ﬂ
Posledni exploity a hrozby CiTRIX

Porozuméni celému utoku od zacatku do konce

Zranitelnosti, ale zejména Spatna nastaveni vmware
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Core, Surface a Cloud

Pentera Core

Validace interni infrastruktury. Bez agenta. HW/VM. @ouwesn
Pentera Surface W i
CIiTRIX

Validace externi infrastruktury. Ukradena hesla. OSINT.

Pentera Cloud

Validace cloudovych a hybridnich prostredi. vmware

RansomwareReady modul

Credential Exposure modul



Co Pentera del

Nepotrebuje agenta
Realné etické postupy
Bezpecné

Autonomni (bez playbooku)

Pentera je algorithm-based,

nikoliv task-based software.
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Jak to realne funguje?

Blackbox/Greybox
Zapojim Penteru do uzivatelské sité.
Typicky po 10 minutach zachycuiji prvni uzivatelskeé pristupove udaje.
Jednou za par hodin rozhoduiji, jaké akce muze Pentera provést.
V fadu hodin mam vétSinou prvni prolomené uzivatele.

Dostavame se ke sdilenym slozkam, heslum prohlize€u, emailum...

AD assessment

(typicky 30% prolomenych hesel)




A mohla bych to videt?
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PENTERA
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302 ACHIEVEMENTS

46

Injected XSS payload

Found domain users with
LAPS permissions on host

43

4.0

Accessed shared folder(s)

3.5

Validated local credentials

34 Uploaded malware to host

Host: 192.168.110.33
Host: 192.168.110.32
Host: 192.168.110.35
Target: 192.168.110.33

Target: 192.168.110.33

Uploaded malware to host
via LOLBAS

34

Opened remote control
channel on the host

33

Revealed domain's groups
and users

2.8

Shak - BB > Attack Map

Overview

112 VULNERABILITIES

15

"

46

Vulnerabilities Attack Map Hosts Users Actions Log

|7 87 ® 55
¥ 8.0
’naﬁ
|v8s8 un
55 : 4 a8

Password can easily be cracked
leveraging leaked password

v

8-7 ,\ .PENTERA

PrintNightmare (CVE-2021-
34527)

v

8.8 ..

192.168.110.33

MITRE

’. Adversary Level Add To Report
4

3.3

Footprints

4.7

DetailsGinput |1

Host can be forced to
authenticate by a rogue server

pentera
1
'
i
i
'
i
1

v

Captured credentials over SMB

william
192.168.110.32

Cracked user hash using CPU

username william
c t PENTERA

Validated domain credentials

user william
pomain PENTERA

Opened remote control channel
on the host

Host 192,168.110.33

Completed successfully | Feb 28 2023 10:57-Feb 28 2023 14:52

®

’ » Run )

Details X

5.5 Captured credentials over SMB

Parameters
Domain: pentera

Results

Host: 192.168.110.32
User: william

Type of Creds: ntimv2
Context: Domain
Credentials: ****

Insight

An attacker may steal credentials by
impersonating hosts and tricking users to
authenticate with him over SMB, and use them in
order to access hosts or services in the network,
which may lead to sensitive data theft or
manipulation and possibly to a complete take-over
of the hosts or services.

Details
Time: Feb 28, 2023 11:03

Related Actions

Created user account

NTLM Relay

Active Directory Reconnaissance
GeneratePayload

Performed hash dump using Relay
ChromeCredsExtraction
RelayedUserCreds

Sniffed user credentials



(¢ Backwnistory ) | Shak- BB > Attack Map

PENTERA

v5.8.6

Overview

Vulnerabilities Attack Map Hosts Users Actions Log MITRE Footprints Report

Details & Input

Completed successfully | Feb 28 2023 10:57-Feb 28 2023 14:52

» Run ] @

302 ACHIEVEMENTS

I U - U CoLalateu plivileyes

7 Emulated deletion of
. shadow copies

Executed code remotely on
the host

[

Host: 192.168.110.33
Host: 192.168.110.32
Host: 192.168.110.33
Host: 192.168.110.33
Host: 192.168.110.33
Host: 192.168.110.35
Host: 192.168.110.33

7 2 Enumerated files on the
. host

7 1 Found a user with
. privileged RCE capabilities

Potential credentials were
found in script file(s)

1.0

Detected Java
deserializable object

b4

Detected ASPNET
deserializable object

64

112 VULNERABILITIES

-

47

-

-

0y
03

11:07:28
rJ v o Ac im
L Bl o, Action Time N Add To Report Feb 28, 2023
b 4
T Escalated privileges
1 8.0 ... wz2msmo0..
f3as
Created user account
Host 192.168.110.33
5.6 .o pentora_stbsox..
11:07:47
Feb 28, 2023
Validated local credentials
user pentera_s1bSoxh..
3-5 Domasin WORKGROUP

12:31:16

Feb 28, 2023

Found a user with privileged RCE
capabilities
Domsin WORKGROUP

7-1 user pentera_sibSoxhylr

12:31:16

Feb 28, 2023

Opened remote control channel

on the host

3.3

Host 192.168.110.33

12:31:16
Feb 28, 2023

host

1.2

Host 192.168.110.33

N Executed code remotely on the

Details x

Executed code remotely on the
72 Y

< . host

Parameters

Domain: 192.168.110.33
Host: 192.168.110.33
User: pentera_s1b5oxhyir
Password: *##¥

Results

Engine: Powershell

Obfuscation Method: FOR_COMMAND
Obfuscation Level: BASIC

Command: set
qKyP=8xNIW=340tYLJSegs7jR.yKwMVG5Zpc2nE-o
diF1Qubz9kCHaml/fDBUARTXOPv&&for %W in
(29,35,23,33,19,16,58,14,51,11,20,14,1,33,36,34,4,
3,32,54,61,23,36,48,3,54,54,33,32,36,34,33,60,33,
30,56,59,3,35,32,29,36,55,10,62,57,13,13,36,34,16
,9,49,36,34,32,61,62,19,35,53,3,11,14,36,34,14,32,
30,35,37,14,37,30,35,24,50,49,2,37,36,28,15,55,62
,57,39,3,57,28,41,55,55,57,26,24,57,13,57,57,35,5
7.47,41,57,56,57,57,15,57,33,46,57,59,15,57,15,57
,54,41,57,2,57,57,44,57,47,23,57,24,41,57,44,57,5
4,15,57,11,57,57,7,57,54,57,57,61,57,57,23,57 47,
23,57,2,57,57,1,57,54,56,57,2,41,57,1,57,47,46,57,
14,23,55,56,57,48,3,57,4,41,55,17,57,47,41,57,37,
23,57,45,57,33,7,57,19,41,55,6,57,47,8,57,43,23,5
5,47,57,26,35,57,28,41,55,18,57,48,41,57,3,57,55,
44,57,39,46,57,56,23,55,8,57,33,56,57,43,41,57,42
,57,26,7,57,28,41,55,56,57,47,7,57,37,23,55,39,57,
33,3,57,10,23,55,24,57,26,46,57,19,41,55,61,57,48
41,57,61,23,57,46,57,48,30,57,11,15,55,46,57,33,
0,57,25,23,55,61,57,33,23,57,43,23,55,55,57,26,41
,57,56,23,55,8,57,48,3,57,49,41,55,61,57,26,30,57,
22,57,57,32,57,26,15,57,25,57,55,8,57,39,57,57,61
,15,57,63,57,47,0,57,24,41,57,27,57,54,3,57,11,15,
57,1,57,54,10,57,61,57,57,42,57,54,33,57,24,41,57
,23,57,47,7,57,24,41,57,23,57,54,35,57,14,23,57,2
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PENTERA

v5.8.6

8.1
9.0
8.8
8.8
8.0
8.0
19
1.2
1.2

11

Opened a remote access
session on the host

Validated domain
credentials

Exploited PrintNightmare
(CVE-2021-34527) on host

Installed Hooking Malware

Cracked user hash using
CPU

Escalated privileges

Emulated deletion of
shadow copies

Executed code remotely on
the host

Enumerated files on the
host

Found a user with
privileged RCE capabilities

Overview
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Completed successfully | Feb 28 2023 10:57-Feb 28 2023 14:52

Vulnerabilities Attack Map Hosts Users Actions Log MITRE Footprints Report Details & Input h
<
47 He
auuwn
|w 8.7 ¥ 5.5
=3
‘ ! 8.0| 4-7 Domal
' Password can easily be cracked Capi
leveraging leaked password
Username William User
8-7 context PENTERA 5-5 Host

& 11:03:17
\ Feb 28, 2023

Cracked user hash using CPU

Username William
context PENTERA

8.0

' > Run

Q)

Details X

4

8.0 Cracked user hash using CPU

Parameters
Username: william
Context: PENTERA
Hashs #*

Results

Cracked password: ****

Hash type: NTLMv2

Cracking engine: CPU

Cracking duration: 00:00:01.627

Insight

An attacker might capture user password hashes
during his attack, then try and crack them using
various hash cracking tools. The purpose will be to
gather as many user credentials as possible to
escalate his attack, take-over hosts in the network
and possibly learn the password policy of the
organization.

Details
Time: Feb 28, 2023 11:03

Related Actions
Cracked hash using CPU
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Conti Ransomware Campaign

REvil Ransomware Campaign

MAZE Ransomware Campaign

Lockbit 2.0 Ransomware Campaign

MS08-067 Microsoft Server Service Relative Path
Stack Corruption

Malicious C2 Traffic

ARP Poisoning

Cached Credentials

DHCP Spoofing

Binary-less Exploitation - Powershell

Name Resolution Protocols (LLMNR/NBNS/mDNS)

Living off the Land Binaries

Privileged User Management in a Windows Domain

LDAPS Relay Prevention/Detection

MS-SAMR Protocol

MS17-010 Eternal Blue SMB Remote Windows Kernel
Pool Corruption

Stop Service

Conti campaigns stop live services on Windows hosts to undermine the ability to recover data from the encryption process.
Stop services is usually achieved by executing the following commands:

Code Block

net
net
net
net
net
net

stop “Acronis VSS Provider” /y

stop “Enterprise Client Service” /Jy

stop “SQLsafe Backup Service” [y

stop “SQLsafe Filter Service” [y

stop “Veeam Backup Catalog Data Service” /[y

stop AcronisAgent [y

File System Artifacts

The following file system artifacts are often observed in sequence on hosts attacked by Conti campaigns.

Step Operation

1
2

CreateFile
ReadFile
WriteFile
WriteFile
CloseFile

CreateFile (Read
Attributes)

SetRenamelnformationFile

CloseFile

Supplemental Material

Conti_URL.txt
Conti_HASH.txt

References

.

.

.

.

Purpose

Opens the document for reading and writing.

Reads data from the document.

Writes encrypted data onto the document

Adds key blob to encrypted document at the end of the file
Closes encrypted document

Opens encrypted document.

Renames document to add an attack-identifier as the file extension

Closes encrypted document.

https://us-cert cisa.gov/ncas/alerts/aa21-265a

https://www.cybereason com/blog/cybereason-vs.-conti-ransomware
https://www.trendmicro.com/en_us/research/21/c/vision-one-tracking-conti-ransomware.html
https://www.carbonblack.com/blog/tau-threat-discovery-conti-ransomware/
https://blog.minerva-labs.com/conti-ransomware-built-to-bypass-edrs-prevented-by-minerva
https://news sophos.com/en-us/2021/02/16/conti-ransomware-evasive-by-nature/
https://adversary.crowdstrike.com/adversary/wizard-spider/
https://attack.mitre_org/groups/G0102/
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Pokud...

Resite produktivitu bezpe&nostnich tymu.

Chcete snizit naklady na testovani tretimi stranami.

”~

Potfebujete relevantni vystupy s dukazy.

A PENTESTERI
NEBUDOU
MIT CO ZRAT

r e
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