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• Tricked by malicious login prompt, a user 
provided credentials not secured with MFA

• Full scenario replicated in lab environment

• All network activity recorded and made 
available for education purposes

• Actors:

o User’s device (10.100.24.60)

o FTP server (10.100.24.52)

• Objectives:

o Get access to company network

o Locate and steal sensitive company data
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Data Theft Through Credentials Compromise

https://www.progress.com/


3© 2023 Progress Software Corporation and/or its subsidiaries or affiliates. All rights reserved.

Malicious Login Prompt
When accessing social networks, user is tricked by “malvertising” and redirected to fake Microsoft login page

https://www.progress.com/
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Initial Access
User accesses TikTok social network where attacker is gathering credentials

https://www.progress.com/
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Initial Access
User was redirected to a phishing site, provided credentials and attacker has now open access to the network

https://www.progress.com/
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Reconnaissance & 
Discovery

Attacker has logged into VPN using 

the stolen credentials, gained access 

to the user’s device and begins 

to scan the environment from there

https://www.progress.com/
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Reconnaissance & Discovery
Attacker has logged into VPN using the stolen credentials, gained access to the user’s devices

and begins to scan the environment from there

https://www.progress.com/
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Credential Access

Attacker was able to find a way how 

to log into the company FTP server 

through brute force attack

Now the attacker can start to work on 

the objective and exfiltrate the data

https://www.progress.com/


9© 2023 Progress Software Corporation and/or its subsidiaries or affiliates. All rights reserved.

Credential Access
Attacker is brute forcing an FTP server found in the company infrastructure

https://www.progress.com/
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Lateral Movement
Attacker is moving the sensitive data from company FTP server over the local network
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Command and Control
Attacker is using evasion techniques such as resolving domain names using DNS over HTTPS
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Command and Control
Attacker is using evasion techniques such as dynamic resolution to avoid detection
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Exfiltration
Attacker has exfiltrated the company data via an encrypted communication channel

https://www.progress.com/
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Backdoor Leftover
Attacker has implanted a malware/backdoor for easy access in the future
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Attack Summary
Hacker’s fingerprints left in the network detected as events and interpreted through the lens of MITRE ATT&CK

https://www.progress.com/
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