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NIS 2 povinnosti
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Politiky pro analyzy rizik a bezpecnosti informacnich systému;

Reseni incidentq:

Kontinuita provozu, jako je sprava zalohovani a zotaveni po havarii a krizovy management;
Bezpecnost dodavatelského retézce, véetné bezpecnostnich aspektl tykajicich se vztahl mezi kazdym
subjektem a jeho primymi dodavateli nebo poskytovateli sluzeb;

Bezpecnost pri porizovani, vyvoji a udrzbé siti a informacnich systémd, véetné reseni a odhalovani
zranitelnosti;

Politiky a postupy pro posouzeni ucinnosti opatreni k rizeni kybernetickych bezpecnostnich rizik;

. Zakladni postupy kybernetické hygieny a skoleni kybernetické bezpecnosti;
. Zasady a postupy tykajici se pouzivani kryptografie a pripadné Sifrovani;

Bezpecnost lidskych zdrojl, zasady fizeni pfistupu a sprava aktiv;
Pouziti vicefaktorové autentizace nebo resSeni pribézného ovérovani, zabezpecené hlasové, obrazové a
textové komunikace a zabezpecenych systému tisnové komunikace v ramci subjektu, je-li to vhodné.



NIS2 povinnosti mapuji na koncept Zero Trust
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Zero Trust je cesta k souladu s NIS2



NIS2 transpozice do vyhlasek (draft)

Rezim vyssSich povinnosti

Organizacni opatreni
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Systém fizeni bezp. informaci
Povinnosti vrcholného vedeni
Bezpecnostni role

Rizeni bezp. politiky a bezp. dokumentace
Rizeni aktiv

Rizeni rizik

Rizeni dodavatel

Bezpecnost lidskych zdroj

Rizeni zmén

Akvizice, vyvoj a udrzba

Rizeni pFistupu

Zvladani kybez udalosti a incident(
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Audit kybernetické bezpecnosti

Technicka opatreni
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Fyzicka bezpecCnost

Bezpecnost komunikacnich siti

Sprava a overovani identit

Rizenf ptistupovych opravnéni

Detekce kybernetickych bezp. udalosti
Zaznamenavani udalosti

Vyhodnocovani kybez udalosti

Aplikacni bezpecnost

Kryptografické algoritmy

Zajistovani dostupnosti regulované sluzby
Zabezpeceni pramyslovych, fidicich a
obdobnych specifickych technickych aktiv
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NIS2 zasady mapované na Microsoft reseni

NIS2 zasada Regeni spole¢nosti Microsoft

Governance Defender Cloud Security Posture Management (CSPM), Entra,
Purview Compliance Manager s hodnotici Sablonou NIS2 (hledat“ENISA”) + ISO Sablony

Rizeni rizika Defender XDR a Purview Insider Risk Management

Sprdava aktiv Defender CSPM, Defender for Endpoint

Dodavatelsky retézec Defender XDR, Entra a DevOps, Dynamics Supply Chain Management

Ochrana sluzeb Defender for API

Identita a pristup Entra, Defender for Office 365

Zabezpeceni dat Purview (Information Protection, Data Loss Prevention, Insider Risk Management, Unified Data Governance, Data Lifecycle Management,

Records Management), Microsoft 365 backup, Azure Backup, Defender for Office 365, Defender for Cloud Apps

Zabezpeceni systému Defender for Endpoint, Defender for |oT a Intune

Odolné sité Azure Network Security véetné integrace 3. strans s hlavnimi NDR vendory
Informovanost Purview Policy Tips, 0365 Phishing Simulation a Learning Paths, Security Copilot
zaméstnancl

Monitorovani bezpecnosti, Microsoft Sentinel, Security Copilot

sprava incidentd

Proaktivni zabezpeceni Defender XDR
Reakce a obnoveni Defender XDR, Azure Backup and Recovery, Purview Data Lifecycle Management a Records Management
Pouceni N/A Open Al

https://www.itgovernance.co.uk/nis-regulations-cyber-assessment-framework =. Microsoft Security


https://learn.microsoft.com/en-us/azure/defender-for-cloud/concept-cloud-security-posture-management
https://www.microsoft.com/en-us/security/business/microsoft-entra
https://learn.microsoft.com/en-us/purview/compliance-manager
https://learn.microsoft.com/en-us/microsoft-365/security/defender/microsoft-365-defender?view=o365-worldwide
https://learn.microsoft.com/en-us/purview/insider-risk-management
https://learn.microsoft.com/en-us/azure/defender-for-cloud/concept-cloud-security-posture-management
https://learn.microsoft.com/en-us/microsoft-365/security/defender-endpoint/microsoft-defender-endpoint?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/security/defender/microsoft-365-defender?view=o365-worldwide
https://www.microsoft.com/en-us/security/business/microsoft-entra
https://azure.microsoft.com/en-us/products/devops/
https://learn.microsoft.com/en-us/industry/manufacturing/build-supply-chain-manufacturing
https://learn.microsoft.com/en-us/azure/defender-for-cloud/defender-for-apis-introduction
https://www.microsoft.com/en-us/security/business/microsoft-entra
https://www.microsoft.com/en-us/security/business/siem-and-xdr/microsoft-defender-office-365
https://learn.microsoft.com/en-us/purview/governance-solutions-overview
https://learn.microsoft.com/en-us/purview/information-protection
https://learn.microsoft.com/en-us/purview/dlp-learn-about-dlp
https://learn.microsoft.com/en-us/purview/insider-risk-management-solution-overview
https://learn.microsoft.com/en-us/purview/governance-solutions-overview
https://learn.microsoft.com/en-us/purview/data-lifecycle-management
https://learn.microsoft.com/en-us/purview/get-started-with-records-management
https://adoption.microsoft.com/en-us/microsoft-365-backup/
https://adoption.microsoft.com/en-us/microsoft-365-backup/
https://www.microsoft.com/en-us/security/business/siem-and-xdr/microsoft-defender-office-365
https://learn.microsoft.com/en-us/defender-cloud-apps/what-is-defender-for-cloud-apps
https://learn.microsoft.com/en-us/microsoft-365/security/defender-endpoint/microsoft-defender-endpoint?view=o365-worldwide
https://learn.microsoft.com/en-us/azure/defender-for-iot/
https://www.microsoft.com/en-us/security/business/Microsoft-Intune
https://azure.microsoft.com/en-us/solutions/network-security/
https://learn.microsoft.com/en-us/purview/dlp-use-notifications-and-policy-tips
https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/attack-simulation-training-simulations?view=o365-worldwide
https://learn.microsoft.com/en-us/training/
https://www.microsoft.com/en-us/security/business/ai-machine-learning/microsoft-security-copilot
https://learn.microsoft.com/en-us/azure/sentinel/overview
https://www.microsoft.com/en-us/security/business/ai-machine-learning/microsoft-security-copilot
https://learn.microsoft.com/en-us/microsoft-365/security/defender/microsoft-365-defender?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/security/defender/microsoft-365-defender?view=o365-worldwide
https://azure.microsoft.com/en-us/solutions/backup-and-disaster-recovery
https://learn.microsoft.com/en-us/purview/data-lifecycle-management
https://learn.microsoft.com/en-us/purview/get-started-with-records-management
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|dentity Unmanaged Devices

80-90%

omprom s origin teth ough

nmanaged devices. @
(® Find out more on page 18
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$200-$1000

Monthly licensing fees paid by cybercriminals
to carry out daily phishing campaigns.



|dentity Attack Vectors
Password based attacks
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How can we protect?

‘ |‘A
is one of the (5) key measures

directed to be implemented across
the federal government.

up to JU%

of cyber attacks can be
prevented with MFA.
US National Security Cyber Chief, Chris Inglis

9%

of automated attacks on Microsoft
platforms, websites and other online
services can be blocked by MFA.



|ldentity Attack Vectors

Token Replay Attacks
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How can we protect?

Fundamentals

of cvber hvaiene Enable multifactor
y Y9 authentication (MFA)

Apply Zero

Use extended detection and
response (XDR) and antimalware

()/ y Trust principles
9%
=

Basic security hygiene
still protects against

Keep u
99% of attacks. P up

to date

g Outlier attacks on the bell curve make up just 1%




Zero Trust

architecture
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Response (EDR)
.

(7* Telemetry/analytics/assessment

&7 JIT & Version Control

Productivity Optimization

. Microsoft Defender for Cloud
Secure Score

Compliance Manager

Zero Trust Policies

Evaluation

Enforcement

Microsoft Entra
Conditional Access

Threat Protection

Continuous Assessment

Threat Intelligence

Forensics

Response Automation

gy gy |

Network

Public

Classify,
label,

encrypt

2% Microsoft Security

Emails & documents

L Structured data

©

. Defender for Office 365

Microsoft Purview

Microsoft Priva

R

Adaptive
Access

Traffic filtering L Private

& segmentation [
(as available)

o7 Entra Internet Access
<O Entra Private Access

) GitHub Advanced Security
. Defender for Cloud Apps

SaaS

On-premises

L
J

Defender for
APIs (preview)

Runtime
control

& Defender for Cloud

Infrastructure

Serverless

&
& Containers F--
&

laaS

& Paas

\?’ Internal Sites )

ta Azure Arc J

Defender for Endpoint

Defender for Office 365

. Microsoft Defender

Defender for Identity

Defender for Cloud Apps

Defender for Cloud

- e Microsoft Sentinel

+ Security Information and Event
Management (SIEM)

* Security Orchestration, Automation,
and Response (SOAR)



https://aka.ms/GHSecurity

Can generative Al
empower attackers?




What to expect from adversaries

Al-empowered attacks

Command
Malware Customizing Phishing and social and control
generation exploits engineering communication

0060

Automated Password Disguising
vulnerability discovery cracking malicious code



Uméla inteligence - Al, ChatGPT,
OpenAl - sdileni zkufenosti
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How can Al help us?
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‘ Microsoft 365 {f\ﬁ

Microsoft Azure Public Clouds

Benefits of Al
for security AR

aliali
V' Symantec cllsclo

=
Check Point 'llll'
paloaltc

F:i:RTINET

o o e Dt it . . Apps, Users,
> Efficiency: Prioritization and automation A S
> Speed: Ability to understand unique threats in real time
> Scale: Ability to process large volumes of data =]|= =
On-premises ‘ Legacy
sources \/ SIEM

Azure AD

The Microsoft Sentinel platform has
more than 10 petabytes of daily ingestion



= Microsoft Security

Copilot for Security

Protect at the speed and scale of Al




Microsoft's End-to-End Security

e osoft Threat lntellige e
e

@ Microsoft - Microsoft
Defender e Purview
~ Microsoft Microsoft
Sentinel Priva
for security
‘\ Microsoft Microsoft
Entra Intune

; 5
Micy, Osoft Security expe’



Use cases

Primary use cases

| N : . :
%A Incident summarization Impact analysis

)
E Reverse engineering of scripts Guided response
__(

Additional use cases

Device management, identity management, data security and compliance, cloud security, threat hunting,
security posture management, security reporting, and threat intelligence research



Dekujeme za pozornost
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