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Aktualni situace v ceskem zdravotnictvi

- Castokrat jedina ochrana koncovych zafizenije AV
- Ruzné AV a aktualizace v ramci jedné organizace

-  Poddimenzované IT oddeéleni

-  Zastarala HW technika

- CASTYM TERCEM KYBERNETICKYCH UTOKU.

+ Obdobnasituacejeive svete
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Predni vyzkum

“Bézna antivirova reSeni neposkytuji dostatechou
ochranu pred dnesnimi pokroCilymi hrozbami, postradaiji

I o

rychlou odezvu a nejsou schopna odhalit pricinu nebo
rOZsah ékOdy." Gartner
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Zdroj:Market Guide for Endpoint Detection and Response Solutions (Gartner, 2019)



Mnoho organizaci neni pripraveno na zvladani slozitych situaci

Tradicni ochrana a lidske tymy nejsou schopné drzet krok s pokrocilymi hrozbam/
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SPATNA VIDITELNOST A OMEZENE VYHLEDAVANI A LIDE STEZI UDRZI
SLEDOVANI REAKCE KROK
Spatna viditelnost v tradi¢nich Tradicni pristup se opira o vyhledavani Soucasné hrozby jsou nesmirné
nastrojich znemoziuje vyhodnoceni a jiz znamého. Utocnici ale obéti slozite a automatizovane. Lidé neumi
reakci. NemUzeme pracovat s rizikem, nenapadaji ,znamym"“ (napf. znamé vyhodnocovat situace s mnoha
které ani nevidime. signatury), ale ,neznamym* (napf. pohyblivymi castmi.

fileless/ransomware utoky) .
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ANTIVIRUS + REAQTA-HIVE
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Technigue T1053
Tactics execution, persistence, privilege escalation

cmdLine "c\windows\syswow64\schtasks. exe” /create /tn dsmuse
rtask /tr "chusers\admin\appdata\roaming\spatialaudiolicensesrvia
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INFRASTRUCTURE ARTIFACTS (3) o

% locky.exe
SHA256 70d06bd4e6a91b60bc8515e327fa1f9fb7ac82125e3c8a06359b5bb3f96e48f3 )
Seen in 3 other endpoints Last Seen
— dgeexe identit...Iper.exe ® FD-001 (192.168.71.8) 2020-12-08 14:03:13
® MMALWARE (10.0.2.15) 2021-02-05 11:50:59
® KMYRANSOMWARE2 (10.0.2.15) 2021-02-10 12:36:53
I, EXPORT RESULTS
Happened At Endpoint Type Description Has Alert
2021-03-15 10:37:17 REAQTA-RANSOMWA B" File Deleted cmd.exe deleted sys79a3.tmp from filesystem °'(
2021-03-15 10:37:17 REAQTA-RANSOMWA EQ Process Terminated jarda.exe terminated °'(
2021-03-15 10:37:17 REAQTA-RANSOMWA Elo. File Read jarda.exe read file staticcache.dat o
2021-03-15 10:37:16 REAQTA-RANSOMWA a1 File Renamed jarda.exe renamed file jarda.exe to sys79a3.tmp °'(
2021-03-15 10:37:16 REAQTA-RANSOMWA E‘. File Created jarda.exe created file sys79a3.tmp °'(
2021-03-15 10:37:16 REAQTA-RANSOMWA |_E',, Registry Value Set jarda.exe set a persistency key called @{microsoft.windows....ces/appfriendlyname} °'(
2021-03-15 10:37:15 REAQTA-RANSOMWA Elo- File Read jarda.exe read file desktop.ini °'(
2021-03-15 10:37:15 REAQTA-RANSOMWA Elo. File Read jarda.exe read file desktop.ini °'{
2021-03-15 10:37:14 REAQTA-RANSOMWA E‘, Registry Value Set jarda.exe set a persistency key called wallpaper °'(
2021-03-15 10:37:14 REAQTA-RANSOMWA f‘, Registry Value Set jarda.exe set a persistency key called tilewallpaper °'{
2021-03-15 10:37:14 REAQTA-RANSOMWA f‘, Registry Value Set jarda.exe set a persistency key called wallpaperstyle °'(
2021-03-15 10:37:14 REAQTA-RANSOMWA E'—_ File Written jarda.exe wrote content into ykcol.bmp °'{
2021-03-15 10:37:14 REAQTA-RANSOMWA E'|. File Created jarda.exe created file ykcol.bmp °'(
2021-03-15 10:37:14 REAQTA-RANSOMWA E‘—_ File Written jarda.exe wrote content into ykcol.htm °'( Aktivi
2021-03-15 10:37:14 REAQTA-RANSOMWA E‘. File Created jarda.exe created file ykcol.htm °'( Prejdet
o R EAQTA 2021-03-15 10:37:14 REAQTA-RANSOMWA E‘—_ File Written jarda.exe wrote content into 4gkk73yy-f83f-8664-2f806a71-5e5cf0f7133d.ykcol °'(



SHRNUTI:

Zajisteni kontinuity provozu
Vyuzitelnost nastroju vs kapacita I T
Automatizovane analytické nastroje
Centralni dohled nad vsSemi zarizenimi

Zajisteni auditni stopy
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