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-V samotnych Spojenych Statech, 764 poskytovatelu zdravotnich
sluzeb muselo docasne zastavit provoz kvuli ransomware.

- 45 procent verejnych instituci bylo zasazeno ransomwarem.

- Kazdych 14 vtefin se verejna organizace (napriklad zdravotnicke
zarizenl...) stane cilem Utoku ransomware

Ransomware Statistics, Trends and Facts for 2020 and Beyond (cloudwards.net)



https://www.cloudwards.net/ransomware-statistics/

\

- 83 % dotazanych zdravotnickych organizaci uvedlo, ze za
posledni rok zaznamenaly narust kybernetickych utoku.

- Dve tretiny (66 %) dotazanych zdravotnickych organizaci uvedly,

ze se kybernetické utoky staly za posledni rok slozitejsimi.

- 45 % dotazanych zdravotnickych organizaci uvedla, ze se setkaly
S utoky, jejichz hlavnim cilem bylo prave zniceni dat

KYBEZ ZDRAVOTNICTVI | (egovernment.cz)



https://www.egovernment.cz/inpage/kybez-zdrav/
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“Proc utocnik pouziva ransomware?”
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“...that the attackers behind the Revil
(Sodinokibi) ransomware are actively scanning
the internet for vulnerable systems..”
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“In these attacks, adversaries typically persist on networks
undetected, sometimes for months on end, and deploy the
ransomware payload at a later time. This type of
ransomware (s more difficult to remediate because it can be
challenging for defenders to go and extensively hunt to find
where attackers have established persistence and identify
emalil inboxes, credentials, endpoints, or applications that
have been compromised.”



Ryuk attack chain

Initial access through Trickbot, which
arrives via email or downloaded by Emotet
= P Cobalt Strike or PowerShell Empire
== payload
—b Remote system discovery scan
Lateral movement via WMI and
: PowerShell
e Reconnaissance
Command-anc!-control to
multiple machines
—> Delivery

Q Credent.lal theft via LaZagne
and registry access

BloodHound connects to
— (T :
domain controller
C?o Credential access using compromised
— 8 domain admin account
Doma.lncontrollerto multiple
machines
—» Ryuk ransomware

MITREATT&CK

T1193 | Spearphishing Attachment

T1043 | Commonly Used Port
T1086 | PowerShell

T1018 | Remote System

T1028 | Windows Remote Management

T1105 | Remote File Copy

T1087 | Account Discovery

T1214 | Credentials in Registry
T1003 | Credential Dumping

: T1069 | Permission Groups Discovery

T1028 | Windows Remote Management

T1105 | Remote File Copy

T1486 | Data Encrypted for Impact
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Human-operated ransomware attacks

Initial entry through misconfigured or

outdated web servers
- RDP brute force

Deployment through commodity

malware infection
- Initial entry through Trickbot or Dridex

Finding and exploiting poor security

controls

- Thorough reconnaissance to discover and
leverage security weaknesses

- Extensive knowledge of system and network
misconfigurations

Credential theft and escalation of
pnwlege

Credential dumping through tools like Mimikatz,

ProcDump, or LaZagne

- Privilege escalation through Sticky Keys attack

- Theft of financial credentials and LSA secrets in
registry

- Data exfiltration through RDP

- Creating new accounts then granting remote
desktop privileges

Human-operated lateral movement
- Network recon through scanning tools
- Manual spread though PsExec and GPO

Disabling of security controls
- Stopping security services
- Clearing event logs
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Secure internet-facing assets

- Apply latest security updates

- Use threat and vulnerability management

- Perform regular audit; remove privileged credentials

Thoroughly investigate and

remediate alerts
- Prioritize and treat commodity malware infections
as potential full compromise

Include IT Pros in security

discussions

- Ensure collaboration among SecOps, SecAdmins, and
IT admins to configure servers and other endpoints
securely

Build credential hygiene

- Use MFA or NLA, and use strong, randomized, just-
in-time local admin passwords

- Apply principle of least-privilege

Monitor for adversarial activities
- Hunt for brute force attempts

- Monitor for cleanup of Event logs

- Analyze logon events

Harden infrastructure
Use Windows Defender Firewall

- Enable tamper protection

- Enable cloud-delivered protection

- Turn on attack surface reduction rules and AMSI for
Office VBA
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Aplikujte vsechny dostupnée bezpecnostni aktualizace pro VPN a
firewall konfigurace

Dusledné monitorujte provoz a zvyste obezretnost u
infrastruktury pro vzdaleny pristup

Jakékoliv detekce z bezpecnostnich technologii nebo anomalie
musi byt vysetreny bezodkladne.

V pripadé napadeni se ujistete, ze jakemukoliv uctu pouzitemu
na daném zarizeni byl proveden reset hesla. Prihlasovaci udaje
mohly byt exfiltrovany.



Zapnete ASR pravidla (HIPS technologie vaseho AV) pro blokovani “credential theft” a
“ransomware activity”.

Zapnete "AMSI for Office VBA" pokud pouzivate Microsoft 365 Apps.

Pouzivejte TVM nastroje

Pouzivejte EDR / XDR technologie (offsite)

Naucte se vysetrovat utok a hunting

Vicevrstva uroven zabezpeceni proti skodlivému kodu (pozor na legitimni nastroje)

Zero Trust — Assume Breach, Least Priviledge, Verify explicitly
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