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Uvodni slovo

Cilem této publikace je pokrocit ve sjednoceni terminologie z oblasti kybernetické
bezpecnosti v pribéhu treti dekaddy 21. stoleti. Slovnik je aktudlnim vydanim
doplnén o terminy z kryptografickych a dalsich védnich obort, které maji k dané
problematice vztah, jako je naptiklad uméla inteligence (AI/UI) a Primysl 4.0.

Zde si povSimnéme snahy o pfiblizeni odborného a obecného jazyka. VSechny
uvedené terminy byly diskutovany odborniky z vefejné i soukromé sféry. Velky
podil na tvorbé tohoto vykladového slovniku maji také akademicti pracovnici.

v

Promeény soucasné spole¢nosti, v niz stale vyznamnéjsi tlohu zaujima véda, moderni
informacni a komunikaéni technologie (ICT) se pochopiteln¢ odrazeji i v rozsahu
specifické slovni zasoby z oblasti kybernetické bezpecnosti (KB). Ze strany
uzivatell jazyka je Casto velmi kriticky a vnimavé posuzovan proces piejimani slov
z cizich jazyku, jehoz nedilnou soucasti je také vznik novych slovnich spojeni a
utvafeni diive jen okrajové zaznamenavanych slovnich vyznami. VSechny tyto
zmény podnécuji potiebu Cloveéka dobte rozumét odbornym sloviim ciziho pivodu
a pfesné a vystizné je pouzivat. Plati to pro vSechny socidlni a vékové skupiny.
Komunita ICT — bezpe¢nostnich profesionald se rozsifuje Gcasti na socidlnich siti a
na mobilnich koncovych zafizenich (,,chytrych telefonech®). Jsou mezi nimi i
latentni ,,pachatelé®, které je tfeba ziskat do legalni sféry.

Pojmoslovi je v kazdém oboru vyznamnym prostiedkem k racionalni verbalni
komunikaci jak v mluvené, tak psané feci. Jedna se zaroven o nezkreslené pochopeni
sdélovanych informaci. Obory lidské Cinnosti, v naSem pfipadé kyberneticka
bezpecnost (KB), se vzajemné prolinaji a dopliuji.

Rozvoj védnich odvétvi a v nich pocitacovych disciplin se vzdjemné podminuje s
pfirodni i1 spolecenskou praxi — nerovnomérné, chaoticky i setrvacné a inovativne.
Slovo lexém v lexiologii pfedstavuje jednotku, prvek (systému) slovni zasoby,
mnoziny specialnich slov v daném jazyku. Vyznam slova oznacuje objekty nebo
vysvétluje déje a jevy realného zivota. Konotativni vyznam vyjadiuje asociativni
spojeni s dal§imi skuteénostmi (vlastnost lidského mozku i Al) a také se
subjektivnimi psychickymi funkcemi (vnimani, mysleni, citéni) mezi lidmi.
Pochopeni vyznamu slova je viak individualni. Ugelem socialni komunikace je
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vzajemné porozuméni. Lexémy KB tvofi specifické frdze pro odborniky i pro
spojeni (a osvéetu) s laickou vefejnosti. Efektivni znalost ménici se KB by vyzadovala
definované vyznamy odbornych pojmi. O to autofi publikace usilovali, piesto
Slovnik nelze zaménovat za statni normu ¢i vznikajici oficidlni dokumenty (proto je
vydani Siroce diskutovano).

Oc¢ se autofi publikace dale snazili. O kontinuitu a aktualnost. Vykladovy slovnik
kybernetické bezpecnosti navazuje na vysledky dlouhodobé badatelské a
praxeologické aktivity. Rozsifuje a aktualizuje material pfedchozich péti vydani
Vykladového slovniku kybernetické bezpec¢nosti pied rokem 2025. Slovnik se stal
brzy po svém prvnim uvedeni na knizni trh i v elektronické kopii vyhledavanou
ptiruckou, kterou vefejnost pfijala s opravdovym zajmem. Slovnik vznikl ptekladem
ceské terminologie a pojmoslovi z kybernetické bezpecnosti do anglického jazyka a
vice versa. Tento proces je v podstaté nekoneény a je tomu tak proto, ze terminologie
kybernetické bezpecnosti se nadale rozsifuje a vyviji. Po zvazeni zlstdvad misty
polemicke, zda uvedeny termin patii do KB v uz§im nebo Sir§im pojeti, konecné
takové rozhrani neni snadno urcitelné.

Snahou autort dale bylo vytvofit slovnik, ktery by zahrnoval jak zakladni slovni
zasobu oboru KB, tak perspektivni vyrazy. Vybirali ,,z kartotéky* obsahujici vice
nez 1000 vyrazl z nejnovejsich domacich 1 zahrani¢nich pramenti. Nejveétsi nesnazi
bylo, Ze neustale nardzeli na slovni spojeni (zminéné odborné fraze, metafory,
odborny slang) a terminy pfejaté, pocesténé z anglictiny, coz si vyzadalo tvorbu
odpovidajici ¢eské podoby. Navrh ¢eskych ekvivalentd provadéli po prostudovani
ruznych odbornych publikaci a po konzultacich s odborniky pfislusnych obord. Tam,
kde se nepodatilo vytvofit vyhovujici termin, se uvadi souslovi, které charakterizuje
obsah daného pojmu. Zahrnuti slangovych spojeni (jako je kyberprostor,
kyberbezpecnost, kyber-kriminalita) se zvazuje podle frekvence pouzivani — zivého
odborného jazyka a podle divodu vzniku.

Toto vydani dvojjazycného vykladového slovniku obsahuje mimo jiné i mnoho
vyrazl z ceského jazyka do anglictiny neptekladanych, anglické vyrazy, které zatim
nemaji Cesky ekvivalent, jakoz i vyrazy se kterymi lze polemizovat, nebot’ jsou
vyuzivany v okrajovych oblastech anebo na né¢ mohou mit riizné odborné skupiny
odlisny nazor. Je vSak opét tieba zdlraznit, Ze nejde o oficialné pfijatou
terminologickou normu. Pfes rychly vyvoj oboru a terminologie zistavaji ptedchozi
vydani s malymi vyhradami pouzitelné. Tam, kde byly nalezeny alternativni vyklady
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pojmu (je minoritni), uvadi se paraleln¢. Nedostatky slovniku se mohou nejlépe
projevit az v praktickém uzivani. Jelikoz snahou je veskeré nedostatky soustavné
odstranovat, uvitaji tvlirci i nadale vSechny pfipominky a odpovédné je zvazi — vzdyt
zpétna vazba patii k rysim kybernetiky. Systémovy pfistup k terminologii ma
vlastnosti bytostné pfitomné, také v Al: otevienost, modelovani, fuzzy hranice,
analogie i metafory.

V dobé 6. vydani Slovniku probiha tvorba a pfipominkové fizeni Zakona o KB,
snaha o terminologickou kompatibilitu v EU a NATO, hledd se soulad mezi
pfislusnymi strategiemi a politikami, legislativou, a proto mame zde vyzvu:

At uziti naseho slovniku prispéje k rozvoji KB (v CR), také ke kompatibilité mezi AI
a Ul (lidské inteligence), kritickemu mysleni (,,selskému rozumu*), pochopeni,
prijeti a spravnému pouziti novych technologii a v neposledni radé ke zvyseni
lidského potencialu.

Zavérem je vhodné zduraznit, ze vyklad v anglickém jazyce reflektuje pojeti vyrazi
Ceskych mluvéi i v ptipadé pfijatych terminti do uzivani z angli¢tiny ze zemi ptvodu.
Také poctiva poznamka k autorstvi — hlavni pfidanou hodnotou je sestaveni, utfidéni
a optimalizace vyznamd. Uznani v neposledni fad¢ patii i prekladatelim a celému
tvirc¢imu tymu. Autofi zaroven dékuji vSem, ktefi se i nadale budou aktivné podilet
na rozvoji terminologie KB, v§em autorim ptivodnich termint, které poslouzily jako
zdroj informaci. Spole¢n¢ jsme pfipravili uzivatelim jazykovou podporu, rukovét k
uceni se, odborny nazor k porozuméni vyznamt, nikoliv vSak ucebnici nebo v
budoucnu snad encyklopedii.

V Praze dne 1. kvétna 2025 Autofi
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Poznamka autora: Tento slovnik vychazi v dobé platnosti zakona ¢. 181/2014
Sb., o kybernetické bezpecnosti. Upozoriujeme, ze v dob¢ jeho zpracovani nebyl
jesté ptijat novy zakon, ktery mize obsahovat odlisné pojmy a definice.
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Introduction

The goal of this publication is to advance the unification of terminology in the field
of cybersecurity throughout the third decade of the 21st century. The dictionary has
been updated to include terms from cryptography and other related fields, such as
artificial intelligence (Al) and Industry 4.0.

Here, we note an effort to bridge the gap between technical and general language.
All listed terms have been discussed by experts from both the public and private
sectors. Academic professionals have also significantly contributed to the creation
of this explanatory dictionary.

The transformations in contemporary society, where science, modern information
and communication technologies (ICT) play an increasingly important role, are
naturally reflected in the expansion of specialized vocabulary in cybersecurity (CS).
The process of adopting foreign words is often critically and sensitively evaluated
by language users. This process inherently involves the creation of new word
combinations and the evolution of meanings previously only marginally recognized.
These changes drive the need for people to fully understand specialized foreign
terminology and use it accurately and concisely. This applies to all social and age
groups. The ICT security professional community is expanding its presence on social
networks and mobile devices ("smartphones"). Among them are also latent
"offenders" who need to be brought into the legal sphere.

Terminology in any field serves as an essential tool for rational verbal
communication, both spoken and written. It also ensures an accurate understanding
of conveyed information. Fields of human activity, in our case cybersecurity (CS),
overlap and complement each other.

The development of scientific disciplines and within them, computer science, is
interdependent on both natural and social practices—unevenly, chaotically,
inertially, and innovatively. In lexicology, a lexeme represents a unit, an element of
the vocabulary system, or a set of specialized words in a given language. The
meaning of a word refers to objects or explains real-life processes and phenomena.
Connotative meaning expresses associative connections with other realities (a
characteristic of both the human brain and Al) as well as subjective psychological

11
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functions (perception, thinking, feeling) among people. However, understanding the
meaning of a word is individual. The purpose of social communication is mutual
understanding. CS lexemes form specialized phrases for professionals as well as
connections (and awareness) for the general public. Effective knowledge of evolving
CS would require defined meanings for technical terms. The authors of this
publication have strived for this, yet the dictionary should not be mistaken for a state
standard or emerging official documents (hence, its content is widely discussed).

What else did the authors aim for? Continuity and relevance. The explanatory
cybersecurity dictionary builds on long-term research and practical activities. It
expands and updates the material from the previous five editions of the Explanatory
Cybersecurity Dictionary before 2025. Shortly after its initial release in both print
and electronic formats, the dictionary became a sought-after reference guide, which
the public accepted with genuine interest. The dictionary was created by translating
Czech cybersecurity terminology into English and vice versa. This process is
essentially endless because cybersecurity terminology continues to expand and
evolve. At times, it remains debatable whether a given term belongs strictly to CS in
a narrow or broader sense, as such distinctions are not easily defined.

The authors also aimed to create a dictionary that includes both the core vocabulary
of the CS field and prospective terms. They selected from a "card index" containing
more than 1,000 terms from the latest domestic and international sources. The
greatest challenge was encountering continuous instances of word combinations
(mentioned technical phrases, metaphors, professional slang) and loanwords adapted
from English into Czech, necessitating the creation of appropriate Czech
equivalents. The proposals for Czech equivalents were made after reviewing various
professional publications and consulting experts from relevant fields. Where a
suitable term could not be devised, a descriptive phrase characterizing the concept
was provided. The inclusion of slang expressions (such as cyberspace, cybersecurity,
cybercrime) was considered based on their frequency of use in active professional
language and the reasons for their emergence.

This edition of the bilingual explanatory dictionary includes many expressions that
are not translated from Czech into English, English terms that do not yet have Czech
equivalents, as well as terms open to debate, as they are used in niche areas or
interpreted differently by various expert groups. However, it is crucial to emphasize
once again that this is not an officially recognized terminological standard. Despite

12
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the rapid development of the field and its terminology, previous editions remain
largely applicable with minor exceptions. Where alternative interpretations of terms
were found (though rare), they are presented in parallel. The dictionary's
shortcomings will be most evident in practical use. Since the goal is to continuously
address any deficiencies, the authors welcome all feedback and will consider it
responsibly—after all, feedback is a core principle of cybernetics. A systematic
approach to terminology exhibits inherent characteristics, also present in Al:
openness, modelling, fuzzy boundaries, analogies, and metaphors.

At the time of the 6th edition of the Dictionary, the development and review process
of the Cybersecurity Act is underway, alongside efforts to ensure terminological
compatibility within the EU and NATO and alignment between relevant strategies,
policies, and legislation. Hence, we present this challenge:

May the use of our dictionary contribute to the advancement of CS (in the Czech
Republic), as well as to compatibility between AI and HI (human intelligence),
critical thinking ("common sense"), understanding, acceptance, and proper
application of new technologies, and, last but not least, to the enhancement of human
potential.

In conclusion, it is essential to highlight that the English explanations reflect the
conceptualization of terms by Czech speakers, even when adopting terms from
English-speaking countries. A fair note on authorship—the primary added value lies
in compiling, organizing, and optimizing the meanings. Acknowledgment also goes
to translators and the entire creative team. The authors extend their gratitude to all
those who will continue to actively contribute to the development of CS terminology,
as well as to the original term creators who served as sources of information.
Together, we have provided users with linguistic support, a learning guide, and a
professional perspective for understanding meanings—but not a textbook or, in the
future, an encyclopaedia.

Prague, 1 May 2025 Authors

13
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Author's Note: This glossary is published during the validity of Act No. 181/2014
Coll., on Cybersecurity. Please note that at the time of its preparation, a new law had
not yet been adopted, which may introduce different terms and definitions.

14



Vykladovy slovnik kybernetické bezpe¢nosti

Cesko - anglicky slovnik / Czech - English Glossary

3DES Triple DES

Blokovy symetricky Sifrovaci algoritmus zaloZeny na trojnasobné aplikaci normy
DES. Tento algoritmus mutze byt pouzivan ve variant¢ EDE (K1, K2, K3)
s vyuzitim délky klic¢t 168 bitd nebo (K1, K2, K1) s vyuzitim délky kli¢t 112 bitd.

A block symmetric encryption algorithm based on the triple application of the DES
standard. This algorithm could be used in the form of EDE (K1, K2, K3) using key
lengths of 168 bits or (K1, K2, K1) with the key length of 112 bits.

Administrace sité Network administration

Obsluha a sprava infrastruktury zameéfend predevsim na provoz, udrzbu a rozvoj
siti.

Servicing and management of infrastructure, focused on processes, maintenance
and development of networks.

Administrativni / proceduralni bezpeénost Administrative / procedural
security

Administrativni opatieni pro zajisténi pocitaCové bezpe¢nosti. Témito opatienimi
mohou byt operacni postupy nebo postupy tykajici se odpovédnosti a postupy
zkoumani poruseni bezpecnosti a revize auditnich zaznami.

Administrative measures to ensure computer security. These measures can be
operational procedures or procedures related to responsibility, procedures for
examining security incidents and revision of audit records.

Administrator Administrator
Osoba odpovédna za spravu casti systému (napf. informacniho systému), pro
kterou ma zpravidla nejvyssi pfistupova opravnéni (prava supervizora).

The person responsible for the management of a part of a system (e.g. information
system) for which he/she usually has the highest access privileges (supervisor
rights).

Adresarova sluzba Directory service
Sluzba pro vyhledavéni a ziskavani informaci z katalogu pfesné definovanych

objektti, které mohou obsahovat informace o certifikatech, telefonnich cislech,
ptristupovych podminkéch, adresdch atd. V prostiedni Microsoft je standardni

15
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adresafovou sluzbou sluzba Active Directory, ktera je zaloZena na protokolu
LDAP.

A service to search and retrieve information from a catalogue of well-defined
objects, which may contain information about certificates, telephone numbers,
access conditions, addresses, etc. In the Microsoft ecosystem, the standard
directory service is Active Directory, which is based on the LDAP protocol.

Adresovy (adresni) prostor Address space

Souvisly rozsah IP adres. Adresni prostor je tvofen sadou jedinecnych
identifikatord (IP adres). V prostiedi Internetu je spravcem jeho adresového
rozsahu organizace IANA.

A continuous range of IP addresses. Address space is made up of a set of unique
identifiers (IP addresses). In the Internet environment, IANA organisation is the
administrator of the address range.

Adware Adware

Reklamni aplikace, ktera uzivateli zobrazuje nevyzadanou reklamu. Casto pii tom
sbira informace o jeho chovéani.

Advertising application which shows the user unsolicited advertising. Often it
acquires information about behaviour.

AES Advanced Encryption Standard (AES)

AES je standardizovany algoritmus pouzivany k S$ifrovani dat. Jednd se o
symetrickou blokovou Sifru Sifrujici 1 desifrujici stejnym klicem. AES ma pevné
danou velikost bloku na 128 biti a velikost kli¢e na 128, 192 nebo 256 biti.

AES is a standardized algorithm used to encrypt data. It is a symmetric block
cipher that encrypts and decrypts with the same key. AES has a fixed block size of
128 bits and a key size of 128, 192, or 256 bits.

Agentura Evropské unie pro kybernetickou European union agency for
bezpecnost cybersecurity (ENISA)

Agentura zalozena Evropskou unii jako kooperativni centrum v oblasti sitové a
informacni bezpecnosti v roce 2004. Jejim tikolem je tvofit informacni platformu
pro vyménu informaci, znalosti a ,best practices”, a tim pomahat EU, jejim
Clenskym statim, soukromému sektoru a vefejnosti pii prevenci a feSeni
bezpecnostnich problému.

16
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ENISA zmeénila sviij statut natizenim Evropského parlamentu a Rady EU (EU)
2019/881 ze dne 17. dubna 2019 (akt o kybernetické bezpecnosti) o ENISA
(Agentura Evropské unie pro kybernetickou bezpecnost) a o certifikaci
kybernetické bezpeénosti informaénich a komunikaénich technologii.

Agency founded in 2004 by the European Union as a cooperative centre in the area
of network and information security. Its role is to create an information platform
for the exchange of information, knowledge and "best practices" and thus help EU,
its member states, the private sector and the public in the prevention and solutions
of security problems.

ENISA changed its statute by regulation of the European Parliament (EU)
2019/881 of the European Parliament and of the EU Council of 17 April 2019
(Cybersecurity Act) on ENISA (the European Union Agency for Cybersecurity)
and on information and communications technology cybersecurity certification.

Agregace Aggregation
Rizena ztrata & omezeni informace nebo prostiedki, obvykle slucovanim,
spojenim, ¢i statistickymi metodami.

Controlled loss or limitation of information or equipment, usually by aggregation,
merge, or statistical methods.

Akceptaéni kritéria Acceptance criteria
dokumentll nebo Gspésné testovani v pfipad¢ software, firmware nebo hardware).

Criteria to be applied when performing the acceptance procedures (e.g. successful
document review, or successful testing in the case of software, firmware or
hardware).

AKkceptaéni prohlaseni Acceptance statement
Formalni prohléseni vedeni o prevzeti odpovédnosti za vlastnictvi rizik, oSetieni
rizik a zbytkové riziko.

Formal management declaration to assume responsibility for risk ownership, risk
treatment and residual risk.

AKéni ¢len, aktuator Actuator
Zatizeni pro pohyb nebo ovladani mechanismu nebo systému. Je pohanén zdrojem

energie, typicky elektrickym proudem, tlakem hydraulické kapaliny nebo
pneumatickym tlakem a pfeménuje tuto energii na pohyb. Akéni clen je

17
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mechanismus, kterym fidici systém plisobi na prostfedi. Ridici systém miize byt
jednoduchy (pevny mechanicky nebo elektronicky systém), software (napf.
ovladag tiskarny, fidici systém robotl1) nebo ¢lovék nebo jiny Cinitel.

A device for moving or controlling a mechanism or system. It is operated by a
source of energy, typically electric current, hydraulic fluid pressure, or pneumatic
pressure, and converts that energy into motion. An actuator is a mechanism by
which a control system acts upon an environment. The control system can be simple
(a fixed mechanical or electronic system), software-based (e.g. a printer driver,
robot control system), or a human or another agent.

Akt o kybernetické bezpec¢nosti Cyber Security Act
(CSA)

(1) Natizeni EU 2019/0881, které posiluje Agenturu Evropské unie pro
kybernetickou bezpecnosti (ENISA) a zavadi certifikacni ramec kybernetické
bezpecnosti pro produkty a sluzby.

(2) Pravni ramec pro certifikaci kybernetické bezpecnosti produktd, sluzeb a
procesu v EU.

(1) EU Regulation 2019/0881, which strengthens the European Union Agency for
Cybersecurity (ENISA) and establishes a cybersecurity certification framework
for products and services.
(2) The legal framework for the cybersecurity certification of products, services,
and processes in the EU.

Akt o kybernetické odolnosti Cyber Resilience Act (CRA)

Natizeni EU 2024/2847, které posiluje standardy kybernetické bezpecnosti
produktti s digitalnimi prvky.

Regulation (EU) 2024/2847, which strengthens cybersecurity standards for
products with digital elements.

Akt o umélé inteligenci Artificial Intelligence Act

Narizeni EU 2024/1989, kterym jsou stanovena harmonizovana pravidla pro
umeélou inteligenci. Toto nafizeni stanovuje soubor pravidel zalozenych na rizicich
pro vyvojaie a provozovatele umélé inteligence, pokud jde o konkrétni pouziti
umélé inteligence. Soucasné toto natfizeni zarucuje bezpecnost, zdkladni prava pii
vyuzivani ume¢lé inteligence u obyvatel, a taktéz posiluje postupnou integraci
inovaci v oblasti AI v celé EU.

EU Regulation 2024/1989, which establishes harmonized rules for artificial
intelligence. This regulation sets a risk-based framework of rules for AI developers
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and operators regarding specific AI applications. At the same time, it ensures
safety and fundamental rights for citizens using AI and strengthens the gradual
integration of AI innovations across the EU.

Aktivni hrozba Active threat

Jakakoliv hrozba imysIné zmény stavu systému zpracovani dat nebo pocitacové
sité. Hrozba, kterd by méla za nasledek modifikaci zprév, vlozeni fale$Snych zprav,
vydavani se nékoho jiného nebo odmitnuti sluzby.

Any threat of an intentional change in the state of a data processing system or
computer network. Threat, which would result in messages modification, the
inclusion of false messages, false representation, or service denial.

Aktivni kyberneticka obrana Active cyber defence

(1) Soubor opatieni k detekci, analyze, identifikaci a zmenSeni hrozeb
v kybernetickém prostoru ¢i z ného vychazejicich, v realném case, spolu se
schopnosti a zdroji na proaktivni ¢i Gtoénou ¢innost proti pivodcum hrozeb
v domovskych sitich téchto pivodct.

(2) Proaktivni opatieni za ucelem detekce ¢i ziskani informace o kybernetickém
priniku, kybernetickém utoku nebo hrozici kybernetické operaci, nebo pro urceni
puvodu operace, které v sobé zahrnuje spusténi Gtocné preventivni, preventivni
nebo kontra-operace proti zdroji.

(1) A set of measures to detect, analyse, identify and mitigate threats in and from
the cyberspace, in real time, combined with the capability and resources to take
proactive or attack action against threat agents in those agents” home networks.
(2) Proactive measures to detect or obtain information about a cyber intrusion,
cyber-attack or an imminent cyber operation, or to find the source of an operation,
which includes launching a pre-emptive, preventive or counter-operation against
the source.

Aktivum Asset
Cokoliv, co ma hodnotu pro jednotlivce, organizaci nebo vefejnou spravu napf.
dlouhodoby nebo kratkodoby majetek.

Anything that has value for an individual, organization, or public administration,
such as long-term or short-term assets.
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Akreditace Accreditation

Osvédcovani vnitrostatnim akreditacnim organem toho, Ze subjekt posuzovani
shody splituje pozadavky pro provadeéni konkrétnich ¢innosti posuzovéni shody,
které stanovi harmonizované normy, a pokud je to relevantni, také veskeré dalsi
pozadavky, vcetné téch, které jsou stanoveny v pfislusnych odvétvovych
predpisech.

An attestation by a national accreditation body that a conformity assessment body
meets the requirements set by harmonised standards and, where applicable, any
additional requirements including those set out in relevant sectoral schemes, to
carry out a specific conformity assessment activity.

Aktualizaéni balik Service pack

Souhrn (balik) novéjsich verzi software (aktualizaci), ktery lze/je instalovat/van
automaticky najednou.

Collection (pack) of several updates, which could all be installed at the same time.
Alarm Alarm

(1) Zatizeni nebo funkce, které upozoriiuje na mimoradny stav pomoci slySitelnych
anebo viditelnych signalt.

(2) V procesnim fizeni alarm znamena udalost/stav, ktery je pro proces nebezpecny.
Tyto stavy jsou ukladany v alarm systému. Alarm musi byt po svém vyskytu
potvrzen (vyfizen), jinak zlstava v Alarm systému stale jako aktivni.

(1) A device or function that signals the existence of an abnormal condition by
making audible or visible signals.

(2) In process control, an alarm means an event / condition that is dangerous for
the process. These states are stored in the alarm system. The alarm must be
confirmed (reset) after the occurrence. Otherwise, it still remains active in the
Alarm System.

Alarm system Alarm system
Systém registrace, ukladani a piehledu alarmu.

System for alarms registering, saving and viewing.
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Algoritmus Algorithm

Jednozna¢né definovany matematicky proces spocivajici v provedeni fady
pocetnich operaci, ktery, pokud je dodrzen, vede k o¢ekavanému vysledku.

Unambiguously defined mathematical process for the execution of a set of
computational rules that, if followed, will give a prescribed result.

Analyza sitového provozu Traffic analysis

Jednoduché i pokrocilé matematické a vizualizaéni metody slouzici k analyze
datového provozu TCP/IP v pocitacové siti.

Simple and advanced mathematical and visual methods for the analysis of data
traffic TCP/IP in a computer network.

Analyza dopadi na  c¢innosti Business impact analysis
organizace (BIA)

(1) Proces analyzy dopadu naruseni v prubéhu ¢asu na organizaci.

(2) Proces, jehoz cilem je identifikovat a vyhodnotit potencialni dopady naruSeni
klicovych podnikovych ¢innosti. Tento proces hodnoti vliv riznych rizik, jako jsou
pfirodni katastrofy, kybernetické utoky nebo operacni selhani, na schopnost
organizace poskytovat klicové produkty a sluzby. Cilem BIA je stanovit priority
podnikovych funkci na zakladé jejich vyznamu a vypracovat strategie obnovy,
které minimalizuji prostoje a zajisti kontinuitu ¢innosti organizace béhem krizi.

(1) Process of analysing the impact over time of a disruption on the organization.
(2) Process used to identify and evaluate the potential effects of disruptions to
critical business operations. It assesses the impact of various risks, such as natural
disasters, cyberattacks, or operational failures, on the organizations ability to
deliver key products and services. The goal of BIA is to prioritize business
functions based on their importance and establish recovery strategies to minimize
downtime and ensure business continuity during crises.

Analyza hrozeb Threat analysis

Zkoumani cinnosti a udalosti, které by mohly negativné ovlivnit kvalitu
poskytovanych sluzeb v oblastech IT (systém zpracovani a prenosu dat) i / nebo
data samotna.

Examining activities and events that could negatively impact the quality of
provided services in IT areas (data processing and transmission systems) and/or
the data itself.
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Analyza komunikace Traffic analysis
Vice Analyza sit'ového provozu

See Traffic analysis

Analyza pocitacového viru Virus analysis

Komplexni ¢innost zahrnujici analyzu chovani pocitacového viru (zpisob Sifeni,
skryvani, skody ptsobené virem), analyzu kodu viru, nalezeni zptisobu vyhledani
viru a jeho odstranéni ze souborti, resp. nalezeni postupu pro napravu skod virem
zpusobenych. Vice téz disassemblovani, debugger, trasovani, emulace kodu.

Complex activity including the analysis of computer virus behaviour (how it
spreads, hides, damage caused by the virus), analysis of virus code, finding of the
virus and its removal from files, or rectification of damage caused by the virus.
More also in Disassembly, Debugger, Tracing, Code emulation.

Analyza rizik Risk analysis

Proces pochopeni, identifikace rizika a stanoveni irovné rizika.

Process of understanding, identifying risk, and determining the level of risk.
Analyza zranitelnosti Vulnerability analysis

(1) Proces urcovani, zda produkt, sluzba, proces nebo systém obsahuje zranitelna
mista, a kategorizace jejich potencidlni zavaznosti.

(2) Proces identifikace, hodnoceni a klasifikace zranitelnosti v informacénich
systémech organizace. Cilem této analyzy je zjistit slabiny v systémech, procesech
nebo technologiich, které by mohly byt zneuzity hrozbami, a to jak internimi, tak
externimi. Analyza zranitelnosti zahrnuje provérovani a testovani riznych aspekti
informacni infrastruktury, jako jsou softwarové aplikace, sitové prostiedi a
operacni systémy, aby se identifikovaly bezpecnostni mezery, které mohou byt
cilem utoki. Vysledky analyzy slouzi k urceni, jaka opatieni je nutné pfijmout pro
ochranu organizace pied potencialnimi hrozbami.

(1) The process of determining whether a product, service, process, or system
contains  vulnerabilities and  categorizing  their  potential  severity.
(2) The process of identifying, evaluating, and classifying vulnerabilities in an
organization's information systems. The goal of this analysis is to identify
weaknesses in systems, processes, or technologies that could be exploited by
threats, both internal and external. Vulnerability analysis involves inspecting and
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testing various aspects of the information infrastructure, such as software
applications, network environments, and operating systems, to identify security
gaps that may be targeted by attacks. The results of the analysis are used to
determine what measures need to be taken to protect the organization from
potential threats.

Analyzator protokoli Protocol Analyser

Vice Sitovy analyzator

See Network Sniffer

Anonymita Anonymity

Vlastnost ur€ité informace, ktera zabranuje ureni subjektu, kterého se dana

informace tyka.

The specific characteristic of information that prevents to identify the subject
concerned.

Anonymizace Anonymisation
Proces, kterym jsou osobni idaje nevratné zménény tak, ze subjekt udaju jiz

nemize byt pfimo nebo neptfimo identifikovan, ani samotnym spravcem osobnich
udaju, ani ve spolupraci s jinymi stranami.

The process by which personal data is irreversibly altered in a way that a data
subject can no longer be identified directly or indirectly, either by the controller of
personal data alone or in collaboration with any other party.

Anonymizované udaje Anonymized data

Udaje, které byly vytvoreny jako vystup procesu anonymizace informaci.

Data produced as the output of a personally identifiable information
anonymisation process.

Anonymni pfihlaseni Anonymous login

Piihlaseni do sité nebo do pocitae ¢i mobilnich zafizeni a zpfistupnéni jejich
zdrojt bez ovéfeni totoZnosti ucastnika.

Login to a network or computer or mobile devices and granting access to its
resources without verifying the identity of the participant.
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Antispamovy filtr Antispam

Sofistikovany software, ktery kazdy email porovndva s mnozstvim definovanych
pravidel a pokud email pravidlu vyhovuje, zapocitd vahu pravidla. Vahy mohou
mit riznou hodnotu, kladnou i zdpornou. Pokud soucet vah emailu prekroci urcitou
hodnotu, je oznacen jako spam.

Sophisticated software comparing each email with a number of defined rules and
if the email satisfies a rule, counts in the weight of the rule. The weights can vary
in value, positive and negative. When the total of weights exceeds a certain value,
it is labelled as spam.

Anti-stealth technika Anti-stealth technique

Schopnost antivirového programu detekovat i stealth viry (sub-stealth viry), které
jsou aktivni v paméti, napiiklad pomoci pfimého éteni dat z disku bez pouziti
sluzeb operacniho systému.

Ability of an antivirus programme to detect even stealth-viruses (sub-stealth-
viruses) which are active in memory, for example by using direct disc reading
bypassing the operating system.

Antivir Antivirus

Vice Antivirovy program.

See Antivirus programme.

Antivirovy program Antivirus programme

Jednoucelovy nebo vicefunkéni program plnici jednu nebo nékolik nasledujicich
funkei: vyhledavani pocitacovych vird (jednou nebo nékolika riznymi technikami,
Casto s moznosti jejich vybéru nebo nastaveni rezimu vyhleddvani — skenovani,
heuristickd analyza, metoda kontrolnich souctd, monitorovani podezielych
¢innosti), 1é¢eni napadenych soubort, zdlohovani a obnova systémovych oblasti na
disku, ukladani kontrolnich informaci o souborech na disku, poskytovani informaci
o virech aj.

Single-purpose or multipurpose programme doing one or more of the following
functions: searching for computer viruses (by a single or several different
techniques, often with a possibility of their selection or setting mode for search —
scanning, heuristic analysis, methods of checksums, monitoring of suspicious
activities), healing of infected files, backup and recovery of system sectors on the
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disc, storing control information on files on disc, providing information on viruses,
etc.

Aplikace Application
IT feSeni, zahrnujici aplikacni software, aplikacni data a procedury, vytvofené za
ucelem podpory vybranych organizacnich procesti nebo funkci.

IT solution, including application software, application data and procedures,
designed to support selected organisational processes or functions.

Aplika¢ni server Application Server
Software specializovany pro provozovani sdilenych aplikaci.
Software specialised for operating shared applications.
Aplikaéni sluzby Application services

Software, jehoZ funkce jsou doruovany odbératelim prosttednictvim on-line
modelu, ktery zahrnuje webovou nebo klient-server aplikaci.

Software whose functions are delivered to subscribers using an on-line model,
which has a web or client-server application.

Architekt kybernetické bezpecnosti  Cyber Security Architect

Definovana bezpecnostni role v souladu s platnou pravni legislativou v oblasti
kybernetické bezpe€nosti, piedstavujici osobu zajistujici navrh a implementaci
bezpecnostnich opatfeni, kterda je k této cinnosti odborné zplsobila a svoji
zpusobilost prokaze praxi.

A defined security role in accordance with applicable legal regulations in the field
of cybersecurity, representing a person responsible for the design and
implementation of security measures, who is professionally qualified for this task
and can demonstrate their competence through practice.

Architektura Architecture

(1) Zakladni pojeti nebo vlastnosti systému v jeho prostredi vtélené do jeho prvkd,
vztaht a principti jeho névrhu a rozvoje.

(2) Vysoce strukturovana specifikace pfijatelného pfistupu v radmci feSeni
konkrétniho problému. Architektura obsahuje popisy vSech komponent vybraného
ptijatelného feSeni a zaroven umoziuje, aby urcité detaily konkrétnich komponent
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byly variabilni, aby vyhovovaly souvisejicim omezenim (napt. naklady, mistni
prostredi, pfijatelnost pro uzivatele).

(1) Fundamental concepts or properties of a system in its environment embodied
in its elements, relationships, and in the principles of its design and evolution.

(2) A highly structured specification of an acceptable approach within a framework
for solving a specific problem. An architecture contains descriptions of all the
components of a selected, acceptable solution while allowing certain details of
specific components to be variable to satisfy related constraints (e.g., costs, local
environment, user acceptability).

Architektura informad¢ni a Information and Cyber Security
kybernetické bezpecnosti Architecture

Nedilna soucast informacni infrastruktury organizace, kterd popisuje strukturu a
chovani procest informacni a kybernetické bezpe€nosti organizace, systému fizeni
informac¢ni a kybernetické bezpecnosti, personalnich a organizacnich jednotek a
ukazuje jejich soulad s poslanim organizace a strategickymi plany.

An integral part of the organization's information infrastructure that describes the
structure and behaviour of the organization's information and cybersecurity
processes, information and cybersecurity management systems, personnel and
organizational units, and demonstrates their alignment with the organization's
mission and strategic plans.

Asymetricky algoritmus Asymmetric Algorithm
Sifrovaci algoritmus pro realizaci Asymetricka kryptografie.
Encryption algorithm to implement Asymmetric cryptography.
Asymetricka kryptografie Asymmetric cryptography

Skupina kryptografickych metod (n¢kdy nazyvana také kryptografie s vefejnym
kli¢em), ve kterych se pro Sifrovani a deSifrovani pouzivaji dva riizné, matematicky
provazané klice: kli¢ vetejny a kli¢ soukromy. Jeden kli¢ je pouzit jako Sifrovaci a
druhy jako deSifrovaci. Asymetricka kryptografie se pouziva ptredevsim k dohod¢
na kli¢i, ktery potom obé¢ strany pouziji pro dalsi komunikaci pomoci symetrické
kryptografie nebo pro digitalni podpis, ktery autentizuje autora podpisu.

A group of cryptographic methods (sometimes referred to as public-key
cryptography) in which two distinct yet mathematically related keys are used for
encryption and decryption: a public key and a private key. One key is used for
encryption, while the other is used for decryption. Asymmetric cryptography is
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primarily employed for key agreement, allowing both parties to establish a shared
key for subsequent communication using symmetric cryptography, or for digital
signatures, which authenticate the signer s identity.

Atribuce Attribution

Proces pricitatelnosti Skodlivych aktivit v kyberprostoru urCitému zdroji k
aktivitam konkrétniho statu nebo aktivitim nezavislym na statnich strukturach.
Provadi se na urovni technické, netechnické a vSe zdrojové Urovni. Na politické
urovni poté probiha schvaleni atribuce a rozhodnuti o jejim vyuziti

The process of attributing malicious activities in cyberspace to a specific source—
either to the actions of a particular state or to activities independent of state
structures. It is carried out at technical, non-technical, and all-source levels. At the
political level, the attribution is then approved and a decision is made on how it
will be used.

Attack surface Attack surface

Kod v pocitaéovém systému, ktery mize byt spustén neautorizovanymi uzivateli.
Code within a computer system that can be run by unauthorized users.

Audit Audit

Systematicky, nezavisly a dokumentovany proces pro ziskani objektivniho diikazu
a pro jeho objektivni hodnoceni s cilem stanovit rozsah, v némz jsou splnéna
kritéria auditu.

Systematic, independent and documented process for obtaining audit evidence and
evaluating it objectively to determine the extent to which the audit criteria are
fulfilled.

Audit informaéni bezpecnosti Information Security Audit (ISMS
Audit)

Systematické a nezavislé provéfovani systému fizeni informacni bezpecnosti
(ISBR/ISMS) organizace s cilem ovéfit, zda odpovidd stanovenym politikam,
postuptim a kontrolam. U&elem auditu je posoudit G&innost a efektivitu ISMS,
identifikovat oblasti pro zlepSeni a zajistit, Zze jsou vhodné fizena rizika v oblasti
informacni bezpecnosti. Audity se obvykle provadéji v pravidelnych intervalech
nebo v reakci na konkrétni obavy ¢i zmény v organizaci. Pomahaji ovéfit, ze
opatfeni informac¢ni bezpecnosti jsou dodrzovana a zZe systém funguje tak, jak ma,
aby chranil davérnost, integritu a dostupnost informaci.
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Systematic and independent examination of an organization's information security
management system (ISMS) to determine whether it complies with established
policies, procedures, and controls. The purpose of the audit is to assess the
effectiveness and efficiency of the ISMS, identify areas for improvement, and
ensure that information security risks are being appropriately managed. Audits are
typically conducted at regular intervals or in response to specific concerns or
changes within the organization. They help verify that information security
measures are being followed and that the system is functioning as intended to
protect the confidentiality, integrity, and availability of information.

Audit kybernetické bezpec¢nosti Cyber Security Audit

Systematicky, nezavisly a dokumentovany proces pro ziskani objektivniho diikazu
a pro jeho objektivni hodnoceni s cilem stanovit rozsah, v némz jsou splnény
pozadavky kybernetické bezpecnosti.

Systematic, independent and documented process for obtaining audit evidence and
evaluating it objectively to determine the extent to which the cyber security
requirements are fulfilled.

Audit pocitacové bezpecnosti Computer security audit

Proces systematického hodnoceni a ovéfovani bezpecnostnich opatieni, politik a
kontrol v oblasti pocitacovych systému a informacniho zabezpeceni organizace.
Cilem je zjistit, zda jsou pocitaCové systémy chranény pied hrozbami,
zranitelnostmi a riziky, a zda odpovidaji stanovenym standardim a legislativnim
pozadavkim. Audity zahrnuji analyzu implementovanych bezpeénostnich kontrol,
hodnoceni jejich G¢innosti a identifikaci oblasti, které je tfeba zlepsit nebo upravit.
Tento audit slouzi k ovéfeni, ze bezpecnostni opatieni organizace efektivné chrani
davérnost, integritu a dostupnost informaci a Ze pocitacové systémy neobsahuji
bezpecnostni mezery.

Process of systematically evaluating and verifying security measures, policies, and
controls in the area of computer systems and information security within an
organization. The goal is to determine whether computer systems are protected
against threats, vulnerabilities, and risks, and whether they comply with
established standards and legal requirements. Audits involve analyzing the
implemented security controls, assessing their effectiveness, and identifying areas
that need improvement or adjustment. This audit ensures that an organization's
security measures effectively protect the confidentiality, integrity, and availability
of information and that computer systems do not contain security gaps.
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Audit pocitacového systému Computer system audit
Analyza a zkoumani postuplt pouzivanych v systému zpracovavani dat s cilem
zhodnotit jejich ucinnost a spravnost, a doporucit zlepSeni.

Analysis of procedures used in data processing in order to evaluate their efficiency
and correctness, and to recommend improvements.

Auditni logovani Audit logging
Zaznamenavani udaji o udalostech v oblasti informacni a kybernetické
bezpecnosti pro ucely pfezkumu, analyzy a prubézného sledovani.

Recording of data on information and cyber security events for the purpose of
review and analysis, and ongoing monitoring.

Auditni zaznam Audit trail, audit log
Chronologicky zapis aktivit v konkrétnim systému, které¢ jsou dostatecné pro
rekonstrukci, zpétné sledovani a vyhodnoceni sekvence stavu prostiedi a aktivit

souvisejicich s operacemi a procedurami od jejich pocatku ke kone¢nému
vysledku.

A chronological record of those system activities, which suffice for restoring,
backtracking and evaluation of the sequence of states in the environment as well
as activities related to operations and procedures from their inception to the final
result.

Auditor Auditor

Osoba provadéjici audit.

Person who conducts an audit.

Auditor kybernetické bezpec¢nosti Cyber Security Auditor

Osoba provadgjici audit kybernetické bezpecnosti. Tato role je upravena v platné
pravni legislativé v oblasti kybernetické bezpecnosti.

A person conducting a cybersecurity audit. This role is regulated by applicable
legal legislation in the field of cybersecurity.
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Auditovana udalost Audit event

Systémem detekovana akce, kterd vyvolava spousténi a zapis auditu.

Event detected by the system and resulting in triggering and recording the audit.
Autenticita Authenticity

Vlastnost vyjadiujici, Ze urcita entita je totozna s tou, za kterou se vydava.

Property that a certain entity is identical with what it claims to be.

Autentizace Authentication

Vice Ovéreni totoZnosti

See Authentication

Autentizace dat Data authentication

Vice Ovéreni totoZnosti dat

See Data authentication

Autentizace entity / identity Entity / identity Authentication

Vice Ovéreni totoZnosti entity / identity

See Entity / identity authentication

Autentizace zpravy / pivodu dat Message / data origin authentication
Vice Ovéreni totoZnosti zpravy / pivodu dat

See Message / data origin authentication

Autentizac¢ni faktor Authentication factor

Informace anebo proces vyuzivany ke zjistovani nebo oveéfovani totoznosti urcité

entity. Autentizacni faktory jsou rozde€lené do Ctyi kategorii: (1) néco, co urcitd
entita vlastni (napf. podpis zatizeni, prikaz, hardwarové zatizeni obsahujici
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povéteni, soukromy klic); (2) néco, co urcita entita vi (napt. heslo, PIN); (3) néco
co urcita entita je (napf. biometricka charakteristika); nebo (4) néco, co urcita entita
zpravidla déla (napf. vzorec chovani).

A piece of information and/or process used to authenticate or verify the identity of
an entity. Authentication factors are divided into four categories: 1) something an
entity has (e.g., device signature, passport, hardware device containing a
credential, private key); 2) something an entity knows (e.g., password, PIN); 3)
something an entity is (e.g., biometric characteristic); or 4) something an entity
typically does (e.g., behaviour pattern).

Autentiza¢ni kod zpravy Message authentication code (MAC)

Kod urceny pro kontrolu integrity a ovéfeni totoznosti zpravy. Slouzi k ochrané
proti nahodnym nebo umyslnym zménam nebo chybam v datovém souboru. Bitovy
fetézec, ktery je funkci dat (v zasifrovaném nebo nezaSifrovaném tvaru) a tajného
klice a je pfipojen k datliim, aby umoznil autentizaci dat. Z fetézce dat se vyjme cast
posledniho bloku a tento kratky kéd je oznacen jako MAC.

Code to check the integrity and secure the authentication of a message. It serves to
protect against contingent or intended alterations or errors in the data file. Bit
string, which is a function of data (in an encrypted or plain form) and the secret
key, and is attached to data in order to authenticate them. A portion from the last
block of this encrypted data is taken out, and this short code is denoted MAC.

Autentiza¢ni kod zpravy zaloZeny na Hash message authentication code
hasovaci funkci (HMAC) (HMACQ)

Autentizacni kod zpravy zalozeny na funkci hasovaci (vice Hash funkce).
Authentication code of a message based on a hash function (see Hash function).
Autentiza¢ni protokol Authentication protocol

Definovand posloupnost zprav mezi entitou a ovéfovatelem, kterd ovétrovateli
umoziuje provést ovéreni pravosti entity.

Defined sequence of messages between an entity and a verifier that enables the
verifier to perform authentication of an entity.

Autentiza¢ni vyména Authentication exchange

Mechanismus, jehoz cilem je zjistit totoznost entity (subjektu) pomoci vymény
informaci.
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Mechanism whose objective is to find out the identity of an entity (subject) by way
of information exchange.

Automatické monitorovani vyskytu Automated security incident
bezpecnostniho incidentu measurement (ASIM)

Automatické dohled (monitorovani) provozu sit¢ s detekci neautorizovanych
aktivit a nezadoucich udalosti.

Automated monitoring of network operations with detection of unauthorized
activities and undesirable events.

Automatizace budov Building automation

Systém ftizeni ventilace, teploty, vlhkosti, osvétleni a dalSich procest v budové.
Dutvodem je efektivni nakladani s energiemi a zjednoduseni udrzby. System fizeni
budovy je typickym ptikladem DCS (Distribuovany fidici systém).

Central ventilation, temperature, humidity, lighting and other building control
system. The reason is efficient energy management and simplification of
maintenance. The building management system is a typical example of a DCS
(Distributed Control System).

Autorita ¢asového razitka Time-stamping authority (TSA)
Duvéryhodna treti strana, které bylo svéfeno poskytovani sluzby casového

razitkovani. Tato sluzba poskytuje dikaz (Casové razitko), ze datova polozka
existovala pied urcitym ¢asovym okamzikem.

Trusted third party that has been entrusted with providing timestamping services.
This service provides evidence (a timestamp) that a data item existed before a
certain point in time.

Autorizace Authorization
Udéleni prav, které zahrnuje udélent pfistupu na zéklad¢ ptistupovych prav. Proces
udé€leni prav subjektu pro vykonédvani urCenych aktivit v informacnim systému.

Granting rights including granting access on the basis of access rights. Process of
rights granting to a subject to perform defined activities in the information system.
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Autorizaéni udaje Credentials

Data, ktera jsou pienasena k ustaveni prohlasované identity dané entity, povéfeni.
Data transferred in order to establish proclaimed identity of a given entity,
credentials.

Autorizovany uZivatel Accredited user

Uzivatel, ktery ma ur€ité pravo nebo povoleni pracovat v informaénim systému
a s aplikacemi podle stanovenych zasad pristupu.

User having certain right or permission to work in the information system and with
the applications in accordance with defined access guidelines.

Bezdratova lokalni sit’ Wireless local area network (WLAN)
Pocitacova sit’, ktera spojuje dvé nebo vice zatizeni pomoci bezdratové distribucni
technologie ve vymezeném prostoru.

A computer network that links two or more devices using wireless communication
technology within a limited area.

Bezpecné spusténi Secure Boot

Mechanismus zajist'ujici, Ze zafizeni nabootuje pouze divéryhodny kod.
A mechanism ensuring that a device boots only trusted code.
Bezpecnost dat Data security

Pocitacova bezpecnost aplikovand na data. Zahrnuje naptiklad fizeni ptistupt,
definovani politik a procest a zajisténi integrity dat.

Computer security applied to data. Includes for example control of access,
definition of policies and processes and ensuring data integrity.

Bezpecnost internetu Internet security
Ochrana divérnosti, integrity a dostupnosti informaci v siti internet.

Protection of confidentiality, integrity and availability of information in the
Internet network.
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Bezpecnost komunikaci Communication security (COMSEC)

Pouziti bezpecnostnich opatfeni v komunikacich, které znemozni neopravnénym
osobam ziskat informace, které lze ziskat z ptistupu ke komunika¢nimu provozu a
z jeho vyhodnoceni, nebo které zajisti autentiCnost komunikacniho provozu.
Pocitacova bezpecnost aplikovana na datovou komunikaci — pfenos dat.

Use of such security measures in communications which prohibit unauthorised
persons from obtaining information which could be gained from access to
communication traffic and its evaluation, or which ensure the authenticity of the
communication process. Computer security as applied to data communications —
data transfer.

Bezpecnost transportni vrstvy Transport layer security (TLS)

Kryptograficky protokol, ktery poskytuje komunikaéni bezpe€nost pro internet.
Pouziva se asymetrické Sifrovani pro vymeénu klich, symetrické Sifrovani pro
diivérnost a kody pro ovéfovani celistvosti zprav. Siroce se pouziva nékolik verzi
téchto protokolt v aplikacich jako prohlizeni na webu, elektronicka posta, faxovani
pres internet, instantni zpravy and voice-over-IP (VoIP).

A cryptographic protocol that provides communication security over the Internet.
It uses asymmetric cryptography for authentication of key exchange, symmetric
encryption for confidentiality and message authentication codes for message
integrity. Several versions of the protocols are in widespread use in applications
such as web browsing, electronic mail, Internet faxing, instant messaging and
voice-over-IP (VoIP).

Bezpecnostni audit Security audit

Nezavisla revize a zkoumani zdznamu systému zpracovani dat a ¢innosti pro
testovani adekvatnosti systémovych kontrol, k zajisténi shody s pfijatou
bezpecnostni politikou a opera¢nimi postupy, k detekovani poruseni bezpecnosti a
doporuceni jakychkoliv indikovanych zmén v fizeni, dale v bezpecnostni politice
a postupech. Nezavislé testovani ¢innosti informaéniho systému a zaznamil o této
¢innosti. Cilem je urceni, zda kontroly jsou odpovidajici, zda existuje shoda s
bezpecnostni politikou, doporuceni ptipadnych zmén v systému protiopateni. Je
zpravidla provadén externim, nebo internim auditorem.

Independent revision and analysis of records in the data processing system as well
as activities for testing of the suitability of system controls, checking compliance
with accepted security policy and operational procedures, detection of security
infringements and recommendation for any indicated changes in the control,
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security policy and procedures. Independent testing of the information system
activity and records thereof. The objective is to determine if checks are appropriate
if there is compliance with security policy, the recommendation of eventual changes
in the system of countermeasures. As a rule, it is done by an external or an internal
auditor.

Bezpecnostni autorita Security authority
Entita odpovédna za spravu bezpecnostni politiky v ramci bezpecnostni domény.

The entity accountable for the administration of security policy within the security
domain.

Bezpecnostni brana Security gateway

Bod pfipojeni mezi sittmi nebo mezi podskupinami v ramci siti nebo mezi
softwarovymi aplikacemi v riznych bezpeénostnich doménach, které maji chranit
sit’ podle dané bezpecnostni strategie.

Point of connection between networks, or between subgroups within networks, or
between software applications within different security domains intended to protect
a network according to a given security policy.

Bezpecnostni cile Security aims
Stav bezpecnosti, ktery ma dany systém nebo produkt dosahnout.

State of security which the given system or product has to reach.

Bezpecnostni dohled Security assurance

(1) Kontrolni role, ktera provétuje, zda jsou, nebo budou plnény bezpecnostni cile.
(2) Urovei jistoty, Ze bezpe¢nostni opatieni organizace jsou dostate¢na a G¢inna
pfi fizeni bezpecnostnich rizik. Zahrnuje kombinaci procesti, hodnoceni, auditl a
testovani, které zajist'uji, ze bezpecnostni kontroly, politiky a postupy jsou spravné
implementovany a funguji podle ocekavani. Zajisténi bezpecnosti pomaha
prokazat, Ze organizace dokaze udrzet davérnost, integritu a dostupnost svych
informacnich aktiv a Ze je v souladu s relevantnimi bezpe¢nostnimi standardy a
pravnimi pozadavky. Poskytuje také kontinualni jistotu, Ze bezpecnostni postoj
organizace je odolny vici vyvijejicim se hrozbam a zranitelnostem.

(1) A control role that verifies whether security objectives are, or will be, met.
(2) The level of assurance that the organization's security measures are sufficient
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and effective in managing security risks. It includes a combination of processes,
assessments, audits, and testing to ensure that security controls, policies, and
procedures are properly implemented and functioning as expected. Security
assurance helps demonstrate that the organization can maintain the confidentiality,
integrity, and availability of its information assets and that it complies with relevant
security standards and legal requirements. It also provides continuous confidence
that the organization's security posture is resilient to evolving threats and
vulnerabilities.

Bezpecnostni doména Security domain

Skupina uzivatell a systémii podléhajici spoleéné bezpecnostni politice.

A group of users and systems subject to a common security policy.

Bezpecnostni filtr Security filter

Duvéryhodny pocitacovy systém, ktery prosazuje bezpecnostni politiku u dat
prochazejicich systémem.

Trusted computer system enabling security policy for data passing through the
system.

Bezpecnostni hrozba Security threat
Vice Hrozba
See Threat

A potential cause of an undesired event, which may result in damage to the system
and its assets, e.g. destroying, undesired disclosing (compromising), data
modification or unavailability of services.

Bezpecnostni incident Security incident

Poruseni nebo bezprostredni hrozba poruseni bezpecnostnich politik,
bezpeCnostnich zasad nebo standardnich bezpecnostnich pravidel provozu
Informacnich a komunikacnich technologii.

Infringement or an imminent threat of infringement, of security policies, security
principles or standard security rules of operation for the information and
communication technologies.
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Bezpecnostni kategorie Security category
Seskupeni citlivych informaci pouzivanych k fizeni pfistupu k datim.
Grouping of sensitive information used when controlling data access.
Bezpecnostni klasifikace Security classification

Urceni, vhodného specifického stupné ochrany pro piistup k urc¢itym typim dat a
informaci (dokumentiim), které vyzaduji vyznaceni konkrétniho stupné ochrany
napt. diveérné, tajné, prisné tajné.

Determining the appropriate specific level of protection for access to certain types

of data and information (documents) that require a designated level of protection,
such as confidential, secret, or top secret.

Bezpec¢nostni manaZer Security manager

Zaméstnanecka role pro vykon odpovédnosti gestora za celkovou bezpecnost v
organizaci s definovanim odpovédnosti a pravomoci.

Employee role responsible for overseeing overall security within the organization,
with defined responsibilities and authorities.

Bezpecnostni opati‘eni Security measures

Organiza¢ni, provozni a technicka opatfeni (tj. zabezpeceni nebo protiopatfeni)
predepsana uréitému informacnimu systému za 0G¢elem ochrany ddvérnosti,
integrity a dostupnosti systému a v ném obsazenych informaci.

The management, operational, and technical measures (i.e., safeguards or
countermeasures) prescribed for an information system to protect the
confidentiality, integrity, and availability of the system and information in it.

Bezpecnostni opati‘eni — zabezpeceni Security measures-safeguards

Opatfeni pro zajisténi bezpecnostnich pozadavku kladenych na systém. Mohou mit
rizny charakter (fyzicka ochrana zafizeni a informace, personalni bezpecnost —
kontrola pracovnikd, organizacni opatfeni — provozni piedpisy apod.).

Protective measures to ensure security requirements put on the system. May vary
in character (physical protection of equipment and information, personnel security
— checking of employees, organisational measures — operational rules, and
similar).
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Bezpecnostni opatieni — Security measures-countermeasures
protiopati‘'eni

Ukon, zatizeni, postup, nebo technika, ktera snizuje dopad hrozby, zranitelnosti &i
utoku tim, ze: (1) je zcela eliminuje, (2) zmirnuje zpisobené skody, (3) je rozpozna
a ohlasi a tim umozni zjednani napravy.

An action, device, procedure, or technique that reduces a threat, vulnerability, or
an attack: (1) by eliminating or preventing it, (2) by minimising the harm it can
cause, (3) or by discovering and reporting it so that corrective action can be taken.

Bezpecnostni politika Security policy

Pravidla, nafizeni a postupy, kterymi se fidi sprava, ochrana a distribuce
informacnich aktiv véetné citlivych informaci v ramci organizace a jejich systémd,
a které maji dopad na systémy a jejich prvky.

Rules, directives and procedures that govern the management, protection and
distribution of information assets, including sensitive information, within an
organisation and its systems, particularly those which impact the systems and their
elements.

Bezpecnostni politika informac¢niho Information system security policy
systému
Celkovy zamér vedeni asmér fizeni bezpecnosti informacniho systému

se stanovenim kritérii pro hodnocenti rizik.

General purpose of management and direction in the control of information system
security with the definition of criteria to assess risks.

Bezpecnostni politika IT IT security policy

Pravidla, smérnice a praktiky, které rozhoduji o tom, jak jsou aktiva vcetné
citlivych informaci spravovany, chranény a distribuovany uvnitf organizace
a jejich systému ICT.

Rules, directives and practices deciding how are assets including sensitive
information administered, protected and distributed inside the organisation and its
ICT systems.
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Bezpedénostni politika organizace Security policy of an organisation
Soubor bezpecnostnich pravidel, postupi a doporuceni v ramci organizace.
Set of security rules, procedures and recommendations for an organisation.
Bezpeénostni politika sité Security policy of network

Soubor bezpecnostnich prohlaseni, pravidel a piikladu, které vysvétluji piistup
organizace k vyuzivani svych sitovych zdroji a stanovuji formu pro zajisténi
sitové infrastruktury.

A set of security statements, policies, and examples that explain the organization's
approach to utilizing its network resources and establish a framework for securing
the network infrastructure.

Bezpecnostni poZzadavky Security requirements

Bezpecnostni kritéria kladend na informacéni systém, ktera jsou odvozena
z platnych pravnich ptedpist, instrukci, zadvaznych norem a standardd, vnitfnich
predpisi organizace. Prostiedi, ve kterém systém plisobi a poslani, které plni, nutné
pro zajisténi divérnosti, dostupnosti a integrity informaci, ktera jsou v systému
zpracovavana.

Security criteria applied to an information system, derived from applicable legal
regulations, instructions, mandatory standards and norms, and internal
regulations of the organization. The environment in which the system operates and
the mission it fulfils, necessary to ensure the confidentiality, availability, and
integrity of the information processed within the system.

Bezpecnostni provéreni Security clearance
Povoleni udélené jednotlivci pro piistup k datim nebo informacim na nebo
pod specifickou bezpe¢nostni Grovni.

Clearance given to an individual for accessing data or information on or below the
specified security level.

Bezpeénostni pristrojovy systém Safety Instrumented System (SIS)
Systém slozeny ze senzort, logickych automatt a koncovych fidicich prvka, ktery

uvede proces do bezpecného stavu dojde-li poruseni piedem stanovenych
provoznich podminek. Casto se tento systém nazyva rovnéz jako nouzovy vypinaci
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systém (ESS), bezpeénostni vypinaci systém (SSD) a bezpe¢nostni blokovaci
systém (SIS).

A system that is composed of sensors, logic solvers, and final control elements
whose purpose is to take the process to a safe state when predetermined
operational conditions are violated. Often also called emergency shutdown system
(ESS), safety shutdown system (SSD), and safety interlock system (SIS).

Bezpecnostni rada statu National security council

Staly pracovni organ vlady Ceské republiky (CR) pro koordinaci bezpe¢nosti CR
a pfipravu navrhi opatieni k jejimu zajisténi. Bezpecnostni rada statu je zfizena na
zékladé ¢l. 9 tistavniho zakona ¢. 110/1998 Sb., o bezpecnosti Ceské republiky.

Permanent working body of the government of the Czech Republic (CZE) for the
coordination of security of CZE and preparation of proposals to implement them.
The National security council of the State is established pursuant to Article 9 of
Constitutional Act No. 110/1998 Coll., on the Security of the Czech Republic.

Bezpecnostni role Security roles

Definované role v souladu se zdkonem o kybernetické bezpe¢nosti (naptiklad:
vybor pro fizeni kybernetické bezpecnosti, manazer kybernetické bezpecnosti,
architekt kybernetické bezpecnosti, garant aktiva), definujici odpovédnosti spojené
s fizenim kybernetické bezpecnosti.

Defined roles in accordance with the law on cyber security (examples: committee
to manage cyber security, cyber security manager, cyber security designer,
guarantor of assets) which define responsibilities linked to cyber security
management.

Bezpecnostni  rozSifeni  systtmu Domain name system security
doménovych jmen extensions (DNSSEC)

Sada specifikaci, které umoznuji zabezpecit informace poskytované DNS
systémem v IP sitich (napf. Internet). DNSSEC pouziva asymetrické Sifrovani
(jeden kli¢ pro zaSifrovani a druhy kli¢ na deSifrovani). Drzitel domény, ktera
pouziva DNSSEC, vygeneruje privatni a vefejny kli¢. Svym privatnim klicem pak
elektronicky podepise technické udaje, které o své doméné do DNS vklada. Pomoci
vetejného klice, ktery je ulozen u nadfazené autority jeho domény, je pak mozné
ovetit pravost tohoto podpisu. DNSSEC dnes pouziva fada velkych servert.

Set of specifications which enable the security of information provided to DNS by
a system in IP networks (Internet, for example). DNSSEC uses asymmetric
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encryption (one key for encryption and the second one for decryption). The owner
of the domain, which uses DNSSEC generates both the private and the public key.
Using its private key it then electronically signs technical data about the domain,
which are then input into DNS. Using the public key, which is stored at an authority
superior to the domain, it is possible to verify the authenticity of the signature.
Some large servers use DNSSEC at present.

Bezpecnostni standardy Security standards
Soubor doporu€eni a obecnych principti pro vymezeni, udrZzovani a zlepSovani
informacni a kybernetické bezpe¢nosti v organizaci.

Set of recommendations and general principles to define, maintain and improve
information security inside an organisation.

Bezpecnostni udalost Security event
Udalost, ktera miZe zpusobit nebo vést k naruseni informacnich systémi
a technologii a pravidel definovanych k jeho ochrané (bezpeénostni politika).

Event, which may result in or cause the infringement of information systems and
technologies and rules defined for the protection (security policy).

Bezpecnostni iroven Security level
Kombinace hierarchické bezpe€nostni klasifikace a bezpecnostni kategorie,
reprezentujici citlivost objektu nebo bezpecnostni provéteni jednotlivce.

Combination of a hierarchic security classification and security category,
representing sensitivity of an object or security clearance of an individual.

Bezpecnostni zona Secure Enclave

Izolované prostiedi v procesoru pro bezpecné zpracovani citlivych dat.

An isolated environment within a processor for secure handling of sensitive data.
Bezpecnostni zranitelnost Security vulnerability

Umyslna chyba nebo neamyslny nedostatek &i zédvada v software obecné nebo ve
firmware zafizeni komunikacni infrastruktury, ktera miize byt zneuzita
potencialnim uto¢nikem pro Skodlivou ¢innost. Tyto zranitelnosti jsou bud’ znamé

a publikované, ale vyrobcem jesté neoSetiené nebo skryté a neobjevené. V piipadé
skrytych zranitelnosti je dilezité, zda je objevi diive tutoCnik, vyrobce,
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bezpeCnostni analytik, ¢i uZzivatel. Bezpe€nostni zranitelnosti jsou proto
potencialnimi bezpe¢nostnimi hrozbami. Bezpeénostni zranitelnosti Ize eliminovat
dislednym bezpecnostnim zaplatovanim systémd ve formé pravidelnych
aktualizaci.

Intentional error or unintended defect or software error in general or in the
firmware of the communication infrastructure equipment, which may be used by a
potential attacker for harmful activity. These vulnerabilities are either known or
published but yet untreated by the manufacturer, or hidden and undetected. In case
of hidden vulnerabilities, it is important whether these are detected sooner by the
attacker, manufacturer, security analyst or user. Security vulnerabilities are
therefore potential security threats. Security vulnerabilities can be eliminated
through consistent security patching of systems in the form of regular updates.

BéZny provoz Normal operation
Provoz, ve kterém jsou vSechny algoritmy, bezpecnostni funkce, sluzby nebo
procesy dostupné anebo konfigurovatelné.

Operation where the entire set of algorithms, security functions, services or
processes are available or configurable.

Bezpecny shell Secure shell (SSH)

Protokol, ktery poskytuje bezpeény vzdaleny login pii pouZiti nezabezpecené sité.
A protocol that provides secure remote login utilising an insecure network.
Biometrické daje Biometric data

Jedinecné osobni udaje vyplyvajici z technického zpracovani fyzickych,
fyziologickych ¢i behavioralnich znakd urcité osoby, které umoznuji urcit nebo
potvrdit totoznost dané osoby, napiiklad obraz tvafe nebo otisky prsta.

Unique personal data resulting from specific technical processing relating to the
physical, physiological or behavioural characteristics of a natural person, which
allow or confirm the unique identification of that natural person, such as facial
images or fingerprints.
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Biometricky systém Biometric system
Systém pro automatické rozpoznavani osob na zékladé jejich chovani a
fyziologickych charakteristik.

System for the purpose of the automated recognition of individuals based on their
behavioural and physiological characteristics.

Biometrie Biometrics
Automatické rozpoznani urcité osoby zalozené na jejich behavioralnich anebo
biologickych znacich.

Automatic recognition of a specific individual based on their behavioural or
biological characteristics.

BitTorrent BitTorrent
Nastroj pro peer-to-peer (P2P) distribuci souborti, ktery rozklada zatéz datovych
pienosti mezi vSechny pfipojené klienty, kteti si data stahuji.

Tool for peer-to-peer (P2P) distribution of files, which spreads out the load of data
transfers among all connected clients downloading data.

Black hat Black hat
Vice Cracker

See Cracker

Blacklist Blacklist

Seznam urcitych entit, naptiklad IP adres, domén, hostl, nebo aplikaci, o kterych
je znamo, ze jsou Skodlivé a jsou proto zakézané, odmitané nebo piehlizené.

A list of specific entities, such as IP addresses, domains, hosts or applications that
are known to be malign and are thus denied, rejected, or disregarded.

Blockchain Blockchain
Typ distribuované decentralizované databaze, ktera uchovava rostouci seznamy

zaznamu (blokt), které jsou chranény proti neopravnénému zasahu jak zvenci, tak
i ze strany samotnych uzli peer-to-peer sité.
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A type of distributed, decentralized database that stores growing lists of records
(blocks) that are protected against unauthorized intervention both from the outside
and from the peer-to-peer network nodes themselves.

Blokova Sifra Block Cipher

Symetricky Sifrovaci systém, ve kterém Sifrovaci algoritmus transformuje blok
oteviené¢ho textu, tedy fetézec biti definované délky (blok), do bloku
zasifrovaného textu.

Symmetric encryption system with the property that the encryption algorithm
operates on a block of plaintext, i.e. a string of bits of a defined length, to yield a
block of ciphertext.

Bluetooth Bluetooth

Standard bezdratové technologie pro pfenos dat na malé vzdalenosti.
Wireless technology standard for data transfer over short distances.

Bod obnovy dat Recovery point objective (RPO)

Urcity (Casovy) bod, ke kterému Ize obnovit data po ztraté dat nebo bezpecnostnim
incidentu. Tento ¢asovy bod nam tedy udava presny udaj, jez vyjadiuje casovy
okamzik pro moznost obnoveni ztracenych dat ze zaloh. Muze byt rovnéz oznacen
za ,,maximalni ztratu dat*.

A specific (time) point to which data can be restored after data loss or a security
incident. This time point provides an exact indication of the moment when lost data
can be restored from backups. It can also be referred to as the "maximum data
loss".

Bot (Robot) Bot

Je software, ktery je navrzen tak, aby vykonaval automatické urcité Cinnosti na
internetu. Tento bot miize ovladat pocitac v siti a pouzivat ho k provadéni nekalych
aktivit — napf. distribuované utoky (DDeS), hromadna distribuce nevyzadané
komeréni posty. Individualni boti jsou zakladem velkych skupin robotti znamych
jako botnety. Pocitac zcela nebo ¢astecné ovladany botem je znamy jako "zombie".

It is software designed to perform specific automated tasks on the internet. This bot
can control a computer in a network and use it to carry out malicious activities,
such as distributed attacks (DDoS) or mass distribution of unsolicited commercial
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emails. Individual bots are the foundation of large groups of robots known as
botnets. A computer fully or partially controlled by a bot is known as a "zombie."”

Botnet Botnet

(1) Sit kompromitovanych pocitacti ovladanych utocnikem bez védomi jejich
majitele.

(2) Software, ktery slouzi ke vzdalenému ovladani bott, které bézi na infikovanych
pocitacich, a zajistuje, ze Cracker ma pfistup k vypocetnimu vykonu mnoha strojii
soucasné. Umozinuje provadét nezdkonnou ¢innost ve velkém métitku — zejména
utoky DDeoS a distribuci spamu.

(1) A network of compromised computers controlled by an attacker without the
owners' knowledge.

(2) Software for the remote control of bots, which run on infected computers. The
software ensures that the Cracker can access the computing power of many
machines simultaneously. It allows for illegal activities on a large scale-in
particular DDoS attacks and spam distribution.

Brana Gateway

Zatizeni, které prevadi urcity protokol na jiny protokol.
Device that converts a specific protocol to another protocol.
BSD licence BSD licence

Ttida tolerujicich licenci na volny software, kterd klade minimalni omezeni
na opakované Sifeni takového softwaru.

A family of permissive free software licenses, imposing minimal restrictions on the
redistribution of covered software

Broadcast Broadcast
Pfenos na vSechna zafizeni v urcité siti bez potvrzeni ze strany piijemct.

Transmission to all devices in a network without any acknowledgment by the
receivers.
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BYOD Bring Your Own Device (BYOD)

Je oznaceni politiky, kterd se vztahuje na zaméstnance a umoziuje jim pouzivat
vlastni zafizeni, které si pfinaseji, uzivaji a pfipojuji na pracovisti zameéstnanci dané
organizace napf. vlastni notebook nebo mobilni zafizeni.

It is the term for a policy that applies to employees and allows them to use their

personal devices, which they bring, use, and connect to the workplace, such as their
own laptop or mobile device.

CAPTCHA Completely automated public Turing
test to tell computers from humans
apart (CAPTCHA)

Turinglv test, ktery se na webu pouziva ve snaze automaticky odlisit skutecné
uzivatele od robotl, napiiklad pfi vkladani komentaid, pfi registraci apod. Test
spociva zpravidla v zobrazeni obrazku s deformovanym textem, pficemz ukolem
uZivatele je zobrazeny text piepsat do piislusného vstupniho policka. Predpoklada
se, ze lidsky mozek dokaze spravné rozeznat i deformovany text, ale internetovy
robot pfi pouziti technologie OCR ne. Nevyhodou obrazkové CAPTCHA je
nepiistupnost pro zrakové postizené uzivatele, proto je obvykle doplnéna o
moznost nechat si pismena z obrazku piecist.

Turing test used on the web to automatically differentiate real users from robots,
for example, when entering comments, at registration, etc. The test usually consists
of an image with a deformed text and the task for the user is to rewrite the pictured
text into the entry field. It is assumed that the human brain can properly recognise
even corrupted text, but an internet robot using OCR technology cannot do. The
disadvantage of the image CAPTCHA is its unavailability for users with visual
impairment; hence usually there is the option of having the letters from the image
read aloud.

Celosvétova sit’ World wide web (WWW)
Graficky orientovana sluzba Internetu — systém vzajemné propojenych
hypertextovych stranek vyuzivajicich formatovany text, grafiku, animace a zvuky.

Graphically-oriented service of the Internet — a system of interconnected hypertext
pages using formatted text, graphics, animation and sounds.
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Certifikace Certification

(1) Atestace vydana tieti stranou, ktera se vztahuje k produktlim, procesim,
systémum nebo osobam.

(2) Proces ovéfovani zpusobilosti komunikacnich a informacnich systému
k nakladani s utajovanymi informacemi, schvaleni této zpusobilosti a vydani
certifikatu.

(1) Third-party attestation related to products, processes, systems or persons.

(2) Proces for verification of the competence of communication and information
systems for handling classified information, approval of such competence and
issuance of a certificate.

Certifikace kybernetické bezpe¢nosti Cyber Security certification

Proces ovérovani, ze produkt, sluzba nebo proces splituje stanovené bezpecnostni
pozadavky dle schvaleného certifikaéniho schématu.

The process of verifying that a product, service, or process meets the established
security requirements according to the approved certification scheme.

Certifika¢ni autorita (CA) Certification authority (CA)

V pocitatové bezpecnosti tieti strana, ktera vydava digitalni certifikaty, tak, ze
svoji autoritou stvrzuje pravdivost udaju, které jsou ve volné dostupné Casti
certifikatu.

In computer security, a third party that issues digital certificates, validating the
accuracy of the information contained in the publicly available portion of the
certificate through its authority.

Certifika¢ni dokument Certification document

Dokument oznacujici, Ze systém fizeni napf. systém fizeni informacni a/nebo
kybernetické bezpecnosti klientské organizace vyhovuje predepsanym normam a
dalsi dokumentaci vyzadované pro certifikovany systém.

Document stating that any system of control, for example system for the control of
information and/or cyber security, meets the required standard, and other
documentation needed for a certified system.
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Certifikacni organ Certification body

Treti strana, kterd hodnoti a certifikuje systém fizeni napt. systém fizeni informac¢ni
bezpecnosti klientské organizace s ohledem na mezindrodni normy a dalsi
dokumentaci pozadovanou pro certifikovany systém.

Third party which assesses and certifies a system, for example system for the
control of computer security for a client organization, with regard to international
standards and other documentation needed for a certified system.

Certifikat Certificate
Digitalni dokument, ktery obsahuje identifika¢ni udaje konkrétniho subjektu

(osoby). Tento certifikdt je podepsan certifikacni autoritou pomoci jejiho
soukromého klice, coz zaruéuje integritu a pravost dat.

A digital document that contains the identification details of a specific entity
(person). This certificate is signed by a certification authority using its private key,
ensuring the integrity and authenticity of the data.

Certifikat Fizeni pristupu Access control certificate

Bezpecénostni certifikat obsahujici informace o fizeni pfistupu.

Security certificate containg information on access control.

Certifikat verejného klice Public key certificate

Informace o vefejném klici entity, ktera je proti padélani chranéna podpisem
prislusné certifikacni autority.

Public key information of an entity signed by an appropriate certification authority
and thereby protected against forgery.

Césarova Sifra Caesar cipher
Jednoduchy Sifrovaci algoritmus posouvajici pismena v abecedé o pevny pocet
mist.

A simple encryption algorithm shifting letters in the alphabet by a fixed number of
places.
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Cil Objective

Vysledek, kterého ma byt dosazeno.

Result to be achieved.

Cile pfezkoumani Review objective
Prohlaseni popisujici, za jakym ucelem je provadéno pifezkoumani.
Statement giving the reason for review.

Citliva informace Sensitive information

Jakakoli informace, jejiz zpfistupnéni, pozménéni, zni€eni nebo ztrdta mize
zpusobit jmu jednotlivci, organizaci nebo statu, a proto musi byt chranéna v
souladu s pravnimi, smluvnimi nebo organiza¢nimi pozadavky.

Any information whose disclosure, modification, destruction, or loss may cause
harm to an individual, organization, or the state, and therefore must be protected
in accordance with legal, contractual, or organizational requirements.

Citlivost Sensitivity

Mira dulezitosti pfifazena informacim vlastnikem téchto informaci, oznacujici
pottebu jejich ochrany.

Measure of importance assigned to information by the owner of the information,
describing the need for protection.

Cloud computing Cloud computing

Zptsob vyuziti vypocetni techniky, kde jsou Skalovatelné a pruzné IT funkce
zptistupnéné uzivatelim jako sluzba. Vyhody cloudii: snadny upgrade softwaru,
nenaro¢né klientské stanice a software, levny pfistup k mohutnému vypocetnimu
vykonu bez nutnosti investic do hardware garantovana dostupnost. Nevyhody: k
divérnym datim ma pfistup i provozovatel cloudu.

Mode of utilisation of computing technology whereby scalable and flexible IT
functions are accessible to users as a service. The advantage of clouds: easy
software upgrade, unsophisticated client stations and software, cheap access to a
mighty computing power without hardware investments, guaranteed availability.
Disadvantages: confidential data are available also to the cloud provider.
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COBIT Control Objectives for Information
and Related Technology (COBIT)

Sprava cilti pro informacni a s nimi spojené technologie (COBIT) je ramec,
vytvofeny ISACA pro fizeni a vedeni informacnich technologii (IT) Jde o
podptirny soubor nastrojl, umoziujici fidicim pracovnikiim pieklenout mezery
mezi pozadavky fizeni, technickymi otazkami a riziky podnikani.

Control Objectives for Information and Related Technology (COBIT) is a
framework created by ISACA for information technology (IT) management and IT
governance. It is a supporting toolset that allows managers to bridge the gap
between control requirements, technical issues and business risks.

Cookie / HTTP cookie Cookie / HTTP cookie

Data predavand mezi HTTP serverem a prohlize¢em za ucelem uchovani stavové
informace na stran¢ klienta, kterd mize byt pozdé&ji vyzvednuta a vyuzita HTTP
serverem. Cookie se dnes nejcastéji pouziva pro rozpoznani uzivatele, ktery jiz
aplikaci dfive navstivil, nebo pro ukladani uzivatelského nastaveni webové
aplikace. Dnes jsou casto diskutovany v souvislosti se sledovanim pohybu
a zvyklosti uzivateld nékterymi weby:.

Data exchanged between an HTTP server and a browser to store state information
on the client side and retrieve it later for HTTP server use. A cookie is at present
mostly used for the recognition of a user who visited the application before, or for
storing user setting of the web application. Nowadays, discussions are underway
about cookies in connection to watching the movements and habits of users by some
webs.

Crack Crack
Neopravnéné poruseni zabezpefeni ¢i ochrany programu nebo systému, jeho
integrity nebo systému jeho registrace / aktivace.

Unauthorised infringement of programme or system security protection, its
integrity or system of its registration/activation.

Cracker Cracker
Jednotlivec, ktery se pokousi ziskat neopravnény piistup k pocitacovému systému.

Tito jednotlivci jsou casto Skodlivy a maji prostiedky, které maji k dispozici pro
prolamovani se do systému.

An individual trying to obtain an unauthorised access to a computer system. These
individuals are often harmful and possess means for breaking into a system.
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CRAMM CRAMM

Metoda analyzy a fizeni rizik (CRAMM, CCTA Risk Analysis and Management
Method) je nyni v paté verzi, CRAMM Version 5.0. CRAMM ma tii etapy a kazda
z nich ma dotazniky na cile a ma navody. Prvni dvé etapy identifikuji a analyzuji
systémova rizika. Tteti etapa doporucuje, jak tato rizika fidit.

CRAMM (CCTA Risk Analysis and Management Method) is a risk management
methodology, currently on its fifth version, CRAMM Version 5.0. CRAMM
comprises three stages, each supported by objective questionnaires and guidelines.
The first two stages identify and analyse the risks to the system. The third stage
recommends how these risks should be managed.

Creative commons Creative commons (CC)
Neziskova organizace se sidlem v Mountain View, Kalifornie, Spojené Staty, ktera
se vénuje rozsifovani rozsahu kreativnich dél tak, aby i jini na nich mohli legaln¢

stavét a sdilet je. Organizace jiz uvolnila zdarma vefejnosti nékolik licenci na
autorska prava, znamych jako Creative commons.

A non-profit organisation headquartered in Mountain View, California, United
States devoted to expanding the range of creative works available for others to
build upon legally and to share. The organisation has released several copyrights
— licenses known as Creative Commons licenses free of charge to the public

Cryptojacking Cryptojacking
Neopravnéné pouziti pocitacovych systému k t&zbé kryptomeén.
Unauthorized use of computer systems for cryptocurrency mining.
Cviceni, procvicovani Exercise, skill training
Proces vycviku pro posouzeni, provéteni a zlepSovani vykonnosti.

Process of training to assess, verify and improve performance.

51



Cyber Security Glossary

Casové razitko Time-stamp

Casovy parametr, ktery oznaluje asovy okamzik vzhledem ke spoleénému
referen¢nimu casu, digitalné podepsany vydavatelem Casového razitka.

A time parameter that marks a specific moment relative to a common reference
time, digitally signed by the timestamp authority.

Casovy hlida¢ Watchdog timer

Elektronicky casovac, ktery se pouziva pro zjisténi a obnovu po pocitacovych
chybach. V pribéhu normalni ¢innosti pocita¢ pravidelné spousti ¢asovac, aby
zabranil uplynuti ¢asu do konce jeho ¢innosti neboli jeho "vycasovani". Jakmile
vSak z divodl bud’to technické nebo programové chyby pocitaé znovu nespusti
Casovac, Casovaé se vypne a vyda signal o preruseni. Tento signal o pferuSeni se
pouziva pro zahajeni napravy nebo naprav. Takové typické napravy jsou uvedeni
pocitace do bezpeéného stavu a obnova normalni ¢innosti systému.

An electronic timer that is used to detect and recover from computer malfunctions.
During normal operation, the computer regularly restarts the watchdog timer to
prevent it from elapsing, or "timing out". If due to a hardware fault or program
error, the computer fails to restart the watchdog, the timer will elapse and generate
a timeout signal. The timeout signal is used to initiate corrective action or actions.
The corrective actions typically include placing the computer system in a safe state
and restoring normal system operation.

Cerv Worm

Autonomni program (podmnozina Malware), schopny vytvaret své kopie, které
rozesila do dalsich pocitacovych systému (siti), kde vyviji dalsi ¢innost, pro kterou
byl naprogramovan. Casto slouzi ke hledani bezpe&nostnich skulin v systémech
nebo v postovnich programech.

Autonomous programme (a subset of Malware) capable of creating its copies
which, it then sends out to other computer systems (networks), where these pursue
further activities, they have been programmed for. Often it may serve to detect
security holes in systems or mail programmes.
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Cesky kyberprostor Czech cyberspace
Kyberprostor pod jurisdikci Ceské republiky.

Cyberspace under the jurisdiction of the Czech Republic.

Cerna listina Blacklist
Vice Blacklist

See Blacklist

Cidlo Sensor

Vice Senzor
See Sensor
Clovék uprostied Man in the middle (MITM)

Utok, v ramei, néhoZ je utoénik schopen &ist, vkladat a upravovat zpravy prenasené
mezi dvéma komunikujicimi stranami, aniz by si toho komunikujici strany byly
védomy.

Attack in which an attacker is able to read, insert, and modify messages between
two communicating parties without their awareness.

DarkWeb DarkWeb
Vice Temna sit’

See DarkWeb

Data Historian Data Historian

Centralizovana databaze s podporou analyzy dat zaloZzend na statistickych
postupech pro analyzu procest.

A centralized database with the support of data analysis using statistical
procedures to analyse processes.
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Databaze Database

Souhrn dat uspofadany podle pojmové struktury, v niz jsou popsany vlastnosti
téchto dat a vztahy mezi odpovidajicimi entitami, slouzi pro jednu nebo vice
aplikacnich oblasti.

Set of data arranged by a notional structure, which describes properties of these
data and relations among corresponding entities, serves one or more application
areas.

Datova dioda Data diode

Zatizeni pro automatickou jednosmérnou komunikaci v kritickych systémech.
Datova dioda umoziuje pfenos dat ze systému s niz§im zabezpeéenim do systému
s vyssim zabezpecenim.

Data diode is a device to provide for automatic unidirectional communication in
critical systems. Data diode allows transfer of data from a system with lower
security to a system with higher security.

Datové centrum Data centre

Datové centrum je zafizeni pro umisténi pocitacovych systémi a souvisejicich
soucasti, jako napriklad telekomunikace a systémy pro ukladani dat. V obecnosti
sem patii redundantni nebo zalohovaci napdjeci zdroje, redundantni datové
komunikace, prostiedky pro spravu prostredi (naptiklad klimatizace, protipozarni
ochrana), a rizna bezpec¢nostni zafizeni.

A data center is a facility used to house computer systems and associated
components, such as telecommunications and storage systems. It generally
includes redundant or backup power supplies, redundant data communications
connections, environmental controls (e.g., air conditioning, fire suppression) and
various security devices.

Davkové viry Batch viruses

Pocitacové viry vytvarené pomoci davkovych soubort. Zajimavad moznost pro
nékteré operacni systémy (napt. UNIX), ale existuji i pro MS-DOS. Nejsou pfili§
rozsifené a jsou spise raritou.

Computer viruses created using batch files. An interesting possibility for some

operating systems (e.g. UNIX), exist however even for MS-DOS. They are not too
widespread and are more of a rarity.

54



Vykladovy slovnik kybernetické bezpe¢nosti

Davkové zpracovani Batch Processing
Spousténi jednoho nebo vice programii pomoci skriptd.
Running one or more programmes using scripts.

Definice viri Virus Definitions

Predefinované podpisy znamych skodlivych programii pouzivané detekénimi
algoritmy antivirt.

Predefined signatures for known malware used by antivirus detection algorithms.
Demilitarizovana zéna Demilitarized zone (DMZ)

Segregovana sit, ktera plni funkci ,neutrdlniho tzemi“ mezi dvéma sitémi,
nejcastéji mezi vnitini siti organizace a internetem. V demilitarizované zoné
(DMZ) jsou zpravidla soustfedény sluzby poskytované nékomu z okoli, ptipadné
celému internetu. DMZ je vyuZzivana pro umisténi servert a sluzeb, které¢ musi byt
dostupné z vnéjsi sité (napf. webové servery, e-mailové brany nebo VPN
ptistupové body). Diky tomuto oddéleni uspésny utocnik ziska pristup maximalné
do DMZ, nikoliv do vnitini sité¢ organizace. Pro zvySeni bezpecnosti je DMZ
chranéna firewally, monitoringem a dal§imi bezpecnostnimi opatfenimi. Tyto
vngjsi (vetejné) sluzby jsou obvykle nejsnazs$im cilem internetového utoku;
uspésny uto¢nik se ale dostane pouze do DMZ, nikoliv pfimo do vnitini sité
organizace.

A segregated network that serves as a "neutral zone" between two networks, most
commonly between an organization's internal network and the internet. The
demilitarized zone (DMZ) typically hosts services provided to external parties or
the entire internet. It is used to place servers and services that must be accessible
from the external network (e.g., web servers, email gateways, or VPN access
points). Thanks to this separation, a successful attacker gains access only to the
DMZ, not to the organization's internal network. To enhance security, the DMZ is
protected by firewalls, monitoring, and other security measures. These external
(public) services are usually the easiest target for internet-based attacks, however,
a successful attacker will only gain access to the DMZ, not directly to the
organization's internal network.
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DES Data Encryption Standard (DES)

Data Encryption Standard (DES) je symetricky blokovy Sifrovaci algoritmus.
Jedna se o vefejn¢ dostupny standard s délkou klice 56 bitti. Vice také 3DES.

Data Encryption Standard is a symmetric block enciphering algorithm. It is a
publicly available standard with key length of 56 bits. See also 3DES for more.

Desifrovani, rozsifrovani Decryption, deciphering
Opacny proces k Sifrovani.
Reverse process to encryption.

Detekce anomalniho chovani sité Network Behavior Anomaly Detection
(NBAD)

Reseni pro pomoc pii obrané proti itokéim zero-day. NBAD je integralni &asti
analyzy chovani sité, ktera poskytuje bezpecnost kromé bezpecnosti jiz
poskytované tradi¢nimi aplikacemi proti hrozbam, jako jsou firewall, antivirovy
software a software pro zjistovani spyware.

A solution for helping protection against zero-day attacks. NBAD is an integral
part of network behaviour analysis, which offers security in addition to that
provided by traditional anti-threat applications such as firewalls, antivirus
software and spyware-detection software.

Detekce manipulace Manipulation detection
Postup, ktery je pouzit ke zjisténi, zda data nebyla modifikovana, at’ uz ndhodné
nebo zamérné.

Procedure to ascertain whether data were modified, either by accident or by
design.

Detekce priniku Intrusion detection

Formalizovany proces detekce prinikt,, obecné charakterizovany ziskavanim
poznatki o neobvyklych vzorcich vyuziti HW a SW prostfedkd, vcetné
rozpoznani, ktera zranitelnost byla vyuzita, jakym zptisobem a kdy se to stalo.

The formalised process of detecting intrusions, generally characterised by
gathering knowledge about abnormal usage patterns using HW and SW means,
including the recognition which vulnerability was used, how and when it happened.
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Diagnosticka informace Diagnostic information

Informace o znamych chybovych stavech a jejich vlastnostech. Tuto informaci lze
vyuzit pii testovani a analyze zavad k uréeni pfiCiny zavady a k nalezeni vhodnych
napravnych opatfeni.

Information concerning known failure modes and their characteristics. Such
information can be used in troubleshooting and failure analysis to help pinpoint
the cause of a failure and help define suitable corrective measures.

Dialer Dialler

Skodlivy program, ktery ptipojuje poéitaé nebo chytry telefon uZivatele k Internetu
komutovanou linkou prostfednictvim velmi drahého poskytovatele pfipojeni
(obvykle utocnika).

The harmful programme which connects the computer or smartphone of the user
to the Internet by a commuted line using a very expensive service provider (usually
of the attacker).

Digitalni diikaz Digital evidence

Informace nebo data uloZena nebo pfenasena v binarni podobé, u nichZ bylo v
procesu analyzy zjisténo, Ze jsou relevantni pro vysetfovani. Poznamka: Toto by
nemélo byt zaménovano s legalnimi digitalnimi dikazy nebo potencialnimi
digitalnimi dukazy.

Information or data, stored or transmitted in binary form which has been
determined, through the process of analysis, to be relevant to the investigation.
Note: This should not be confused with legal digital evidence or potential digital
evidence.

Digitalni podpis Digital signature

Elektronicky podpis neoddélitelné spojeny se zpravou kryptografickymi
prostredky tak, ze umoziuje ovéfit totoznost autora zpravy i jeji integritu a chrani
tak zpravu proti padélani, napiiklad pfijemcem. Digitalni podpis Casto vyuziva
asymetrické kryptografie (podpis je vytvoren pomoci soukromého klice autora a je
oveétovan verejnym klicem autora).

An electronic signature is inseparably linked cryptographically to the message so
that it makes it possible to verify the identity of the author and the message integrity
and thus protect the message against forgery by, say, the recipient. A digital
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signature is often used by asymmetric cryptography (the signature is created using
a private key of the author and is verified by the public key of the author).

Digitalni provozni odolnost Digital Operational Resilience

(1) Schopnost finan¢niho subjektu budovat, zajistovat a revidovat svoji provozni
integritu a spolehlivost prostfednictvim zajisténi, at" jiz pfimo, ¢i nepfimo
s vyuzitim sluzeb poskytovanych poskytovateli sluzeb ICT zfad tietich stran,
veskerych schopnosti souvisejicich s ICT nezbytnych k feSeni otazek bezpecnosti
siti a informacnich systémt, které financni subjekt pouziva a které prispivaji
k nepfetrzittmu poskytovani financnich sluzeb ak jejich kvalité, mimo jiné
i béhem naruseni.

(2) Schopnost finan¢nich instituci odolavat a zotavit se z kybernetickych utok.

(1) The ability of a financial entity to build, secure, and review its operational
integrity and reliability by ensuring, either directly or indirectly through services
provided by third-party ICT service providers, all ICT-related capabilities
necessary to address network and information system security issues. These
capabilities contribute to the continuous provision of financial services and their
quality, including during disruptions.

(2) The ability of financial institutions to withstand and recover from cyberattacks.

Dispecerské Ttizeni a sbér dat / Supervisory control and data
SCADA acquisition (SCADA)

Pocitatovy systém pro dispecerské fizeni a sbér udaji. Mohou to byt primyslové
fidici systémy, nebo pocitacové systémy monitorovani a fizeni procesu. Procesy
mohou byt primyslové (napft. vyroba elektrické energie, vyroba a rafinace PHM),
infrastrukturni (napf. Gprava a rozvod pitné vody, odvadéni a ¢isténi odpadnich
vod, ropovody a plynovody, civilni systémy protivzdu$né obrany — sirény, a velké
komunikacni systémy) a zafizeni (napf. letisté, Zeleznicni stanice a uzly).

A computer system for dispatcher control and data acquisition. It could be
industrial control systems or computer systems for monitoring and process control.
The processes could be industrial ones (e.g. electrical energy generation,
manufacture and purification of fuel), infrastructural (e.g. treatment and
distribution of drinking water, taking away and purification of sewage, oil and gas
pipes, civilian systems of antiaircraft defence — sirens, and large communication
systems), and facilities (e.g. airports, railway stations and hubs).
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Digitalni zafizeni Digital device

Elektronické zafizeni pouzivané ke zpracovani nebo ukladani digitalnich dat.
Electronic equipment used to process or store digital data.

Diskrétni (nespojité) zpracovani Discrete Processing

Druh zpracovani, ve které se konkrétni mnozstvi materidlu piesouva jako
samostatna jednotka (soucast skupiny jednotek) mezi pracovnimi misty, a kazda
tato jednotka je samostatné¢ identifikovana.

A type of processings where a specified quantity of material moves as an
independent unit (part of group of parts) among workplaces and each unit
maintains its unique identity.

Dispecerské Fizeni Supervisory Control

Ridici proces, kdy vystup jedné fidici jednotky nebo pogitace je pouzit jako vstup
pro jiné fidici jednotky. Vice Ridici server.
Control process when the output of one control unit or computer is used as input
to another control unit. See Control Server.

Distribuované odmitnuti sluzby Distributed denial of service (DDoS)

Distribuované odmitnuti sluzby je technika utoku na internetové sluzby nebo
stranky, pii niz dochazi k prehlceni pozadavky a k padu nebo nefunkénosti
a nedostupnosti systému pro ostatni uzivatele, a to utokem mnoha koordinovanych
utocnikd.

Distributed denial of service is the technique of attack by many coordinated
attackers on the internet services or pages resulting in flooding by requests or
breakdown or unfunctionality or unavailability of the system for other users.

Distribuované vypocetni prostfedi  Distributed computing environment
(DCE)

Programovy systém vyvinuty na pocatku devadesatych let konsorciem zahrnujicim
Apollo Computer (pozdéji cast Hewlett-Packard), IBM, Digital Equipment
Corporation, a jinymi. DCE poskytuje rdmec a soubor nastroji pro vyvijeni
aplikaci klient/server.

A software system developed in the early 1990s by a consortium that included
Apollo Computer (later part of Hewlett-Packard), IBM, Digital Equipment

59



Cyber Security Glossary

Corporation, and others. The DCE supplies a framework and toolkit for developing
client/server applications.

Distribuovany Fidici systém Distributed Control System (DCS)

Ridici systém, jehoz fidici jednotky jsou rozmistény na vice mistech a spolecné
pusobi na urcity proces.

A control system whose control units are placed in several locations and jointly
influence a specific process.

Distribuovana vyroba Distributed manufacturing

Geograficky odlou¢eny zavod, ktery je wurittmu podniku dostupny
prostfednictvim internetu.

A geographically separate plant that is accessible through the Internet to a specific
enterprise.

DNS server Domain name system server (DNS
server)

Distribuovany hierarchicky jmenny systém pouzivany v siti Internet. Preklada
nazvy domén na ¢iselné IP adresy a zpét, obsahuje informace o tom, které stroje
poskytuji prislusnou sluzbu (napf. pfijimaji elektronickou postu ¢i zobrazuji obsah
webovych prezentaci) atd.

Distributed hierarchical name system used in the Internet network. It translates the
names of domains to numerical IP addresses and back, contains information about
which machines provide the relevant service (e.g. receive emails or show the
content of web applications) etc.

Doba cyklu, ¢as cyklu Cycle Time, period time

Cas, zpravidla vyjadieny v sekundach, za kterym Fidici jednotka dokonéi jednu
fidici smycku (nacteni signalti ze senzori do paméti, vyhodnoceni fidicich
algoritmu, odeslani fidicich signalti do akénich ¢lent, regulace procesu, odeslani
novych signald senzory).

Time, usually in seconds, in which the control unit completes one control loop
(reading sensor data to memory, evaluation of control algorithms, the output of
control signals to actuators, process regulation, the input of new signals from
Sensors).
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Doba obnovy chodu Recovery time objective (RTO)

Casové obdobi po incidentu zahrnujici viechny nezbytné diléi ¢innosti souvisejici
pro obnoveni kli¢ovych zdroji (nastaveni siti, obnova software, vyména hardware
aj.). Je to tedy maximalné ptipustny ¢asovy usek, ktery byl vymezen pro obnovu
souvisejicich zdroji s cilem minimalizace vSech souvisejicich dopadit na danou
organizaci, ve které probehl bezpecnostni incident.

The time period after an incident that includes all necessary activities related to
the restoration of key resources (such as network settings, software recovery,
hardware replacement etc.). It is the maximum allowable time frame set for the
recovery of related resources with the aim of minimizing all related impacts on the
organization in which the security incident occurred.

Doba platnosti klice Key validity period

Casovy interval, po ktery mize byt kryptograficky kli¢ pouzit k $ifrovani nebo
desifrovani dat. Po ukonceni platnosti klice miize byt stanoven ,,éas prekryti® /
,extension period®, po ktery je mozno kli¢ pouzit pro deSifrovani dat.

The time period during which a cryptographic key may be used to encipher or
decipher data. After the expiration of key validity, an extension period may be
defined to use the key for data deciphering.

Dodavatel Supplier

Organizace nebo fyzicka osoba, ktera uzavie s nabyvatelem smlouvu o dodavce
vyrobku nebo sluzby. Poznamka: Dalsi bézné pouzivané terminy pro dodavatele
jsou kontrahent, vyrobce, prodavajici nebo prodejce. Nabyvatel a dodavatel mohou
byt soucasti téZze organizace. Mezi typy dodavatel patii organizace, které
umoziuji sjednani dohody s nabyvatelem, a organizace, které sjednani dohody
neumoznuji, napt. licenéni smlouvy s koncovym uZzivatelem, podminky pouziti
nebo uvolnéni autorskych prav nebo dusevniho vlastnictvi k produktim s
otevienym zdrojovym kodem.

Organization or an individual that enters into agreement with the acquirer for the
supply of a product or service. Note.: Other terms commonly used for supplier are
contractor, producer, seller, or vendor. The acquirer and the supplier can be part
of the same organization. Types of suppliers include those organizations that permit
agreement negotiation with an acquirer and those that do not permit negotiation
with agreements, e.g. end-user license agreements, terms of use, or open-source
products copyright or intellectual property releases.
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Dodavatelsky retézec Supply chain

Soubor organizaci s propojenym souborem zdrojii a procesti, z nichz kazda
vystupuje jako nabyvatel, dodavatel nebo oboji a vytvaii postupné dodavatelské
vztahy navazané na zékladé objednavky, smlouvy nebo jiné formalni dohody o
dodavkach. Poznamka: Dodavatelsky fetézec miize zahrnovat prodejce, vyrobni
zafizeni, poskytovatele logistickych sluzeb, distribu¢ni centra, distributory,
velkoobchodniky a dalsi organizace podilejici se na vyrobé, zpracovani, navrhu a
vyvoji a manipulaci s vyrobky a jejich dodavkach nebo poskytovatele sluzeb
podilejici se na provozu, fizeni a dodavkach sluzeb. Pohled na dodavatelsky fetézec
je relativni vzhledem k postaveni nabyvatele.

Set of organizations with linked set of resources and processes, each of which acts
as an acquirer, supplier, or both to form successive supplier relationships
established upon placement of a purchase order, agreement, or other formal
sourcing agreement. Note: A supply chain can include vendors, manufacturing
facilities, logistics providers, distribution centres, distributors, wholesalers, and
other organizations involved in the manufacturing, processing, design and
development, and handling and delivery of the products, or service providers
involved in the operation, management, and delivery of the services. The supply
chain view is relative to the position of the acquirer.

Dohoda Agreement
Vzajemné odsouhlaseni si podminek a okolnosti, za kterych je realizovan urcity
pracovni vztah (ob¢ansko-pravni vztah) nebo obchodni vztah.

A mutual agreement on the terms and conditions under which a specific
employment (civil legal relationship) or business relationship is established.

Dokumentovana informace Documented information
Informace, kterda ma organizaci fidit a udrzovat, véetné¢ médii, na kterych jsou
ulozeny.

Information required to be controlled and maintained by an organisation and the
medium on which it is contained.

62



Vykladovy slovnik kybernetické bezpe¢nosti

Doména Domain

(1) Soubor prvkl provozovanych pod jednotnou bezpecnostni politikou, napt. pod
certifikatem vetejného klice vytvofenym jednou autoritou nebo vice autoritami
pomoci jedné bezpecnostni politiky.

(2) Ur¢ité prostiedi, nebo uréity kontext, ktery zahrnuje sadu systémovych zdroji
a sadu systémovych prvkt, které maji prdvo vyuzivat zdroje na zakladé spolecné
bezpecnostni politiky, bezpecnostniho modelu nebo bezpecnostni architektury.

(1) Set of entities operating under a single security policy, e.g. public key
certificates created by a single authority or by a set of authorities using the same
security policy.

(2) An environment or context that includes a set of system resources and a set of
system entities that have the right to access the resources as defined by a common
security policy, security model, or security architecture.

Doména nejvyssi irovné Top level domain (TLD)

Internetova doména na nejvys$§i Urovni stromu internetovych domén.
V doménovém jméné je doména nejvyssi irovné uvedena na konci (napf. u nic.cz
je doménou nejvyssiho fadu cz). Domény nejvyssiho fadu jsou pevné stanoveny
internetovou standardizac¢ni organizaci IANA: (1) Narodni TLD (country-code
TLD, ccTLD) sdruzujici domény jednoho statu. Jejich ndzev je dvoupismenny, az
na vyjimky odpovidajici kédu zemé podle ISO 3166-1, napt. cz pro Ceskou
republiku; (2) Generické TLD (generic TLD, gTLD) spolecnd pro dany typ
subjektd (napf. aero, biz, com, info, museum, org...), nespojené s jednim
konkrétnim statem (az na vyjimku TLD mil a gov, které jsou z historickych divodi
vyhrazeny pro vojenské, resp. vladni pocitacové sité v USA); (3) Infrastrukturni
TLD vyuZzivané pro vnitini mechanismy Internetu. V soucasné dobé existuje jedina
takova TLD: arpa, pouzivana systémem DNS.

This is the internet domain at the highest level in the tree of internet domains. In
the domain name, top-level domain is given at the end (e.g. in nic.cz, CZ is the top-
level domain). Top-level domains are fixed by the internet standards organisation
IANA: (1) National TLD (country-code TLD, ccTLD) unites domains in one
country. Their name has two letters, with exceptions corresponding to country code
per ISO 3166-1, e.g. CZ for the Czech Republic; (2) Generic TLD (generic TLD,
gTLD) is common for a given type of subjects (e.g. aero, biz, com, info, museum,
org...) not tied to one concrete country (with exceptions TLD mil and gov which
out of historical reasons are assigned for military and government computer
networks in the USA), (3) Infrastructure TLD used for the internal mechanisms of
the internet. At present, there is just one such TLD: arpa, used by the DNS system.
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Doménové jméno Domain name
Nazev, ktery identifikuje pocitac, zafizeni nebo sluzbu v siti (vCetné internetu).
Priklad doménového jména: www.kybercentrum.cz.

Name to identify a computer, equipment or service in the network (including the
Internet). Example of a domain name: www.kybercentrum.cz.

Doménové piratstvi Cybersquatting
Registrace doménového jména souvisejiciho se jménem nebo obchodni znamkou

jiné spolecnosti za uUcCelem nasledného nabizeni domény této spolecnosti za
vysokou finanéni ¢astku.

Registration of the domain name related to the name or trademark of another
company, with the purpose of subsequent offering the domain to this company at a
high financial amount.

Dopad Impact
(1) Nepftizniva zména dosazeného stupné cila.
(2) Nasledky ur¢itého ¢inu nebo udalosti.

(1) Adverse change in the attained degree of objectives.
(2) Consequences of a certain act or event.

Dostupnost Availability

Vlastnost pfistupnosti a pouzitelnosti na zadost opravnéné entity.

Property of being accessible and usable upon demand by an authorised entity.
Dotaz Request

Zadost o informace, obecné jako formalni Zadost zaslana databazi nebo do
vyhledavace nebo signal na zaklad¢é komunikace klient-server s zadosti o konkrétni
informaci nebo udaj.

Request for information, in general as a formal request sent to a database or to a
browser, or a signal from one computer to another, or to a server with the request
for concrete information or data item.
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Doxingware Doxingware

Druh ransomware, doplnény o metody ziskdvani obsahu souborli a hrozbou
prozrazeni takto ziskanych soubord, spole¢né s hrozbou medializace kauzy
a zvefejnéni jména napadené osoby ¢i spolecnosti.

A type of ransomware, which includes methods for collecting file contents and a
threat of disclosing these files together with a threat of mediatisation and disclosing
the name of the attacked person or organisation.

Diikaz Evidence
Informace, které se pouzivaji bud’ samy o sob&, nebo ve spojeni s jinymi
informacemi k prokazani udalosti nebo ¢innosti. Poznamka: svédectvi nemusi

nutn¢ dokazovat pravdivost nebo existenci néceho, ale mize prispét k vytvoreni
takového diikazu.

Information which is used, either by itself or in conjunction with other information,
to establish proof about an event or action. Note: Evidence does not necessarily
prove the truth or existence of something, but can contribute to the establishment
of such a proof.

Diikazy z auditu Audit evidence

Zaznamy, prohlaseni o skute¢nostech nebo jiné informace, které jsou relevantni pro
kritéria konkrétniho auditu.

Records, statements of fact or other information, which are relevant to the
audit criteria and verifiable.

Divérna informace Confidential information
Informace, které by nemély byt zpiistupnény nebo sdéleny neopravnénym osobam,
subjektiim nebo procestim.

Information that should not be made available or disclosed to unauthorized
individuals, entities or processes.

Duvérnost Confidentiality
Vlastnost, ze informace neni dostupnd nebo neni odhalena neopravnénym
jednotlivcim, entitdm nebo procestim.

Property that information is not made available or disclosed to unauthorised
individuals, entities or processes.
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Divéryhodna tfeti strana Trusted third party (TTP)

Dutvéryhodna tieti strana je v kryptografii entita, kterd usnadiiuje interakci mezi
dvéma stranami, které ji dtvetuji. Daveéryhodna tieti strana umoziuje zabezpecit
transakce mezi stranami a znemoznit tak podvrzeni podvodné elektronické zpravy
nebo jinych dat.

A trusted third party is an entity in cryptography that facilitates interaction between
two parties who trust it. A trusted third party allows transactions between the
parties to be secured, making it impossible to forge fraudulent electronic messages
or other data.

Diivéryhodny pocitacovy systém Trusted computer system
Systém zpracovani dat, ktery poskytuje dostate¢nou pocita¢ovou bezpecnost na to,

aby umoznil soubézny pfistup k datim uzivateliim s odliSnymi piistupovymi pravy
a k datim s odli$nou bezpec¢nostni klasifikaci a bezpecnostnimi kategoriemi.

Data processing system having sufficient computer security to allow for
a concurrent access to data to users with different access rights and to data with
different security classification and security categories.

Dvou-faktorova autentizace Two-Factor Authentication (2FA)
Bezpecnostni proces, ktery vyzaduje dva rizné zptisoby ovéteni identity uzivatele.
A security process that requires two different methods of verifying a user's identity.
Edge AI Edge Al

Pouziti umélé inteligence piimo na koncovych zafizenich misto cloudového
zpracovani.

The use of artificial intelligence directly on edge devices instead of cloud
processing.

Efektivnost, ucelnost Effectiveness, usefulness
Rozsah, ve kterém jsou realizovany pldnované Cinnosti a dosaZeny planované
vysledky.

Extent to which planned activities are realized and planned results achieved.
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Elektromagneticka analyza Electromagnetic analysis (EMA)

Analyza elektromagnetického pole vyzafovaného kryptografickym modulem v
duasledku spinani jeho logickych obvodt za uc¢elem ziskani informaci souvisejicich
s Cinnosti bezpecnostni funkce a nasledné hodnot tajnych parametrti, jako jsou
kryptografické klice.

Analysis of the electromagnetic field emanated from a cryptographic module as the
result of its logic circuit switching, for the purpose of extracting information
correlated to security function operation and subsequently the values of secret
parameters such as cryptographic keys.

Elektromagnetické kompromitujici Electromagnetic compromising
vyzafovani emanations (EME)

Zpravodajsky signal, ktery v piipad€¢ zachyceni a analyzy potencialné odhaluje
informace, které jsou vysilany, pfijimany, manipulovany nebo jinak zpracovavany
jakymkoli zafizenim pro zpracovani informaci.

Intelligence-bearing signal, which, if intercepted and analysed, potentially
discloses the information that is transmitted, received, handled, or otherwise
processed by any information-processing equipment.

Elektromagneticky ventil Electromagnetic valve
Ventil ovladany elektromagnetickou civkou, ma zpravidla pouze dva stavy:
otevieno a zavieno.

A valve actuated by an electromagnetic coil, typically with only two states: open
and closed.

Elektronicka obrana Electronic defence
Pouziti elektromagnetické energie k poskytnuti ochrany a k zajisténi uzite¢ného
vyuziti elektromagnetického spektra (zahrnuje ochranu sil, prostord apod.).

Use of electromagnetic energy to provide protection and to secure useful utilisation
of the electromagnetic spectrum (includes protection of forces, spaces, etc.).

Elektronické pamét’ové médium Electronic storage medium
Zatizeni, na které 1ze nahrat datové soubory a pfenaset je mezi pocitaci.

A device, on which data files may be recorded and transferred among computers.
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Elektronicka posta Electronic mail (email)

Textova, hlasovd, zvukova nebo obrazova zprava poslana prostfednictvim vefejné
sité elektronickych komunikaci, kterd mtze byt ulozena v siti nebo v koncovém
zafizeni uzivatele, dokud ji uzivatel nevyzvedne.

Text, voice or picture message sent using public network of electronic
communications, which can be stored in the network or enduser terminal until
collected by the user.

Elektronické prostiredky Electronic means

Zejména sit’ elektronickych komunikaci, elektronickd komunikaéni zafizeni,
koncova zafizeni, automatické volaci a komunika¢ni systémy, telekomunikacni a
elektronicka posta.

Primarily a network of electronic communications, electronic communication
equipment,  terminals, automatic call and communication  systems,
telecommunication and electronic mail.

Elektronicky archiv Electronic archive

Dlouhodobé ulozisté informaci uchovavanych v elektronické podobé. Elektronické
archivy mohou byt pfistupné online nebo off-line. Zalozni systémy (napf. pasky,
virtudlni pasky atd.) nejsou povazovany za elektronické archivy, ale spise za
systémy pro ochranu dat (tj. mechanismy obnovy dat po havarii a zajisténi
kontinuity provozu).

Long-term repository of electronically stored information. Electronic archives can
be accessed online or offline. Backup systems (e.g. tape, virtual tape, etc.) are not
considered to be electronic archives, but rather data protection systems (i.e.
mechanisms for disaster recovery and business continuity).

Elektronicky boj Electronic warfare

Vojenska ¢innost, kterd vyuziva elektromagnetickou energii na podporu ttocnych
a obrannych akci k dosazeni uto¢né a obranné ptevahy. Je to vedeni boje v prostiedi
pouzivajicim elektromagnetické zafeni. Je samostatnou disciplinou, ale jako jeden
z prvkl plisobi na podporu kybernetické obrany v ramci NNEC.

Military activity using electromagnetic energy in support of offensive and defensive
actions in order to achieve offensive and defensive supremacy. This means

68



Vykladovy slovnik kybernetické bezpe¢nosti

engaging in fighting in the environment using electromagnetic radiation. It is a
separate discipline but as one of the elements, it supports cyber security within
NNEC.

Elektronicky dikaz Electronic evidence

Informace nebo data ulozena ¢i pfenasena v binarnim tvaru, na které je mozné se
spolehnout jako na dikaz.

Information or data, stored or transmitted in binary form that may be relied on as
evidence.

Elektronicky podpis Electronic signature

Podpis ucinény elektronickou formou, ktery ma stejnou pravni vahu jako
vlastnoru¢ni podpis, splituje-li zdkonné podminky (napt. eIDAS v EU, NIST-DSS
v USA nebo ZertES ve Svycarsku). Na rozdil od Digitalniho podpisu, ktery je
zalozen na kryptografickych prostiedcich, je elektronicky podpis pravni koncept.

A signature made in an electronic form that has the same legal effect as a
handwritten signature, if legal conditions are met (e.g. eIDAS in EU, NIST-DSS in
the USA or ZertES in Switzerland). Unlike the Digital signature, which is based on
cryptography, the electronic signature is a legal concept.

Elektronicky uloZena informace Electronically Stored Information
(ESI)

Jakakoliv data nebo informace z libovolného zdroje, jejichz existence v urcitém
Case je prokazana ulozenim na elektronickém médiu. Napftiklad to mohou byt e-
maily, poznamky, dopisy, tabulky, databaze, dokumenty, prezentace a ostatni
elektronické formaty, které se bézn¢ nachazeji na pocitaci, ale i operacni systém,
aplikace a metadata spojena se soubory (napf. ¢asové znacky, historii zmeén, typ
souboru atd.)

Data or information of any kind and from any source, whose temporal existence
is evidenced by being stored in, or on, any electronic medium. ESI includes
traditional e-mail, memos, letters, spreadsheets, databases, office documents,
presentations, and other electronic formats commonly found on a computer. ESI
also includes operating systems, applications, and file-associated metadata (such
as timestamps, revision history, file type, etc.).
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Elektronicky utok Electronic attack
Pouziti elektromagnetické energie pro tcely utoku. Zahrnuje zbrané se smérovanou
energii, vysoce vykonné mikrovinné a elektromagnetické pulsy a RF zatizeni.

Use of electromagnetic energy for the purposes of an attack. Includes weapons with
directed energy, high-power microwave and electromagnetic pulses and RF
equipment.

Elipticka krivka Elliptic curve

Matematicka struktura (mnozina prvkid a pocetni operace nad prvky) pouzivana v
asymetrické kryptografii.

A mathematical structure (a set of elements and numerical operations on elements)
used in asymmetric cryptography.

Emulace Emulation
Pouziti systému zpracovani dat k napodobeni jiného systému zpracovani dat;

napodobujici systém piijima stejna data, provadi stejné programy a vykazuje stejné
vysledky jako napodobovany systém.

Use of a data processing system to emulate another data processing system;
emulating system receives the same data, runs the same programmes and exhibits
the same results as the emulated system.

Energeticky nezavislé ulozisté Energy-independent storage
Ulozisté, které uchova sviij obsah i v piipadé odpojeni elektrické energie.
Storage that retains its contents even after power is removed.

Entita Entity

Urc¢ita osoba, skupina, zafizeni nebo proces.

A specific person, group, device or process.

Etika umélé intelligence Al Ethics

Téma souvisejici s vyvojem a implementaci umélé inteligence zpiisobem, ktery je
eticky, spravedlivy a respektuje lidska prava.
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A topic related to the development and implementation of artificial intelligence in
a way that is ethical, fair, and respects human rights.

Evropska kriticka infrastruktura European critical infrastructure
Kriticka infrastruktura na uzemi Ceské republiky, jejiz naruseni by mélo zavazné
dopady i na dalsi ¢lensky stat Evropské unie.

Critical infrastructure in the territory of the Czech Republic whose infringement
would result in a serious impact also on another member of the European Union.

Extranet Extranet
Rozsifeni intranetu organizace, zejména prostiednictvim vefejné sitové

infrastruktury, které umoznuje sdileni zdroji mezi organizaci a dalSimi
organizacemi ¢i osobami, jeZ nemaji plny pfistup do intranetu organizace.

Extension of an organisation's Intranet, especially over the public network
infrastructure, enabling resource sharing between the organisation and other
organisations and individuals that it deals with by providing limited access to its
Intranet.

Failover Failover
Automatické prepnuti na zalozni systém ¢i proces v okamziku selhani pfedchoziho

systému ¢i procesu pro dosazeni velmi kratké doby vypadku a zvysSeni
spolehlivosti.

Automatic switching to a backup system or process in the event of a failure of the
previous system or process to achieve minimal downtime and enhance reliability.

Fale$né ticho, chybné zamitnuti False negative

Systém (naptiklad IDPS) nehlasi zadny poplach v okamziku, kdy probiha utok.
System (e.g. IDPS) reports no alert when there is an attack.

Falesny poplach, chybné prijeti False positive

Systém (naptiklad IDPS) hlésici poplach v okamziku, kdy neprobiha zadny tutok.

System (e.g. IDPS) reports an alert when there is no attack.
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Federovana identita Federated identity

Identita, kterou lze vyuzit ve vice doménach, a ktera obsahuje vice totoznosti.
Identity for use in multiple domains, and which contains more identities.
Federované uceni Federated learning

Technika strojového uceni, kde se modely trénuji na zatizenich (napf. chytrych
telefonech) a data se nikdy neodesilaji na centralni server, ¢imz se chrani soukromi
a bezpecnost.

A machine learning technique where models are trained on devices (e.g.,
smartphones) and data is never sent to a central server, thereby protecting privacy
and security.

File transfer protocol File transfer protocol (FTP)
Internetovy standard (RFC 959) pro pfenos souborti mezi klientem a serverem.
An Internet standard (RFC 959) for transferring files between a client and a server.
Firewall Firewall

(1) Bezpecnostni bariéra umisténa mezi dvé sitova prostiedi, skrz né¢z musi
prochazet veskery provoz z jedné sit€¢ do druhé a obracené (naopak). Jedna se
pouze o autorizovany provoz podle lokalni bezpecnostni politiky. Firewall mize
byt softwarovy i hardwarovy nebo kombinace obojiho.

(2) Bezpecnostni zafizeni nebo software, ktery kontroluje a filtruje sitovy provoz
mezi divéryhodnymi a nedivéryhodnymi sit€émi. Firewall je bezpecnostni systém,
ktery v pocitacové siti zkoumd a omezuje sitovy provoz na zakladeé
preddefinovanych nebo dynamickych pravidel a politik.

(1) A security barrier placed between two network environments through which all
traffic must pass from one network to the other and vice versa. Only authorized
traffic, in accordance with the local security policy, is allowed. A firewall can be
either software-based, hardware-based, or a combination of both.

(2) A security device or sofiware that monitors and filters network traffic between
trusted and untrusted networks. A firewall is a security system that examines and
restricts network traffic based on predefined or dynamic rules and policies.
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Firmware Firmware
Program ovladajici hardware.
Programme controlling hardware.

FIRST Forum for incident response and
security teams (FIRST)

Celosvétove ptisobici asociace, ktera spojuje piiblizné 200 pracovist’ typu CSIRT
/ CERT.

Worldwide organisation uniting about 200 workplaces of the CSIRT/CERT type.

Forenzni  digitdlni analyza / Forensic analysis / investigation
vySetfovani

Je to specialni védni disciplina vyuzivana v oblasti kybernetické bezpecnosti, ktera
fesi identifikaci, sbér, analyzu a prezentaci digitalnich dtkazi s cilem vySetrovani
kybernetickych incidentd a trestnych ¢inti zejména v oblasti kybernetické
kriminality. Tento vySetfovaci postup nad digitalnimi daty je tedy pouzivany k
ziskavani dukazt o aktivitich uzivateld (Gto¢niktl) v oblasti informacénich
a komunika¢nich technologii, v oblasti bezpecnostnich slozek (Policie) tato
disciplina nalezi do Odboru kriminalisticko-technickych expertiz (OKTE).

1t is a specialized scientific discipline used in the field of cybersecurity that deals
with the identification, collection, analysis, and presentation of digital evidence
with the aim of investigating cyber incidents and crimes, especially in the area of
cybercrime. This investigative procedure over digital data is therefore used to
obtain evidence of user (attacker) activities in the field of information and
communication technologies. In law enforcement, this discipline belongs to the
Department of Criminalistics and Technical Expertise (OKTE).

Freeware Freeware

Proprietarni software, ktery je obvykle distribuovan bezplatné (¢i za symbolickou
odménu). Nékdy hovofime o typu softwarové licence. Podminky bezplatného
pouzivéani a Sifeni jsou definovany v licenéni smlouvé. Autor si u freewaru
zpravidla ponechava autorska prava.

Proprietary software usually distributed free (or for a symbolic reward). We speak
sometimes about a kind of software licence. Conditions for the free use and
distribution are defined in the licence agreement. The author of the freeware
usually retains the copyright.
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Funkéni bloky Function Block

Graficky programovaci jazyk. Programovani probiha spojovanim funkénich blokt.
Tato reprezentace je soucast normy IEC 61113-3.

Graphic programming language. Programming is done by combining functional
blocks. This representation is part of IEC 61113-3.

Fyzické aktivum Physical asset

Vice Hmotny majetek

See Physical asset

Fyzické Fizeni pristupu Physical access control

Pouziti fyzickych mechanismi k zaji$téni fizeni pfistupu (napf. umisténi pocitace
v uzam¢ené mistnosti). Vice Access Control.

Use of physical mechanisms to enable control of access (e.g. placing the computer
in a locked room). See Access Control.

Fyzikalni generator nahodnych ¢isel Hardware (Physical) random number
generator

Hardwarové zafizeni, které vyuziva nahodnost fyzikalniho jevu (napf.
neptfedvidatelnost chovani atomarnich a subatomarnich procest, nahodnost
rozpadu radioaktivniho materidlu nebo castéji ndhodnost bilého Sumu Sumové
diody) ke generovani nahodné posloupnosti Cisel. Takovy generator byva
oznacovan jako ,,Pravy generator nahodnych cisel (TRNG).

A hardware device using the randomness of a physical phenomenon (for example,
unpredictability in the behaviour of atomic and subatomic processes, randomness
of radioactive material decay or more often the randomness of the white noise of a
noise diode) to generate a random sequence of numbers. Such a generator is
usually denoted as ,, true random number generator (TRNG).

Garant aktiva Asset guarantor

Definovana bezpecnostni role v souladu se zdkonem o kybernetické bezpecnosti,
piedstavujici fyzickou osobu, povéfenou k zajisténi rozvoje, pouziti a bezpecnosti
aktiva. Jde o obdobnou roli, jakou je vlastnik aktiva podle fady norem ISO/IEC 27
000.
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Security role defined in accordance with the law on cyber security and representing
a natural person commissioned to develop, utilise and secure an asset. It is a role
similar to that of the asset owner in a number of standards ISO/IEC 27 000.

Garant aplikace Application owner

Vice Vlastnik aplikace

See Application owner

Generator nahodnych ¢isel Random number generator (RNG)

HW nebo SW zafizeni (pfipadné kombinace obojiho), které generuje fadu
nahodnych ¢isel, které nemaji zadnou vzajemnou zavislost a neni mozno na
zakladé vygenerovanych Cisel predikovat nasledujici ¢islo. Generator mize byt
zaloZzen na nahodném fyzikadlnim jevu nebo na okamzité nahod¢ zpracované
matematickym algoritmem. Kvalita produkce generatoru nahodnych cisel se
ovétuje statistickou analyzou. Kvalita generatoru je rozhodujici pti generovani
napf. symetrickych kryptografickych kli¢t, na jejichz nahodnosti zavisi bezpecnost
Sifrovani.

An HW or SW device (or a combination of both) which generates a sequence of
random numbers. These numbers are mutually independent, and it is impossible to
predict the next number from the preceding ones. The generator can be based on a
random physical phenomenon or a contingency processed by a mathematical
algorithm. The quality of the random number generator is verified by statistical
analysis. This quality is decisive in the generation of, for example, symmetric
cryptographic keys, on whose randomness depends encryption security.

Generator pseudonahodnych ¢isel Pseudo-Random Number Generator
(PRNG)

Deterministicky program, ktery generuje statisticky kvalitni posloupnost ¢isel. V
dtsledku deterministi¢nosti téchto programill se generovana posloupnost za¢ne po
urcité (dlouhé) periodé opakovat. Vstupnimi daty pro pseudondhodné generatory
jsou nahodné posloupnosti zvané ,,random seed*, které jednoznac¢né urcuji dalsi
béh programu (generatoru). Jako ,,random seed* mohou byt pouzita data ziskana
v HW systému (napf. teplota, ¢as) nebo vystupni posloupnost z fyzikalniho
generatoru (TRNG).
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A deterministic programme which generates a statistically random sequence of
numbers. As such programmes are deterministic, the generated sequence starts to
repeat (after long time) itself with a period. Input data for the pseudo-random
generators are random sequences called ,,random seed®, which uniquely
determine the course of the programme (generator). Data obtained from an HW
system (e.g., temperature, time) or an output sequence from a physical generator
(TRNG) can serve as the ,,random seed .

Generické TLD Generic TLD

Vice TLD

See TLD

Globalni sit’ Wide Area Network (WAN)

Urcita fyzickd nebo logicka sit, kterd zprostfedkovava datovou komunikaci
vétSimu poctu nezavislych uzivatell, ktefi obvykle vyuzivaji rizné lokalni sité
(LAN), a ktera se zpravidla rozklada nad vétsi geografickou oblasti nez LAN.

A physical or logical network that provides data communications to a larger
number of independent users than are usually served by a local area network
(LAN) and that is usually spread over a larger geographic area than that of a
LAN.

GNU / GPL GNU / GPL
Vseobecna verejna licence GNU — licence pro svobodny software vyzadujici, aby
byla odvozena dila dostupna pod stejnou licenci.

General public licence GNU — licence for free sofiware requesting that related
creations be available under the same licence.

GPG GNU privacy guard (GPG)

Bezplatna verze PGP. Vice PGP.

Free version of PGP. See PGP.

Grey hat Grey hat

Osoba, ktera se nachazi mezi etikou White hat a Black hat hackera. Takovy

jedinec muze zneuzit bezpe€nostni slabinu systému nebo produktu, aby vetejné
upozornil na jeho zranitelnost, pfiemz muze jednat bez povoleni od vlastnika
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systému. I kdyz motivace mize byt pozitivni (naptiklad zvysSeni bezpecnosti),
zvetejnéni citlivych informaci miize vést k neimyslnému zneuziti ze strany Black
hat hackert, ktefi mohou vyuzit zjisténé zranitelnosti k pachani trestné ¢innosti.

An individual who falls between the ethics of a White hat and a Black hat hacker.
Such a person may exploit a security vulnerability in a system or product to publicly
highlight its weakness, often acting without the permission of the system owner.
While the motivation may be positive (e.g., to improve security), the disclosure of
sensitive information can lead to unintended misuse by Black hat hackers, who
may exploit the identified vulnerabilities for criminal activities.

Hack / Hacking Hack / Hacking

(1) Zameérné vniknuti do pocitacového systému bez povoleni od jeho uzivatele nebo
vlastnika.

(2) Podafené, neobvyklé, napadité, ¢i rychlé vyfeSeni problému vyuzitim programu
¢i pocitatového systému zplsobem, ktery jeho tviirce nezamyslel.

(1) Intentionally accessing a computer system without the authorisation of the user
or the owner.

(2) A fitting, unusual, witty, or fast solution of an issue using a programme or a
computer system in a way that its designer did not intend.

Hacker Hacker

Osoba:

(1) ktera se zabyva studiem a prozkoumavanim detaild programovatelnych
systémil nejCastéji pro intelektualni zvidavost a tuto schopnost si neustale
zdokonaluje (White hat),

(2) kterou bavi programovani a ktera dobfe a rychle programuje,

(3) ktera je expertem pro urcity operacni systém nebo program, napt. UNIX. Pojem
Hacker se casto nespravné pouziva pro osoby, které zneuZzivaji svych znalosti pii
pronikani do informacniho systému, a tak porusuji zdkon. Vice Cracker.

Person:

(1) who engages in the study and analysis of details of programmable systems most
often for an intellectual inquisitiveness and keeps on improving this ability (White
hat);

(2) who enjoys programming and who programs well and fast;

(3) who is an expert for a certain operating system or a programme, e.g. UNIX.
The idea of Hacker is often improperly used for persons who abuse their knowledge
during breaking into an information system and thus break the law. See Cracker.
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Hackers for hire Hackers for hire (H4H)
Akronym pro hackery, ktefi nabizeji své sluzby jinym kriminalnim, teroristickym
nebo extremistickym skupindm (najmuti hacketi).

Acronym for hackers who offer their services to other criminal, terrorist or
extremist groups (hired hackers).

Hactivismus Hactivism

Politicky nebo socialné motivovany Hacking.

Hacking for a politically or socially motivated purpose.

Hardwarovy bezpecnostni modul Hardware security module (HSM)
Hardwarovd implementace zabezpeéeného kryptoprocesoru vyuzivajiciho

certifikat a soukromy kli¢ k zajisténi bezpe¢ného ovétovani.

Hardware implementation of a secure crypto-processor using a certificate and a
private key to provide secure authentication.

Halucinace AI Al Hallucinations

Generovani chybnych nebo nesmyslnych vystupi umélou inteligenci.

The generation of incorrect or nonsensical outputs by artificial intelligence.
Hasovaci funkce Hash function

Jednosmérna matematicka transformace vstupnich dat (textu) do souboru (otisk,
hash). Matematicky je prakticky nerealné ziskat z otisku zpét vstupni data. Tato
funkce je vyuzivana v aplikacich zabezpeceni dat (naptiklad autentizace, digitalni
podpis, kontrola integrity). Poruseni bezpecnosti hasovaci funkce je oznacovano
jako kolize.

A one-way mathematical transformation of input data (text) into a file (digest,
hash). It is computationally practically unrealistic to get the original data back
from the hash return. This function is used in applications of data security (eg.
authentication, digital signature, integrity check). Security infringement of a hash
function is denoted a collision.
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Havarijni plan Contingency plan
Plan pro zalozni postupy, odezvu na neptedvidanou udalost a obnovu po havarii.

Plan for backup procedures, response to an unforeseen event and recovery after a
contingency.

Havarijni postup Contingency procedure

Postup, ktery je alternativou k normalnimu postupu zpracovani pro piipad, Ze
nastane neobvykla, ale pfedpokladana situace.

Procedure, which is an alternative to the normal procedure in case of an
occurrence of an unusual but assumed situation.

Heslo Password
Retézec znakl pouzivany k ovéreni identity nebo k ovéteni opravnéni k piistupu.

String of characters used to authenticate an identity or to verify access
authorisation.

High-tech kriminalita

Trestna ¢innost, v ramci, které slouzi vyspéla technika jako cil, prostiedi nebo
nastroj pachatele. High-tech kriminalita muze byt chapana jako: (1) jakakoliv
trestna ¢innost spachana pomoci vyspélé techniky, vcetné ptipadu, kdy je napt.
vyspéla technika pouzita pti padélani penéz nebo cennych listin; (2) kyberneticka
kriminalita spachana pomoci vyspé€lé techniky, nebo proti vyspé€lé technice.

Criminal activity focused on advanced technology as the objective, means or
instrument of the perpetrator. High-tech crime is considered: (1) any criminal
activity using high technology, including the case when, for example, a computer
system is used for money or securities counterfeiting; (2) cyber criminality using
high technology or against high technology.

Hmotny majetek Physical asset
Fyzicky majetek movity i nemovity. Hmotnym majetkem se zpravidla mysli

hotovost, zafizeni, material a nemovitosti vlastnéné jednotliveem nebo organizaci.
Software je povazovan za majetek nehmotny.
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Asset that has a tangible or material existence. Physical assets usually refer to
cash, equipment, inventory and properties owned by the individual or organisation.
Software is considered an intangible asset.

Hodnoceni rizik Risk evaluation
Proces porovnani vysledkt analyzy rizika s kritérii rizika k urCeni, zda riziko
a/nebo jeho zavaznost jsou piijatelna (akceptovatelnd) nebo tolerovatelna.

Process of comparing the results of risk analysis with risk criteria to determine
whether the risk and/or its magnitude is acceptable or tolerable.

Hodnoceni zranitelnosti Vulnerability assessment
Proces identifikace, kvantifikace a prioritizace (nebo hodnoceni) zranitelnosti
systému.

Process of identifying, quantifying, and prioritising (or ranking) the vulnerabilities
in a system.

Hodnoceni zranitelnosti a Fizeni Vulnerability assessment and
zranitelnosti vulnerability management (VA/VM)

Vice Hodnoceni zranitelnosti a Rizeni zranitelnosti

See Vulnerability Assessment and Vulnerability management

Hodnota aktiva Assets value

Objektivni vyjadfeni obecné vnimané hodnoty nebo subjektivni ocenéni dilezitosti
(kriti¢nosti) majetku, popt. kombinace obou piistupd.

Objective expression of a generally perceived value or a subjective evaluation of
the importance (criticality) of an asset, or a combination of both approaches.

Hodnotitel Assessor

Osoba, ktera vede a provadi posouzeni dopadii na soukromi. Poznamka: hodnotiteli
muze v radmci jeho tymu pomaéhat jeden nebo vice dalSich internich nebo externich
odbornikd.

Person who leads and conducts a privacy impact assessment. Note: The assessor
may be supported by one or more other internal and/or external experts as part of
their team.
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Honeypot Honeypot

Obecny nazev pro systém, ktery se pouziva k nalakani tito¢nika k jeho pfesvédceni,
aby stravil ¢as zpracovanim informaci, které se zdaji byt velmi hodnotné, ale ve
skutec¢nosti jsou uméle vyrobené a pro opravnéného uzivatele bezcenné.

Generic term for a decoy system used to lure the attacker to spend time on
information that appears to be very valuable, but actually is fabricated and would
not be of interest to a legitimate user.

Horka linka Help desk

On-line (zpravidla telefonickd) sluzba, kterou nabizi automatizovany informacni
systém a prostiednictvim které mohou uzivatelé ziskat pomoc v oblasti pouziti
spole¢nych ¢i specializovanych sluzeb systému.

Online (as a rule, telephone) service offered by an automated information system
and through which users can get help for using shared or specialised services of
the system.

Host Host
Systém nebo pocita¢ v TCP/IP siti, ktery ma pridélenu sitovou adresu.
A system or computer in a TCP/IP-based network with an assigned network

address.

Hromadné rozesilaini nevyZadané Spamming

posty

Hromadné rozesilani nevyzadanych zprav elektronickymi prostiedky — nejcastéji
elektronickou postou.

Mass distribution of unsolicited messages by electronic means — most often by
electronic mail.

Hrozba Threat
Potencialni pficina nechténé¢ho incidentu, jehoz vysledkem muze byt poskozeni
systému nebo organizace.

Potential cause of an unwanted incident, which may result in damage to a system
or organisation.
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Hrozba informacni bezpecnosti Information security threat

Vice Hrozba

See Threat

Hypertext transfer protocol (HTTP) Hypertext transfer protocol (HTTP)
Aplikacni protokol pro distribuované, kolaborativni, multimedidlni informacni

systémy. HTTP je zakladem datovych pienosi pro celosvétovou sit (WWW).

An application protocol for distributed, collaborative, hypermedia information
systems. HTTP is the foundation of data communication for the World Wide Web.

Hypertext transfer protocol secure Hypertext transfer protocol secure
(HTTPS) (HTTPS)

Siroce pouzivany komunikaéni protokol pro bezpeénou komunikaci pies
pocitacovou sit’, zvlast Siroce pouzivan na Internetu. Technicky se nejedna
o protokol jako takovy, spiSe je vysledkem prostého vrstveni protokolu HTTP na
protokol SSL/TLS, a tak dodava standardni komunikaci HTTP jesté bezpecnostni
moznosti.

A widely used communications protocol for secure communication over a computer
network, with especially wide deployment on the Internet. Technically, it is not a
protocol in and of itself; rather, it is the result of simply layering the Hypertext
Transfer Protocol (HTTP) on top of the SSL/TLS protocol, thus adding the security
capabilities of SSL/TLS to standard HTTP communications.

Hypervisor Hypervisor

Pocitacovy software, ktery vytvaii a spousti jeden nebo vice virtualnich pocitaci.
Computer software that creates and runs one or more virtual machines.
Charakteristika viru Virus signature

Jedinecny bitovy fetézec, ktery dostateCnym zptisobem virus identifikuje, a ktery
muze byt vyuzit skenovacim programem pro detekci pfitomnosti viru.

Unique bit string which sufficiently identifies the virus and which can be used by a
scanning programme to detect virus presence.
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Chat Chat

Zpusob primé (on-line) komunikace vice osob prostiednictvim Internetu.
Way of direct (online) communication of several persons using the Internet.
Chyba Bug

Programétorska chyba, ktera v software zpiisobuje bezpe¢nostni problém. Utoénik
mize vyuzit chybu pro ovladnuti pocitace, znefunkénéni nebo chybné chovani
bézici sluzby, modifikaci dat apod.

A programming error, which causes a security problem in software. The attacker
can utilise the bug to control the computer, make a running service dysfunctional
or running improperly, to modify data and similar.

Chybny pfistup Failure access

Neautorizovany a obvykle neumyslny pfistup k datiim v systému zpracovani dat,
ktery je vysledkem selhani hardware nebo software.

Unauthorised and usually unintentional access to data in a data processing system,
which is the result of hardware or software failure.

Chytré smlouvy Smart Contracts

Protokol ¢i software (na bazi Blokchain), jenz zajistuje, ovéfuje anebo vynucuje
vyjednani ¢i provedeni smlouvy nebo dohody. Programy na blockchainu, které
automaticky vykonavaji a vymahaji podminky smlouvy bez potieby tfeti strany.
Chytré smlouvy jsou programy a protokoly, které definuji principy a podminky
provadéni transakei mezi dvéma a vice stranami.

A protocol or software (based on Blockchain) that ensures, verifies, or enforces
the negotiation or execution of a contract or agreement. Blockchain-based
programs that automatically perform and enforce the terms of a contract without
the need for a third party. Smart contracts are programs and protocols that define
the principles and conditions for executing transactions between two or more
parties.

ICMP zaplava ICMP flood

Utok vyuZivajici protokol ICMP. Nejéastji se vyuzivaji pakety ICMP echo
(Ping), které slouzi ke zjistovani, zda je vzdalené (cilové) zatizeni dostupné.
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Zaslanim velkého poctu téchto ICMP zprav (nebo velkych ICMP echo paketit)
mize byt docileno zahlceni vzdaleného systému a jeho zpomaleni nebo uplnou
nedostupnost. Jedna se o velmi lehce proveditelny itok typu DDeS.

An attack using the ICMP protocol. Most often used are ICMP echo (Ping)
packets, which serve to establish if the remote (target) equipment is available.
Sending out a large number of these ICMP messages (or large ICMP echo packets)
may result in clogging the remote system and its slowdown or total unavailability.
This is a simply executed attack of the DDoS type.

Identifikace Identification

Proces, béhem kterého je urcitd entita v dané doméné odliSena od ostatnich entit.
V probéhu identifikace jsou ovéfeny ptredlozené, nebo viditelné atributy entity.
Identifikace je zpravidla soucasti vymény informaci mezi entitou, doménovymi

sluzbami a vyuzivanymi zdroji. Identifikace muze probéhnout opakované, i kdyz
je entita v siti znama.

A process when a certain entity in a given domain is differentiated from the other
entities. Submitted or visible attributes of the entity are verified during the
identification. Usually, the identification is part of information exchange among
the entity, domain services and used resources. ldentification may be made
repeatedly even though the entity is known in the network.

Identifikace uzivatele / ID uzivatele User identification / User ID

Znakovy fetézec nebo vzorec pouzivany systémem zpracovani dat k identifikaci
uzivatele.

Character string or a formula used by a data processing system for user
identification.

Identifikace rizik Risk identification
Proces zjistovani, rozpoznavani a popisovani rizik.

Process of finding, recognising, and describing risks.
Identifika¢ni predmét Identity token
Predmét pouzivany pro zjisténi a ovéfeni (autentizaci) identity.

Token used to find out and verify (authenticate) the identity.
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Identifikator / ID Identifier / ID
Informace o identité, ktera v dané doméné jednoznacné rozlisuje mezi entitami.

Identity information that unambiguously distinguishes one entity from another one
in a given domain.

Identifikator bezdratové sité Service set identifier (SSID)
Jedine¢ny identifikator (ndzev) kazdé bezdratové (WIFI) pocitaové sité.
Unique identifier (name) of every wireless (WIFI) computer network.
Identifikovatelnost Identifiability

Stav, ktery vede k piimé nebo nepiimé identifikaci zadavatele osobnich udajti na
zékladé daného souboru osobnich udaji.

Condition which results in a personally identifiable information principal being
identified, directly or indirectly, on the basis of a given set of personally identifiable
information.

Identita Identity
Sada vlastnosti, které jednoznaéné ur¢uji konkrétni objekt — véc, osobu, udalost.

Set of properties, which uniquely define a definite object — a thing, person, and
event.

Incident Incident

(1) Udalost naruSujici dostupnost, autenticitu, integritu nebo divérnost
uchovavanych, piredavanych nebo zpracovavanych dat nebo sluzeb, které jsou
nabizeny prostiednictvim siti a informacnich systémi nebo které jsou jejich
prostfednictvim pfistupné (Smeérnice NIS2).

(2) Neplanované preruseni sluzby, snizeni kvality sluzby nebo udalost, ktera zatim
neovlivnila sluzbu poskytovanou zakaznikovi.

(3) Udalost, ktera mlize vyznamné narusit nebo ktera naruSuje poskytovani
zakladni sluzby, véetné pripadi, kdy ovliviiuje vnitrostatni systémy chranici pravni
stat.
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(1) An event compromising the availability, authenticity, integrity or confidentiality
of stored, transmitted or processed data or of the services offered by, or accessible
via, network and information systems.

(2) An unplanned interruption to a service, a reduction in the quality of a service
or an event that has not yet impacted the service to the customer.

(3) An event which has the potential to significantly disrupt, or that disrupts, the
provision of an essential service, including when it affects the national systems that
safeguard the rule of law.

Informace Information

Kazdy znakovy projev, ktery ma smysl pro komunikatora i piijemce.

Any sign expression, which makes sense for the communicator and receiver.
Informace o autentizaci Authentication information
Informace pouzita k ustaveni validity prohlasované identity dané entity.

Information used to establish validity of proclaimed identity of a given entity.

Informace Fizeni piistupu Access control information (ACI)

Jakakoliv informace pouzitda pro Ucely fizeni pfistupu, vCetné kontextovych
informaci.

Any information used for the purpose of access control including context
information.

Informacni (kybernetickd) Information (cyber) society
spolecnost

Spolec¢nost schopna vyuzivat a vyuzivajici informac¢ni a komunikac¢ni technologie.
Zakladem je neustala vymeéna znalosti a informaci a prace s nimi za pfedpokladu
schopnosti jim rozumét. Tato spolecnost poklada vytvareni, Sifeni a manipulaci s
informacemi za nejvyznamnéjsi ekonomické a kulturni aktivity.

A society capable of utilising, and indeed utilising, information and communication
technologies. The basis is an incessant exchange of knowledge and information
and handling them under the assumption of understanding these. This society
considers creation, distribution and manipulation of information as the most
significant economic and cultural activity.
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Informacni a komunika¢ni Information and communication
technologie technology (ICT)

Veskera technika, ktera se zabyva zpracovanim a pfenosem informaci, tj. zejména
vypocetni a komunikacni technika a jeji programové vybaveni.

Any technology dealing with processing and transfer of information, in particular
computing and communication technology and software.

Informac¢ni aktivum Information asset

Znalosti a informace, kterd maji pro organizaci hodnotu (vyznam).
Knowledge and information of value (importance) to an organisation.
Informacni bezpe¢nost Information security (INFOSEC)

(1) Zabezpeceni (ochrana) divérnosti, integrity a dostupnosti informaci.

(2) Uplatnéni obecnych bezpecnostnich opatfeni a postupi slouzicich:
(a) k ochran¢ informaci pted jejich ztratou nebo kompromitaci (ztrata dtvérnosti,
integrity, a dalSich vlastnosti jako napf. autenti¢nost, odpovédnost, nepopiratelnost
a spolehlivost), pfipadné k jejich zjisténi a pfijeti napravnych opatieni.

(b) k zachovani dostupnosti informaci a schopnosti s nimi pracovat v rozsahu
pridélenych opravnéni. Opatfeni INFOSEC zahrnuji bezpecnost pocitacd,
prenosu, emisi a Sifrovaci bezpe¢nost a odhalovani ohrozeni skute¢nosti a systémi
a jeho predchazeni.

(1) Preservation (protection) of confidentiality, integrity and availability of
information.

(2) Implementation of general security measures and procedures for:

(a) protection of information against loss or compromise (loss of confidentiality,
integrity and reliability), or as the case may be for their detection and adoption of
remedial actions.

(b) continuation of information availability and the ability to work with them within
the scope of functional rights. Measures INFOSEC cover security of computers,
transmission, emissions and encryption security and exposing threats to facts and
systems and prevention thereof.

Informac¢ni kriminalita Information Criminality

Trestna Cinnost (také ,kybernetickd kriminalita®), pro kterou je urcujici vztah
k software, k datim, respektive uloZzenym informacim, respektive veskeré aktivity,
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které vedou k neautorizovanému ¢teni, nakladani, vymazani, zneuziti, zméné nebo
jiné interpretaci dat.

Criminal activity (also “Cyber Crime”) with a determined relation to sofiware,
data, more precisely to stored information, more precisely all activities resulting in
unauthorised reading, handling, erasing, abusing, changing or other data
interpreting.

Informacni operace Information operation (10)

Planovana, cilevédoma a koordinovana ¢innost provadéna na podporu politickych
a vojenskych cilt operace, k ovlivnéni rozhodovaciho procesu mozného protivnika
a jeho spojencil ptisobenim na jeho informace, informacni procesy a komunikacni
infrastrukturu pfi soucasném vyuzivani a ochrané vlastnich informaci a
komunikacni infrastruktury. Informacni operace jsou vyhradné vojenskou aktivitou
(¢innosti), kterd ma koordinovat vojenské informacni aktivity, jejichz cilem je
ovlivnit mysleni (vili), chapani a mozZnosti protivnika nebo potencionalniho
protivnika. Veskeré informacni aktivity by mély byt vedeny v souladu s cili
vojenské operace, a zaroven je podporovat.

Planned, goal-oriented and coordinated activity done in support of political and
military objectives of operation, to influence the decision-making process of a
possible adversary and its allies by affecting its information, information processes
and communication infrastructure and at the same using information and
protection for own information and communication infrastructure. 10 is exclusively
a military activity, which has to coordinate military information activities with the
objective of influencing the thinking (will), understanding and capabilities of the
adversary or potential adversary. All information activities should be conducted in
line with the objectives of the military operation and to support them at the same
time.

Informacni potieba Information need

Pochopeni podstaty véci nezbytné pro fizeni cild, z&mér, rizik a problém.
Insight necessary to manage objectives, goals, risks and problems.

Informacéni systém Information system

Funkéni celek zabezpecujici cilevédomé a systematické shromazd’ovani,
zpracovavani, uchovavani a zpfistupiiovani informaci a dat. Zahrnuje datové

a informacéni zdroje, nosice, technické, programové a pracovni prostiedky,
technologie a postupy, souvisejici normy a pracovniky.
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A functional unit enabling goal-oriented and systematic acquisition, processing,
storage and access to information and data. Includes data and information sources,
media, hardware, software and utilities, technologies and procedures, related
standards and personnel.

Informatizace spolecnosti Informatisation of society

Proces prosazovani nové gramotnosti ve spole¢nosti zalozené na zvladnuti novych
metod prace s pocitacem, s informacemi a informa¢nimi technologiemi.

Process of promoting new literacy in a society focused on adopting new methods
of work with computers, information and information technology.

Infoware Infoware

Aplikace pro informatickou podporu klasickych bojovych akci, respektive jako
soubor aktivit, které slouzi k ochrané, vytézeni, poskozeni, potlac¢eni nebo zniceni
informaci nebo informacnich zdroja, s cilem dosdhnout vyznamné vyhody v boji
nebo vitézstvi nad konkrétnim protivnikem. Pojem Infoware nelze zaménovat
s terminem Infowar, tj. informaéni valka.

Application for the automatic support of classical battle events, more precisely a
set of activities serving to protect, mine out, damage, suppress or destroy
information or information sources, with the objective of achieving a significant
advantage in a battle or victory over a concrete adversary. The notion of Infoware
must not be mistaken with the notion Infowar that is information war.

Infrastruktura jako sluzba Infrastructure as a Service (IaaS)

Schopnost poskytnout spotiebiteli zpracovani, ukladani, sité, a jiné zakladni
vypocetni zdroje, pficemz spotiebitel na nich midze umistovat a provozovat
libovolny software, véetné operacnich systému a aplikaci. Spotiebitel nekoordinuje
ani nefidi zékladni cloudovou infrastrukturu, ale fidi opera¢ni systémy, ukladani do
pamétovych medii, a aktivni aplikace; mize mit omezené fizeni vybranych
sitovych komponent (naptiklad, hostitelsky firewall).

The capability provided to the consumer is to provision processing, storage,
networks, and other fundamental computing resources where the consumer is able
to deploy and run arbitrary software, including operating systems and
applications. The consumer does not manage or control the underlying cloud
infrastructure but has control over operating systems, storage, and deployed
applications; and possibly limited control of select networking components (e.g.,
host firewall).

89



Cyber Security Glossary

Infrastruktura verejnych klici Public Key Infrastructure (PKI)

V kryptografii se jedna o oznaceni infrastruktury pro spravu a distribuci vefejnych
klica z asymetrické kryptografie. PKI diky pfenosu divéry umoziluje pouzivat pro
ovéfeni elektronického podpisu cizi vetejné klice, aniz by bylo nutné kazdy z nich
individualn¢ provérovat. Prenos diivéry lze realizovat bud’ pomoci certifikacni
autority (X.509), nebo pomoci divéryhodnych siti (napt. PGP).

This in cryptography denotes infrastructure for the management and distribution
of public keys from asymmetric cryptography. PKI, thanks to the transfer of
confidence, enables the use of unfamiliar public keys for the verification of
electronic signature without having to verify each individually. The transfer of
confidence can be implemented either using the certification authority (X.509) or
by the trusted network (e.g. PGP).

Inicializaéni vektor Initialisation vector

Inicializacni vektor nastavuje ptislusny algoritmus vzdy do jiného (ndhodného)
pocatecniho stavu, coz i pfi stejném tajném kli¢i umoziuje generovat vzdy jinou
heslovou posloupnost. Jedna se o unikatni vygenerovany proud dat, v pfipadé
proudovych Sifer je to vektor a u blokovych Sifer je to ,,nulty blok“. Inicializa¢ni
vektor byva pfenasen v oteviené podobé a umoznuje stejné pocatecni nastaveni
Sifratord.

Initialisation vector puts the appropriate algorithm always into a different
(random) initial state, and thus even with the same secret key generates in each
case a different output sequence. It is a uniquely generated data stream, in case of
stream cyphers it is a vector, and with block cyphers, it is the “zero block".
Initialising vector tends to be transferred openly and allows the same initial setting
of cypher devices.

Insider Insider

Nebezpecny uzivatel (zaméstnanec, stazista), ktery zneuziva svého legalniho
pfistupu do komunika¢niho a informacniho systému organizace zejména
k neopravnénému odcizovani citlivych dat a informaci.

Dangerous user (employee, intern) who abuses a legal access to the
communication and information system of an organisation, in particular in order
to perform unauthorised pilferage of sensitive data and information.
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Integrita Integrity

Vlastnost pfesnosti a uplnosti. Vice tézZ Integrita dat.

The property of accuracy and completeness. See also Data integrity.
Integrita dat Data integrity

Jistota, ze data nebyla zménéna. Pfenesené oznaCuje i platnost, konzistenci
a presnost dat, napf. databazi nebo systémil soubort. Byva zajistovana kontrolnimi
soucty, haSovacimi funkcemi, samo-opravnymi koédy, redundanci, Zurndlovanim
atd.

Assurance that data were not changed. In the figurative sense denotes also the
validity, consistency and accuracy of data, e.g. databases or file systems. It tends
to be implemented by checksums, hash functions, self-correcting codes,
redundancy, journalling, etc.

Integrita sité Network integrity

Funkénost a provozuschopnost propojenych siti elektronickych komunikaci,
ochrana téchto siti vii¢i porucham zptisobenym elektromagnetickym rusenim nebo
provoznim zatizenim.

Functionality and opera operability of interconnected networks of electronic
communications, protection of these networks against failures caused by
electromagnetic jamming or operational loading.

Integrita systému System Integrity

Kvalita systému zpracovani dat plniciho sviij provozni ucel a zabranujici pfitom
neautorizovanym uZivatelim provadét zmény zdroji nebo pouzivat zdroje
a zabranujici autorizovanym uzivatelim provadéni nespravnych zmén zdrojti nebo
je nespravné pouzivat. Vlastnost, ze systém vykonava svou zamyslenou funkci
nenaruSenym zpusobem, bez zamérné nebo nahodné neautomatizované
manipulace se systémem.

Quality of a data processing system fulfilling its operational purpose and at the
same time preventing unauthorised users from making changes in resources
or from using the resources or from improper use of these. Property that a system
performs its intended function without disruption, without intentional or accidental
non-automated system manipulation.
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Inteligentni elektronické zafizeni Intelligent electronic device (IED)
(IED)

“Chytry” senzor, ktery ma ,,chytré* funkce pro sbér dat, jejich pfenos na dalsi
zafizeni, lokéalni zpracovani a fizeni. Jedno zafizeni mize obsahovat analogovy
vstupni senzor, analogovy vystup, fidici funkce na nejnizsi urovni, komunikaéni
systém a programovou pamét. Pomoci IED Ize v rdmci SCADA systému provadeét
automatické fizeni na mistni urovni.

A “smart” semsor containing the intelligence required to acquire data,
communicate to other devices, and perform local processing and control. It could
combine an analogue input sensor, analogue output, low-level control capabilities,
a communication system, and programme memory in one device. The use of IEDs
in SCADA systems for automatic control at the local level.

Inteligentni sit’ Smart Grid

Silova elektricka a komunikaéni sit’, ktera umoziuje regulovat vyrobu a spotiebu
elektrické energie v realném case, jak v mistnim, tak v globalnim métitku.

A power electrical and communications network that allows real-time control of
power generation and consumption, both locally and globally.

Internet Internet

Globalni systém propojenych pocitacovych siti, které pouzivaji standardni
internetovy protokol (TCP/IP). Internet slouzi miliardam uZzivatell po celém svéte.
Je to sit’ siti, ktera se sklada z milion soukromych, vetejnych, akademickych,
obchodnich a vladnich siti, s mistnim az globalnim rozsahem, které jsou propojeny
Sirokou skalu elektronickych, bezdratovych a optickych sitovych technologii.

A global system of interconnected computer networks which use the standard
internet protocol (TCP/IP). Internet serves billions of users around the world. It is
a network of networks consisting of millions of private, public, academic,
commercial and government networks, with a local to global outreach, that are all
interconnected by a wide range of electronic, wireless and optical network
technologies.

Internet control message protocol Internet control message protocol
(ICMP)

Jedna se o sluzebni protokol, ktery je soucasti IP protokolu. Jeho hlavnim tikolem
je zasilani chybovych hlaseni ohledné dostupnosti sluzeb, pocitac¢ti nebo routerti.
K témto ucelim se vyuziva napfiklad nastroj ping nebo traceroute.
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This is a service protocol, which is part of the IP protocol. Its main mission is to
report error messages regarding the availability of services, computers or routers.
For these purposes, ping or traceroute instruments are used, for example.

Internet Protocol (IP) Internet protocol (IP)

Protokol, pomoci kterého spolu komunikuji vSechna zatizeni na Internetu. Dnes
nejcastéji pouzivand je jeho Ctvrtd revize (IPv4), postupné se vSak bude prechdzet
na nov¢jsi verzi (IPv6).

Protocol by which all equipment in the Internet mutually communicate. Today, the
most used is the fourth revision (IPv4); however, step by step there will be
a transition to a newer version (IPv6).

Internet véci Internet of things (IoT)
Sit’ fyzickych objektl (,,véci®) se zabudovanymi senzory, softwarem a dal§imi

technologiemi za ucelem propojeni a vymeény dat s jinymi zafizenimi a systémy
pfes internet.

A network of physical objects (“things”) embedded with sensors, software, and
other technologies for the purpose of connecting and exchanging data with other
devices and systems over the internet.

Internetova brana Internet gateway

Vstupni misto pro pfistup k internetu.

Entry point to access the internet.

Internetova kriminalita Internet crime

Kriminalni ¢innost, kterd vyuziva internetové sluzby ¢i aplikace, cili na internetové

sluzby ¢i aplikace, nebo vyuziva internet jako zdroj, nastroj nebo cil zlo¢inu.

Criminal activity where services or applications in the Internet are used for or are
the target of a crime, or where the Internet is the source, tool, target, or place of a
crime.

Internetova spole¢nost pro Internet corporation for assigned
pridélovani jmen a Cisel na internetu names and numbers (ICANN)

Neziskova asociace odpoveédna za fizeni pfidélovani doménovych jmen a IP adres,
zachovani provozni stability internetu, podporu hospodaiské soutéze, k dosazeni
sirokého zastoupeni globalni internetové komunity, a rozvijet vhodné politiky a
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standardy, a rozvijet své poslani prostfednictvim fizeni zespoda — nahoru, a
procesech konsensu.

The non-profit organisation responsible for the administration of domain names
assignment as well IP addresses, for the maintenance of operational stability of
internet, support of economic competition, achievement of a broad representation
of the global internet community, and which develops its mission by bottom-to-top
management and consensual processes.

Internetové sluzby Internet services

Sluzby poskytované uzivateli, které zajist'uji pfistup na internet prostfednictvim
pridélené IP adresy, které zpravidla obsahuji ovéteni totoznosti, autorizaci a sluzby
DNS.

Services provided to a user to enable access to the Internet via an assigned IP
address, which typically include authentication, authorisation and domain name
services.

Interoperabilita Interoperability

Schopnost spole¢né plsobit pii plnéni stanovenych cilti neboli schopnost systémt,
jednotek ¢i organizaci poskytovat sluzby jinym systémum, jednotkam ¢i
organizacim a akceptovat je od nich a pouzivat takto sdilené sluzby pro efektivni
spole¢nou ¢innost.

Capability to act jointly in fulfilling set objectives, or the capability of systems,
units or organisations to provide services to other systems, units or organisations
and accept these from them and thus use shared services for an effective common
activity.

Intranet Intranet

,Privatni® (interni) pocitaova sit’ vyuzivajici klasické technologie Internetu, ktera
umoznuje zaméstnancim organizace efektivné vzajemné komunikovat a sdilet
informace.

., Private” (internal) computer network using the classical Internet technology
making it possible for employees of an organisation to communicate effectively and
share information.
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IP adresa IP address

Cislo, které jednoznaéné identifikuje sitové rozhrani v pocitatové siti, ktera
pouziva IP (internetovy protokol) slouzi k rozliseni sitovych rozhrani pfipojenych
k pocitacové siti. V soucasné dobé nejrozsitenéjsi verze IPv4 pouziva 32b cislo
zapsané dekadicky po osmicich bitll (napt. 123.234.111.222).

Number, which uniquely identifies a network interface, which uses IP (internet
protocol) and serves for the differentiation of interfaces connected in the computer
network. At present, the most widespread version IPv4 uses a number of 32 bits
written in decimal in groups of eight bits (e.g. 123.234.111.222).

IP maskovani IP masquerading

Mechanismus umoziujici pfipojit do Internetu velké mnozstvi zatizeni, pro které
nejsou k dispozici tzv. vefejné IP adresy. Takovato zafizeni dostanou pfidéleny tzv.
privatni IP adresy a pfistup do Internetu se realizuje pomoci mechanismu piekladu
adres (NAT, Network Address Translation).

The mechanism, which allows connecting to the Internet a large number of devices

for which no so-called public IP addresses are available. These devices are
assigned so-called private IP addresses, and access to the Internet is implemented
through the mechanism of address translation (NAT, Network Address
Translation).

IPSec IPSec

Bezpecénostni rozsiteni IP protokolu zaloZzené na autentizaci a Sifrovani kazdého
IP datagramu. Jedna se o zabezpeceni na sitové vrstvé. IPSec je definovan v fadé
RFC vydanych IETF, zakladnimi jsou 2401 a 2411.

A security-based extension of the IP protocol predicated on authentication and
encryption of each IP datagram. It is secured at the network layer. IPSec is defined
in a number of RFCs issued by IETF, the fundamental ones are 2401 and 2411.

IRC Internet relay chat (IRC)

Forma zivé (real-time) komunikace textovych zprav (chat) nebo synchronni
konference. Jedna se o systémy urcené zejména pro skupinové komunikace v
diskusnich férech, tzv. kandly, ale také umoznuje one-to-one (jedna-ku-jedné)
komunikace ptes soukromou zpravu, jakoz i chat a pfenos dat prostifednictvim
pfimého Klient-s-klientem (client-to-client). Dnes jiz neni tolik pouzivan, nahradili
jej novejsi nastroje jako Skype, ICQ nebo Jabber.
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A form of live (real-time) communication of text messages (chat) or synchronous
conferences. These are systems intended primarily for group communications in
discussion forums, so-called channels, but it also enables one-to-one
communication via a private message, as well as a chat and data transfer using
direct client-to-client. Today, it is not used so much, it has been replaced by newer
instruments such as Skype, ICQ or Jabber.

IT sit’ IT network

Systém geograficky rozptyleny tvoteny propojenymi IT systémy pro vyménu dat,
obsahujici rizné slozky propojenych IT systému a jejich rozhrani s datovymi a
komunika¢nimi sitémi, které je doplnuji.

Geographically distributed system formed by interconnected IT systems for
information exchange and containing different components of the interconnected

systems and their interfaces with data communication networks, which complement
them.

IT systém IT system
Soubor zafizeni, metod, dat, metadat, postupti a ptipadné osob, ktery je usporadan
tak, aby plnil funkce pfi zpracovani informaci.

Set of devices, methods, data, metadata, procedures and sometimes persons that
are arranged to fulfil some functions during information processing.

Jednoduchy protokol pro pi‘enos e- Simple mail transfer protocol (SMTP)
maila
Internetovy protokol uréeny pro pienos zprav elektronické posty. Popisuje

komunikaci mezi poStovnimi servery.

Internet protocol for the transmission of messages of electronic mail. It describes
communication among mail servers.

Jednosmérna brana Unidirectional Gateway

Zarizeni skladajici se zhardware a software. Hardwarovd cast zajistuje
jednosmérny pienos dat z jedné sité do druhé, ptitom pfenos dat opacnym smérem
je fyzicky vylouceny. Softwarova Cast zajiStuje replikace databazi a emuluje
protokolové servery a zafizeni.

A device consisting of hardware and software. The hardware permits a
unidirectional data flow from one network to another, while data transfer in the
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opposite direction is physically impossible. The software part replicates databases
and emulates protocol servers and devices.

Jednosmérna funkce One-way function
Funkce, kterd umoznuje pro urcity vstup snadno vypocitat vystup, a zaroven je
z daného vystupu matematicky neproveditelné odvodit odpovidajici vstup.

Function with the property that it is easy to compute the output for a given input
but it is mathematically infeasible to find an input for a given output.

Jednotna identita Single-sign-on identity, SSO identity

Identita, kterd ma jedno potvrzeni o totoznosti, které mtize byt ovéteno divéiujici
stranou v nékolika doménach.

Identity that includes a single identity assertion that can be verified by a relying
party in multiple domains.

Jednotny lokator zdroji Uniform resource locator (URL)

Zdrojovy identifikator, ktery popisuje umisténi konkrétniho zdroje, vcetné
protokolu, slouzici k na¢itani tohoto zdroje. Nejznaméjsim piikladem URL je napf.
http://www.nejakadomena.nekde.

Source identifier describing the location of a concrete source, including a protocol,
serving to link to this source. The best known such an example is
http://www.somedomain.somewhere.

Jmenny server Domain name system server (DNS
server)

Vice DNS server
See Domain name system server
Kerberos Kerberos

Kerberos je sitovy autentizacni protokol pro pocitacové sité, ktery pracuje na
zakladé ,tiketd* a umozinuje, aby uzly komunikujici na nezabezpecené siti si mohly
vzajemné dokazat svoji identitu bezpeCnym zplisobem. Navrhafi jej cilili zejména
na model klient-server a poskytuje vzajemnou autentizaci-jak uzivatel, tak i server
si vzajemné¢ oveéti svoji identitu. Zpravy protokolu Kerberos jsou chranény proti
odposlechu a utoktim opakovani.
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Kerberos is a computer network authentication protocol which works by ,, tickets
to allow nodes communicating over a non-secure network to prove their identity to
one another in a secure manner. Its designers aimed it primarily at a client-server
model, and it provides mutual authentication—both the user and the server verify
each other's identity. Kerberos protocol messages are protected against
eavesdropping and replay attacks.

Keylogger (Keystroke logger) Keylogger (Keystroke logger)

Software, ktery snima stisky jednotlivych klaves, byva vsak antivirem povaZovan
za virus, v pfipad¢ software se jedna o uréitou formu spyware, ale existuji
i hardwarové keyloggery. Casto se pouziva pro utajeny monitoring viech aktivit na
PC, jenz je pro ostatni uzivatele neviditelny a chranény heslem. Umoziuje
automatické zaznamenavani vSech stiski klaves (psany text, hesla apod.),
navstivenych www stranek, chatti a diskuzi ptes ICQ, MSN apod., spousténych
aplikaci, screenshotll prace s pocitacem, prace uzivatele se soubory a dalsi.
Zaznamenana data mohou byt skryté odesilana emailem.

Software reading when individual keys are pushed; may, however, be regarded as
a virus by an antivirus programme, in case of software it may be a certain form of
spyware but there are even hardware keyloggers. It is often used for secret
monitoring of all PC activities, is invisible for other users and protected by a
password. It enables automatic logging of all keystrokes (written text, passwords,
etc.), visits to www pages, chats and discussions over ICQ, MSN and similar,
running applications, screenshots of computer work, user file handling and other.
Logged data could be secretly sent by email.

Klepani na porty Port Knocking

Oznacuje v pocitacovych sitich metodu, jak si z nedivéryhodného pocitace oteviit
pristup do pocitace nebo pocitatové sité¢ chranéné firewallem bez nutnosti se na
pocita¢ s firewallem prihlasit a jako administrator jeho nastaveni zménit. Tento
zpusob umoziuje mit firewall vic¢i nedivéryhodnym pocitacim zdanlivé uplné
uzavieny, a piesto mit moznost pomoci specialni utajené sekvence paket jeho
nastaveni zménit. Metoda umoznuje vyhnout se zneuziti bezpecnostnich chyb v
programech obsluhujicich trvale oteviené porty.

Denotes a method in computer networks how to gain access from an untrusted
computer into a computer or computer network protected by a firewall, without the
need to sign on with the computer protected by a firewall and change the setting
like an administrator. This way creates a semblance that the firewall is closed to
untrusted computers and yet gives a chance of changing the setting by a special
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secret sequence. The method bypasses abuse of security errors in programmes
serving permanently open ports.

Kli¢ Key
Posloupnost symbolti, kterd tidi operace kryptografické transformace (napf.

Sifrovani, desifrovani, vypocet kryptografické kontrolni funkce, vypocet podpisu
nebo ovéreni podpisu).

Sequence of symbols that controls the operations of a cryptographic transformation
(e.g. encryption, decryption, cryptographic check function computation, signature
calculation, or signature verification).

Kli¢ pro Sifrovani kli¢a Key encryption key (KEK)
Kryptograficky kli¢, ktery se pouziva k Sifrovani, nebo desifrovani dalsich klica.
Cryptographic key that is used for the encryption or decryption of other keys.
Kombinovany utok Blended attack

Utok, ktery se snazi maximalizovat zavaznost poskozeni a rychlost ndkazy

kombinaci vice Gto¢nych metod.

Attack that seeks to maximize the severity of damage and speed of contagion by
combining multiple attacking methods.

Kompromitace Compromising
Poruseni informacni bezpecnosti, které mize mit za nasledek modifikaci programi
nebo dat, jejich zniceni, nebo jejich dostupnost pro neautorizované entity.

Compromise of information security, which may result in programme or data
modification, their destruction, or their availability to unauthorised entities.

Komunikace rizika Risk communication
Vymeéna nebo sdileni informaci o riziku mezi tim, kdo rozhoduje s ostatnimi
z(cCastnénymi stranami.

Exchange or sharing of information between the decision-maker and other
participating parties.
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Komunikaéni systém Communication system

Systém, ktery zajistuje pfenos informaci mezi koncovymi ucastniky. Zahrnuje
koncové komunikacni zafizeni, pfenosové prostiedi, spravu systému, personalni
obsluhu, provozni podminky a postupy. Mize zahrnovat i prostiedky
kryptografické ochrany.

System, which provides for the transfer of information among end users. It includes
end communication devices, transfer environment, system administration, handling
by personnel and operational conditions and procedures. It may also include
means of cryptographic protection.

Koncové zatizeni Endpoint device

Sitové pripojené technické zafizeni ICT, jako jsou stolni pocitace, notebooky,
chytré telefony, tablety, tenci klienti, tiskarny nebo jiny specializovany hardware
véetné inteligentnich méfica a zatizeni IoT.

Network connected ICT hardware device like desktop computers, laptops, smart

phones, tablets, thin clients, printers or other specialized hardware including smart
meters and loT devices.

Konfigurace (systému nebo zafizeni) Configuration (of a system or device)
Krok v systémovém navrhu, napt. vybér funkénich prvkd, navrh jejich rozmisténi
a vzajemného propojeni.

Step in system design; for example, selecting functional units, assigning their
locations, and defining their interconnections.

Konfiguracni databaze Configuration management database
(CMDB)

Ulozisté dat pouzivané pro zéaznam atributii konfiguraénich polozek a vztahti mezi
konfigura¢nimi polozkami po celou dobu jejich zivotniho cyklu.

Data warehouse used for records of configuration items' attributes and relations
among configuration items during their whole life cycle.

Konfiguracni polozka Configuration item (CI)
Prvek IT, ktery musi byt fizen za ucelem dodavani sluzby nebo sluzeb.

Element, which must be controlled in order to deliver a service or services.
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Kontaktni bod Point of contact (PoC)
Urcena organizac¢ni role nebo funkce, ktera slouzi jako koordinator nebo misto kde
se sbihaji informace tykajici se aktivit v oblasti fizeni incidentd.

Defined organisational role or function serving as the coordinator or focal point
of information concerning incident management activities.

Kontaminace Contamination
Vlozeni dat s uréitou bezpeénostni klasifikaci nebo bezpeénostni kategorii do
nespravné bezpecnostni kategorie.

Input of data with a certain security classification or security category into a wrong
security category.

Kontinuita ¢innosti organizace Business continuity

Zpusobilost organizace trvale dodavat produktu nebo sluzby na pfijatelné ptedem
definované urovni nasledné po incidentu naruseni chodu.

Capability of the organisation to continue delivery of products or services at
acceptable predefined levels following disruptive incident.

Kontinuita informa¢ni bezpecnosti  Information security continuity
Procesy a postupy k zajisténi neptetrzitého provozovani informacni bezpecnosti.
Processes and procedures for ensuring continued information security operations.
Kontinuita sluZeb Service continuity

Schopnost fidit rizika a udalosti, které by mohly mit vazny dopad na sluzby s cilem
neptetrzit€ dodavat sluzby na dohodnutych urovnich.

Capability to manage risks and events which could seriously impact services, with
the objective of providing continuous services at the agreed levels.

Kradez totoznosti / kradez identity  Identity theft
Vysledek tispésného predstirani cizi totoznosti.

Result of a successful false claim of identity.
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Kritéria auditu Audit Criteria

Soubor pozadavkl pouzitych jako reference, se kterou budou porovnéany objektivni
dukazy.

Set of requirements used as a reference against which objective evidence is
compared.

Kritéria rizika Risk criteria

Dany ramec, na jehoz zékladé se hodnoti zavaznost rizika.

Terms of reference against which the significance of risk is evaluated.
Kriticka informacni infrastruktura Critical information infrastructure

Komplex informacénich a komunikaénich systému (naplfiujici stanovena prufezova
a odvétvova kritéria v oblasti kybernetické bezpeénosti), jejichz nefunkénost by
mohla zpusobit zavazny dopad na bezpeCnost statu, zabezpeceni zakladnich
zivotnich potfeb obyvatelstva, zdravi osob nebo ekonomiku statu.

The complex of information and communication systems (meeting the defined
criteria across and inside the branches of cyber security) whose dysfunctionality
would result in a serious impact on state security, provision of the basic daily needs
of the population, public health or the economy of state.

Kriticka infrastruktura Critical infrastructure

(1) Systémy a sluzby, jejichz naruSeni funkénosti by mélo zavazny dopad na
bezpecnost statu, zabezpe€eni zakladnich Zivotnich potfeb obyvatelstva, zdravi
osob nebo ekonomiku statu.

(2) Aktivum, zatizeni, vybaveni, sit’ nebo systém ¢i cast aktiva, zafizeni, vybaveni,
sité nebo systému, které jsou nezbytné pro poskytovani zdkladni sluzby.

(1) Systems and services whose disruption would have a serious impact on national
security, the provision of essential needs of the population, public health, or the
national economy.

(2) An asset, a facility, equipment, a network or a system, or a part of an asset, a
facility, equipment, a network or a system, which is necessary for the provision of
an essential service.
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Kriticka komunika¢ni Critical communication infrastructure
infrastruktura (statu) (of the state)

Komplex komunikaénich systémi, sluzeb nebo siti elektronickych komunikaci,
spadajicich do kategorie kritické informacni infrastruktury, jejichz nefunkénost by
mohla zplsobit zavazny dopad na bezpecnost statu, zabezpeCeni zékladnich
zivotnich potieb obyvatelstva, zdravi osob nebo ekonomiku statu.

A complex of communication systems, services, or electronic communications
networks classified as critical information infrastructure, whose failure could have
a serious impact on national security, the provision of essential needs of the
population, public health, or the national economy.

Kritické aktivum Critical asset

Aktivum, které miize mit pfimy vliv na vyrobu nebo prenos, skladovani a distribuci
elektrické energie, plynu, ropy a tepla.

Asset which can have a direct impact on production or generation, transmission,
storage and distribution of electric power, gas, oil and heat.

Kriticky subjekt Critical entity

Kritické subjekty jsou entity poskytujici zakladni sluzby, které maji zasadni
vyznam pro zachovani zivotné dulezitych spoleenskych funkci, ekonomickych
¢innosti, vetejného zdravi a bezpeénosti a Zivotniho prostiedi.

Critical entities are organizations providing essential services that are crucial for
maintaining vital societal functions, economic activities, public health and safety,
and the environment.

Krize Crisis

Situace, ve které je vyznamnym zplisobem narusSena rovnovaha mezi zakladnimi
charakteristikami systému na jedné stran¢ a postojem okolniho prostiedi na strané
druhé.

A situation where the equilibrium among the basic components of the system on the
one hand, and approach of the environment on the other hand, is disrupted
seriously.
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Krizova pripravenost Crisis preparedness

Pfiprava opatieni k feSeni vlastnich krizovych situaci a k podilu na feSeni krizovych
situaci ve svém okoli.

Preparation of measures to solve own crisis situations and partially participate in
solving crisis situations in the neighbourhood.

Krizova situace Crisis / Emergency situation

Mimotadna udélost podle zdkona o integrovaném zachranném systému, naruSeni
kritické infrastruktury nebo jiné nebezpeci, pfi nichz je vyhlasen stav nebezpeci,
nouzovy stav nebo stav ohroZeni statu (dale jen ,.krizovy stav®).

The emergency as per the law on an integrated emergency system, compromise of
the critical infrastructure, or any other danger when a state of hazard, state of
emergency, or threat to the state is announced (henceforth only "emergency”).

Krizové opati‘eni Crisis measure

Organizaéni nebo technické opatfeni urcené k feseni krizové situace a odstranéni
jejich nasledki, véetné opatieni, jimiz se zasahuje do prav a povinnosti osob.

Organisational or technical measure to solve a crisis situation and remedy its
consequences, including measures interfering with the rights and obligations of

people.

Krizové planovani Crisis planning

Aktivita pfislusnych organd krizového fizeni zaméfena na minimalizaci (prevenci)
moznosti vzniku krizovych situaci. Hledani nejvhodnéjSich zptisobi protikrizové
intervence, optimalizaci metod a forem zvladani téchto nezadoucich jevu (tj.
redukci dopadii krizovych situaci) a stanoveni nejracionalnéjsich a ekonomicky
nejvyhodnéjsich cest obnovy postizenych systému a jejich navratu do nového
bézného stavu.

The activity of the relevant bodies of crisis management aimed at minimising
(prevention of) the origin of crises. Searching for the most suitable ways of anti-
crisis intervention, optimisation of methods and forms to handle these unwanted
phenomena (that is, reduction of the impacts of crises) and establishing the most
rational and economical ways of recovery for the affected systems and their return
into the normal daily state.
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Krizové fizeni Crisis management

Souhrn fidicich ¢innosti organtt krizového fizeni zaméfenych na analyzu
a vyhodnoceni bezpe¢nostnich rizik a planovani, organizovani, realizaci a kontrolu
¢innosti provadénych v souvislosti s pfipravou na krizové situace a jejich fesenim,
nebo ochranou kritické infrastruktury.

Collection of management activities of the bodies of crisis management aimed at
the analysis and evaluation of security risks and planning, organisation,
implementation and verification of activities conducted in connection with
preparation for crises and their solution or protection of critical infrastructure.

Krizovy plan Crisis plan

Souhrnny planovaci dokument, ktery zpracovavaji zadkonem stanované subjekty,
a ktery obsahuje souhrn opatfeni a postupti k feseni krizovych situaci.

Aggregate planning document elaborated by entities set forth by law and which
contains a set of measures and procedures to solve crises.

Krizovy stav Crisis state

Legislativni opatfeni vyhlagované Parlamentem CR (stav ohroZeni statu a vale¢ny
stav), vladou CR (nouzovy stav) nebo hejtmanem kraje / primatorem (stav
nebezpeci) za i€elem feseni krizové situace.

The legislative measure announced by the Parliament of the Czech Republic (threat
to the state, and the state of war), by the Government of the Czech Republic (state
of emergency) or governor of the region/mayor (state of danger), to solve a crisis.

Kryptoanalyza Cryptoanalysis

(1) Kryptoanalyza je véda zabyvajici se metodami ziskavani obsahu Sifrovanych
informaci bez pfistupu k tajnym informacim, které jsou za normalnich okolnosti
potieba, tzn. pfedevsim k tajnému kli¢i. Kryptoanalyza je vlastné opakem
kryptografie, ktera Sifry vytvari.

(2) V netechnickém kontextu je pouzivan tento termin obecné pro prolamovani
kodu neboli Kryptograficky utok.

(1) Cryptanalysis is the science concerned with methods for obtaining the content
of encrypted information without access to the secret information that is typically
required, such as the secret key. Cryptanalysis is essentially the reverse of
cryptography, which creates ciphers.
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(2) In a non-technical context, this term is commonly used to refer to code-
breaking, or a cryptographic attack.

Kryptograficky algoritmus Cryptographic algorithm

Presné definovana vypocetni procedura, ktera na zakladé¢ vstupnich dat a zpravidla
i kryptografického kli¢e vytvari ur€ity vystup. Obvykle se vyuziva k Sifrovani,
nebo desifrovani dat.

A well-defined computational procedure that takes variable inputs, which may
include cryptographic keys, and produces an output. It is usually used for data
encryption or decryption.

Kryptograficky iniciacni kli¢ Crypto Ignition Key (CIK)

Fyzicky (obvykle elektronicky) nosi¢ pro ukladani klich, uréen pro ukladani,
klicové proménné, bez které neni kryptograficky prostfedek schopen Sifrovat a
desifrovat data. Kryptograficky prostiedek bez vlozeného kryptografického
iniciatniho kli¢e neobsahuje oteviené kryptografické klice piipadné ani dalsi
utajovana data.

Physical (usually electronic) token to store keys, intended for the storing, transport
and protection of cryptographic keys and initialising data. It contains part of key
material without which the encryption device cannot encrypt and decrypt data. A
cryptographic device without the inserted CIK does not contain open
cryptographic keys nor other secret data.

Kryptograficky kli¢ Cryptographic key

Posloupnost symbold  fidicich provedeni kryptografické transformace.
Kryptograficky kli¢ mize obsahovat kromé nadhodné datové posloupnosti i dalsi
data, pfedevsim data pro zabezpeceni integrity, dobu platnosti, nazev a Cislo klice.

Sequence of symbols that controls the operation of a cryptographic transformation.
The cryptographic key can contain, in addition to a random sequence of data, other
data to ensure the integrity, time of validity, name and number of keys.

Kryptograficky prostiedek Cryptographic device

Kryptograficky prostfedek (Sifrator) je zafizeni (HW a SW) vyuzivajici k
transformaci (Sifrovani a desifrovani) dat matematické metody a postupy s
vyuzitim kryptografickych algoritml a kryptografickych klic¢t. Funkce Sifrovani
dat je u tohoto zafizeni dominantni. Funkci Sifrovani / deSifrovani mutze
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zabezpecCovat i kryptograficky modul (HW, SW), ktery mlize byt soucasti jiného
zafizeni.

Cryptographic device (encryptor) is a hardware and software device using
mathematical methods and procedures together with cryptographic algorithms and
cryptographic keys, in order to transform (encrypt and decrypt) data. The
encryption function is the dominant one for this device. The encryption/decryption
function can be implemented also by a cryptographic (HW and SW) module which
may be part of another device.

Kryptograficky protokol Cryptographic protocol

Protokol, ktery provadi bezpe€nostni funkci pomoci kryptografie.

Protocol which performs a security-related function using cryptography.
Kryptograficky ttok Cryptanalytic attack

Utok na uréitou §ifru, ktery vyuziva vlastnosti dané §ifry.

Attack against a cipher that makes use of properties of the cipher.

Kryptografie Cryptography

Kryptografie je véda o vytvafeni Sifrovacich systémid. Vytvaii nastroje pro

utajovani zprav, tedy napt. uzitim Sifrovaciho klice.

The science of creating encryption systems. It develops tools for securing messages,
for example, by using an encryption key.

Kvantova distribuce klic¢a Quantum key distribution (QKD)

Kvantova distribuce klice (QKD) je metoda pro bezpe¢nou vyménu
kryptografickych kli¢t pomoci kvantovych principi. QKD vyuziva kvantové
vlastnosti ¢astic, jako jsou fotony, k prenosu kli¢li mezi dvéma stranami. Tento
proces lze vyuzit ve specidlnich protokolech (napi. BB84 a E91), které zajisti, Ze
jakykoli pokus o odposlech nebo naruseni pfenosu bude okamzité detekovan, coz
zarucuje maximalni roven bezpecnosti.

Quantum key distribution (QKD) is a method for securely exchanging
cryptographic keys using quantum principles. QKD utilizes the quantum properties
of particles, such as photons, to transmit keys between two parties.
This process can be used in specialized protocols (e.g., BB84 and E91) that ensure
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any attempt at eavesdropping or transmission interference is immediately detected,
guaranteeing the highest level of security.

Kvantova kryptografie Quantum Cryptography (QC)

Kvantova kryptografie je oblast kryptografie, kterd vyuziva principy kvantové
mechaniky k zajisténi bezpeéné komunikace. Hlavni vyhodou kvantové
kryptografie je jeji schopnost odhalit jakykoli pokus o odposlech nebo naruseni
komunikace diky kvantovym vlastnostem ¢astic, jako je superpozice a kvantové
zapleteni. Nejbéznéjsi aplikaci kvantové kryptografie je kvantova distribuce klice

(QKD).

Quantum cryptography is a field of cryptography that utilizes the principles of
quantum mechanics to ensure secure communication. The main advantage of
quantum cryptography is its ability to detect any attempt at eavesdropping or
communication interference due to the quantum properties of particles, such as
superposition and quantum entanglement. The most common application of
quantum cryptography is quantum key distribution (QKD).

Kvantové odolna kryptografie Quantum-resistant cryptography
Vice Post-kvantova kryptografie

See Post-Quantum cryptography

Kvantovy pocitac¢ Quantum computer

Kvantovy pocitaé je typ pocitace, ktery vyuziva principy kvantové mechaniky k
provadéni vypocti. Na rozdil od klasickych pocitacd, které pouzivaji bity jako
zakladni jednotku informace, kvantové pocitace pouzivaji kvantové bity nebo
qubity. Qubity mohou existovat ve vice stavech soucasné diky fenoménu
superpozice a mohou byt propojeny pomoci kvantového zapleteni. Kvantové
pocitace maji potencial prolomit tradi¢ni kryptografické algoritmy, jako je RSA
nebo ECC, diky moznosti realizovat algoritmy specificky realizovatelné pouze na
kvantovych pocitac¢ich (Shorav, Groveriv algoritmus), coz ma vyznamné dusledky
pro oblasti, jako je kryptografie, simulace a optimalizace.

A quantum computer is a type of computer that uses the principles of quantum
mechanics to perform computations. Unlike classical computers, which use bits as
the fundamental unit of information, quantum computers use quantum bits or
qubits. Qubits can exist in multiple states simultaneously due to the phenomenon
of superposition and can be interconnected through quantum entanglement.
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Quantum computers have the potential to break traditional cryptographic
algorithms, such as RSA or ECC, due to their ability to execute algorithms
specifically designed for quantum computation (e.g., Shor's and Grover's
algorithms), which has significant implications for fields such as cryptography,
simulation, and optimization.

Kybergrooming (Child grooming) Cybergrooming (Child grooming)

Chovani uzivatell internetovych komunikac¢nich prostredki (chat, ICQ atd.), ktefi
se snazi ziskat divéru ditéte s cilem ho zneuzit (zejm. sexualn€) ¢i zneuzit k
nelegalnim aktivitam.

The behaviour of users of internet communication instruments (chat, ICQ, et al.)
who try to get the trust of a child to either abuse the child (especially sexually) or
misuse the child for illegal activity.

Kyberneticka bezpec¢nost Cyber security

(1) Souhrn pravnich, organizacnich, technickych a vzdélavacich prostiedkt
sméfujicich k zajisténi ochrany kybernetického prostoru.

(2) Zajisténi davérnosti, integrity a dostupnosti informaci v kybernetickém
prostoru.

(3) Cinnosti nezbytné k ochrané siti a informaénich systémul, jejich uzivateld a
dalsich osob dotcenych kybernetickymi hrozbami.

(1) Collection of legal, organisational, technological and educational means aimed
at protecting cyberspace.

(2) Preservation of confidentiality, integrity and availability of information in the
cyberspace.

(3) The activities necessary to protect network and information systems, the users
of such systems, and other persons affected by cyber threats.

Kyberneticka hrozba Cyber threat

(1) Jakakoliv potencidlni okolnost, udalost nebo ¢in, které mohou poskodit, narusit
nebo jinak nepfiznivé ovlivnit sité¢ a informacni systémy, jejich uzivatele a dalsi
osoby.

(2) Potencialni udalost nebo akce, ktera muze zpusobit nepfiznivy dopad na
kybernetickou bezpecnost.

(1) Any potential circumstance, event or action that could damage, disrupt or
otherwise adversely impact network and information systems, the users of such
systems and other persons.
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(2) An event that has a real adverse impact on the security of networks and
information systems.

Kyberneticky incident Cyber incident

(1) Udalost naruSujici dostupnost, autenticitu, integritu nebo dlvérnost
uchovavanych, predavanych nebo zpracovavanych dat nebo sluzeb, které jsou
nabizeny prostiednictvim siti a informacénich systémd nebo které jsou jejich
prostfednictvim pfistupné (Smérnice NIS2).

(2) Udalost v digitalnim prostiedi, ktera naruSuje diivérnost, dostupnost nebo
integritu informacnich systémd, siti ¢i dat. Muze zahrnovat neopravnény piistup,
narus$eni provozu, Unik nebo ztratu dat, itoky malwarem, phishing ¢i jiné formy
kybernetickych hrozeb.

(1) An event that disrupts the availability, authenticity, integrity, or confidentiality
of data stored, transmitted, or processed, or of services offered through network
and information systems, or accessible via them (NIS2 Directive).

(2) An event in the digital environment that disrupts the confidentiality, availability,
or integrity of information systems, networks, or data. It can include unauthorized
access, operational disruptions, data breaches or loss, malware attacks, phishing,
or other forms of cyber threats

Kyberneticka kriminalita Cyber crime

Trestna ¢innost, kdy jsou sluzby nebo aplikace v kybernetickém prostoru nastrojem
nebo cilem utoku, pfipadné trestna ¢innost v ramci, které je kyberneticky prostor
zdrojem, nastrojem, cilem nebo mistem trestného ¢inu.

A criminal activity where services or applications in the cyberspace are used for
or are the target of a crime, or where the cyberspace is the source, tool, target, or
place of a crime.

Kyberneticka obrana Cyber defence

(1) Obrana proti kybernetickému utoku a zmiriovani jeho nasledkd. Také
rezistence subjektu na Gtok a schopnost se u¢inné branit.

(2) Kybernetickd obrana je autonomni a specifickou oblasti Sir§itho konceptu
kybernetické bezpecnosti. V tomto kontextu zahrnuje zajistovani obrany statu
podle zékona o zaji§tovani obrany Ceské republiky, coz znamena souhrn opatieni
k zajisténi svrchovanosti, uzemni celistvosti, principti demokracie a pravniho statu,
ochrany Zivota obyvatel a jejich majetku pied vn€j$im napadenim. Kyberneticka
obrana zahrnuje vystavbu U¢inného systému obrany statu, piipravu a pouziti
odpovidajicich sil a prostedk a ti€ast v kolektivnim obranném systému.
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(1) Defence against a cyber-attack and mitigation of its consequences. Also,
resistance of the subject towards an attack and a capability to defend itself
effectively.

(2) Cyber defence is an autonomous and specific area within the broader concept
of cybersecurity. In this context, it refers to ensuring the defence of the state as
defined by the Act on the Defense of the Czech Republic, which encompasses a set
of measures to ensure sovereignty, territorial integrity, democratic principles, the
rule of law, and the protection of the lives and property of the population from
external aggression. Cyber defence includes the establishment of an effective
national defence system, the preparation and use of appropriate forces and
resources, and participation in a collective defence system.

Kyberneticka ochrana Cyber protection

Stav bezpe¢i proti fyzickym, socialnim, duchovnim, finanénim, politickym,
emocionalnim, pracovnim, psychologickym, vzdélavacim nebo jinym nasledktim
selhani, poskozeni, zavady, nehody, utoku ¢i jiné nezaddouci udalosti
v kybernetickém prostoru.

The condition of being protected against physical, social, spiritual, financial,
political, emotional, occupational, psychological, educational or other types or
consequences of failure, damage, error, accidents, harm or any other event in the
cyberspace which could be considered non-desirable.

Kyberneticka operace Cyber operations

Vyuziti kybernetickych schopnosti anebo kyberprostoru s primarnim ucelem
vytvoreni t¢inku a/nebo dosazeni cilt.

The employment of cyber capabilities or cyberspace with the primary purpose of
creating an effect and/or achieving objectives.

Kyberneticka strategie Cyber strategy

Obecny postup k rozvoji a vyuziti schopnosti pracovat v kybernetickém prostoru,
integrovany a koordinovany s ostatnimi operacnimi oblastmi k dosazeni nebo
podpote dosazeni stanovenych cilti pomoci identifikovanych prostfedkii, metod a
nastrojui v urcitém casovém rozvrhu.

The general approach to the development and use of capabilities to operate in
cyberspace, integrated and coordinated with other areas of operation, to achieve
or support the set objectives by using identified means, methods and instruments in
a certain timetable.
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Kyberneticka Spionaz Cyber espionage

Ziskavani strategicky citlivych ¢i strategicky dulezitych informaci od jednotlivetl
nebo organizaci za pouziti ¢i cileni prostfedkt IT. Pouziva se nejcastéji v kontextu
ziskéavani politické, ekonomické nebo vojenské prevahy.

Obtaining strategically sensitive or strategically important information from
individuals or organisations by using or targeting IT means. It is used most often
in the context of obtaining political, economic or military supremacy.

Kyberneticka valka Cyber war, Cyber warfare
Pouziti pocitacd a Internetu k vedeni valky v kybernetickém prostoru. Soubor

rozséahlych, ¢asto politicky ¢i strategicky motivovanych, souvisejicich a vzajemné
vyvolanych organizovanych kybernetickych utoki a protiatoku.

Use of computers and the Internet to wage a war in cyberspace. System of
extensive, often politically or strategically motivated, related and mutually
provoked organized cyber-attacks and counterattacks.

Kybernetické pojisténi Cyber-insurance
Pojisténi, které kryje nebo snizuje financni ztraty pojisténého zpisobené
kybernetickym incidentem.

Insurance that covers or reduces financial loss to the insured caused by a cyber-
incident.

Kybernetické riziko Cyber-risk
Riziko zptisobené kybernetickou hrozbou.

Risk caused by a cyber-threat.

Kyberneticky prostor Cyberspace

Digitalni prostiedi umoznujici vznik, zpracovani a vyménu informaci, tvorené
informacnimi systémy, a sluzbami a sitémi elektronickych komunikaci.

Digital environment enabling the origin, processing and exchange of information,
made up of information systems and the services and networks of electronic
communications.
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Kyberneticky protititok Cyber counterattack

Utok na IT infrastrukturu jako odpovéd’ na predchozi kyberneticky ttok. Pouziva
se nejcasteji v kontextu politicky ¢i vojensky motivovanych utokd.

Attack on IT infrastructure as a response to a previous cyber-attack. It is used most
often in the context of either politically or militarily motivated attacks.

Kyberneticky utok Cyber attack

Zlovolny incident souvisejici s ICT zpasobeny jakymkoli aktérem hrozby s cilem
znicit, odhalit, pozménit, deaktivovat ¢i odcizit aktivum nebo k nému ziskat
neopravnény piistup ¢i ho neopravnéné vyuzivat.

A malicious ICT-related incident caused by means of an attempt perpetrated by
any threat actor to destroy, expose, alter, disable, steal or gain unauthorised access
to, or make unauthorised use of, an asset.

Kybernetika Cybernetics

(1) Véda, ktera se zabyva obecnymi principy fizeni a pfenosu informaci ve strojich,
zivych organismech a spolecenstvich. Je zalozena na poznatku, ze n¢které procesy
probihajici v zivych organismech jsou popsany stejnymi rovnicemi jako analogické
procesy v technickych zafizenich. Kybernetika zkouma vztahy mezi prvky systému
a procesy, které na systém pusobi a kterymi systém puasobi na okoli, a maji
informacni obsah.

(2) Véda o fizeni a sdélovani v Zivych organismech a strojich. (Norbert Wiener)

(1) A science that deals with the general principles of control and information
transmission in machines, living organisms, and communities. It is based on the
understanding that certain processes occurring in living organisms are described
by the same equations as analogous processes in technical devices. Cybernetics
examines the relationships between the elements of a system and the processes that
act on the system and through which the system influences its environment, all of
which contain informational content.

(2) The science of control and communication in living organisms and machines.
(Norbert Wiener)

Kyberstalking Cyberstalking

Nejrtiznéjsi druhy sledovani a obtézovani s vyuzitim elektronického média (zejm.
prostiednictvim elektronické posty a socialnich siti), jejichz cilem je napt. vzbudit
v obéti pocit strachu. Informace o obéti pachatel ziskava nejcastéji z webovych
stranek, for nebo jinych hromadnych komunikaénich nastrojii. Casto je takova
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aktivita pouze mezistupném k trestnému ¢inu, ktery muze zahrnovat vyrazné
omezovani osobnich prav obéti nebo zneuziti chovani obéti k provedeni kradeze,
podvodu, vydirani apod.

Various kinds of stalking and harassment using electronic media (especially using
emails and social networks), the objective being for example to instil a feeling of
fear in the victim. The culprit obtains information about the victim most often from
web pages, forums, or other mass communication tools. Often such activity is
merely an intermediate step to a criminal act which may include a substantial
limitation of human rights of the victim, or misuse the behaviour of the victim to
steal, defraud, blackmail, etc.

Kyberterorismus Cyber terrorism
Trestna ¢innost pachand za primarniho vyuziti ¢i cileni prostiedkil informacnich

technologii s cilem vyvolat strach ¢i neadekvatni reakci. Pouziva se nejcastéji
v kontextu extremisticky, nacionalisticky a politicky motivovanych utokd.

Criminal activity done using or targeting primarily information technologies
means with the objective of creating fear or inadequate response. It is used most
often in the context of attacks having an extremist, nationalistic or politically
motivated character.

Ladder (Zeb¥ik) Ladder
Druh grafického programovaciho jazyka. Spo¢iva ve spojovani napajeci a vystupni

sbérnice pomoci logickych funkci. Téz byva oznacovan jako jazyk kontaktnich
schémat. Tato reprezentace je soucast normy IEC 61113-3.

Type of graphical programming language. It consists of connecting the supply and
output bus with logic functions. It is also referred to as the language of contact
schemes. This representation is part of IEC 61113-3.

Lamer Lamer
Osoba, zpravidla Gplny zacatecnik, ktery se nevyzna v dané IT problematice.

Person, usually a complete beginner, who is unfamiliar with the given IT issues.
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Lécka Entrapment
Umyslné umisténi zjevnych zavad do systému zpracovani dat za uéelem detekce
pokust o prinik nebo pro zmateni protivnika, které zavady by mél vyuzit.

Intentional placement of obvious defects into a data processing system in order to
detect penetration attempts, or to deceive an adversary who should use the defect.

Leetspeak Leetspeak

Jazyk, ktery nahrazuje pismena latinské abecedy Cisly a tisknutelnymi znaky
ASCII. Pouziva se hodné na internetu (chat a online hry). Tento pocitacovy dialekt
zpravidla anglického jazyka nemé pevna gramaticka pravidla a slova je mozné

tvorit také jejich zkracovanim, napf. vynechanim pismen nebo zkomolenim (,,nd*“
—end, ,,U“ —you, ,,r* — are).

Language replacing the letters of the Latin alphabet by numerals and printable
ASCII characters. It is used quite a lot on the Internet (chat and online games).
This computer dialect, usually of the English language, has no fixed grammatical
rules and words may be formed by shortening, e.g. by omissions of letters or

",.n

corruption ("nd" — end, "U" — you, "r" — are).

Legalni elektronicky dikaz Legal digital evidence
Elektronicky dikaz, ktery je akceptovan v ramci soudniho fizeni.
Digital evidence, which is accepted in a judicial process.
Licence Licence

Opravnéni a také dokument, ktery toto opravnéni zaznamena.
Permission as well as the document recording that permission.
Log Log

Zkraceny vyraz pro soubor protokolu (vice Soubor logii).

Shortened expression for Log file (see Log File).
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Logick4a bomba Logical bomb

Skodliva logika, ktera piisobi $kodu systému zpracovani dat a je spusténa uréitymi
specifickymi systémovymi podminkami. Program (podmnozina Malware), ktery
se tajn¢ vklada do aplikaci nebo operac¢niho systému, kde za pfedem urcenych
podminek provadi destruktivni aktivity. Logicka bomba se sklada ze dvou
zakladnich ¢asti: rozbusky a akce. Pfedem specifikovanou podminkou startujici
logickou bombu muize byt napiiklad konkrétni datum (vyroci urcité udalosti — napf.
,Virus 17. listopad®). V tomto pfipadé se jedna o typ tzv. éasované bomby (Time
Bomb).

Harmful logic causing damage to a data processing system and being triggered by
certain specific system conditions. Programme (a subset of Malware) which is
secretly put into applications or into an operating system where, under
predetermined conditions, it performs destructive activities. The logical bomb is
composed of two basic components: trigger and action. Predetermined specified
condition triggering the logic bomb may be, for example, a fixed date (anniversary
of a certain event — for example "Virus 17 November"). In this case, the type is a
so-called time bomb.

Logické Fizeni pFistupu Logical access control

Pouziti mechanizmt tykajicich se dat nebo informaci k zajisténi fizeni pfistupu.
Use of mechanisms related to data or information to enable control of access.
Lokalni internetovy registr Local internet registry (LIR)

Jedna se o organizaci piisobici obvykle v ramci jedné sité, které je ptidélen blok IP
adres od RIR. LIR ptidéluje bloky IP adres svym zékaznikiim pfipojenym do dané
sité. VétSina LIR jsou poskytovatelé internetovych sluzeb, podniky ¢i akademické
instituce. Souvisejici vyrazy — RIR.

The organisation, usually active in one network, which is assigned a block of IP
addresses from RIR. LIR assigns the IP address blocks to its customers connected
to the given network. Most LIRs are internet service providers, companies or
academic institutions. Related expressions — RIR.
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Lokalni sit’ (LAN) Local area network (LAN)

Oznaceni pro malé sité, obvykle v ramci administrativné jednotnych celkd — firem,
budov, spolecenstvi, které jsou budované za ucelem snadného sdileni prostiedkii
(IS, dat, sluzby, zafizeni) a umoziuji efektivni ochranu a nezadoucich jevi.

The term for small networks, usually within administratively uniform aggregates —
companies, buildings, communities, which are formed with the aim to facilitate
sharing of means (IS, data, services, equipment) and to enable effective protection
against undesirable phenomena.

MAC adresa MAC address
MAC = Media Access Control (,,Hardwarova adresa™). Jedine¢ny identifikator
sitového zafizeni, ktery je ptidélen vyrobcem.

MAC = Media Access Control. Unique identifier of a network device allotted by
the manufacturer.

Malware Malware
Skodlivy software navrzeny k poSkozeni nebo neopravnénému pfistupu k
pocitaCovym systémam.

Malicious software designed to damage or gain unauthorized access to computer
systems.

Manipulovani Tampering
Umyslné provedeni nebo umoznéni zmény digitalnich dikazd (tj. tmyslné nebo
zamérné poskozeni).

Act of deliberately making or allowing change(s) to digital evidence (i.e. intended
or purposeful spoliation).

Maskovani IP IP Masquerade

Mechanismus skryvani nebo ptedstirani jiné IP adresy, ktera takto vystupuje jako
jina identita.

A mechanism of hiding, or pretending, another IP address, and thus posing as
another identity.
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Master Terminal Unit Master Terminal Unit (MTU)

Vice Ridici server

See Control Server

Maximalni pFijatelna doba naruseni Maximum  tolerable period of
disruption (MTPD)

Doba, za kterou se nepfiznivé dopady, které mohou vzniknout v disledku
neposkytovani produktu/sluzby nebo neprovadéni ¢innosti, stanou nepfijatelnymi
(vice t¢Z Maximalni pFipustny vypadek).

Time, it would take for adverse impacts, which can arise because of not providing
a product/service or performing activities, to become unacceptable (see also
Maximum acceptable outage).

Metadata Metadata

Metadata jsou data, ktera poskytuji informaci o jinych datech.

Metadata are data that provide information about other data.

Maximalni p¥ijatelny vypadek Maximum acceptable outage (MAO)

Doba, po kterou by mohly trvat nepfiznivé dopady, které by mohly nardstat jako
vysledek neposkytovani produktu/sluzby nebo provadéni Cinnosti, nez by se staly
nepiijatelnymi (Vice téz Maximalni pFijatelna doba naruSeni).

Time, it would take for adverse impacts, which might arise as a result of not
providing a product/service or performing an activity, to become unacceptable (see
also Maximum tolerable period of disruption).

Mezi webové skriptovani Cross-site scripting (XSS)

Utok na webové aplikace spoivajici v nalezeni bezpeénostni chyby v aplikaci
a jejiho vyuziti k vlozeni vlastniho kodu. Vlozeny kdéd se obvykle snazi ziskat
osobni informace uzivatelli, obsah databaze Ci obejit bezpecnostni prvky aplikace.

The attack on web applications consisting in an attempt to find a security error in
the application and using this for the insertion of own code. The inserted code
usually tries to get personal data of users, the content of the database or to bypass
the security elements of an application.
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Minimalni odhaleni Minimal disclosure
Princip v oblasti fizeni identit omezit pfedani informace o identité tfeti stran¢ na
minimalni moZnou uroven, ktera je nutna pro dany ucel.

Principle of identity management to restrict the transfer of identity information to
a third party to the minimum possible level required for a particular purpose.

Minimalni diroveii chodu organizace Minimum business continuity objective
(MBCO)

Minimalni kapacita nebo uroven sluzeb a/nebo produktt, kterd je pfijatelnd pro
dosazeni cilii organizace béhem narusSeni.

Minimum capacity or level of services and/or products that is acceptable to the
organisation to achieve its business objectives during a disruption.

MnoZina dat, sada dat Dataset

Soubor dat.

Collection of data.

Modbus Modbus

Komunikaéni protokol pouzivany v primyslové automatizaci.

A communication protocol used in industrial automation.

Model Zivotniho cyklu Life cycle model

Model mnoziny procesti a ¢innosti tykajicich se zivotniho cyklu, které mohou byt

uspotadany do etap, ktery mimo jiné slouzi jako spolecny zaklad pro komunikaci
a porozumeéni.
A model of a set of processes and activities concerned with the life cycle that may

be organised into stages, which also acts as a common reference for
communication and understanding.

Modem Modem
Zatizeni, které slouzi k pfevodu sériovych digitalnich dat z urcitého koncového

zafizeni na analogovy signal, ktery je nasledn¢ pfenesen prostfednictvim
telefonnim sit¢ na jiné koncové zafizeni a tam je dekodovan.
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A device used to convert serial digital data from an end device to an analogue
signal then transmitted over a telephone network to another end device and
decoded there.

Monitorovaci prostiredky Monitoring means

Nastroje a prostfedky pro monitorovani provozu systému.

Tools and means to monitor system operation.

Monitorovani Monitoring

Uréeni stavu systému, procesu nebo ¢innosti. Pozn. K uréeni stavu mize byt

pottebné provadét kontrolu, dohled nebo kritické pozorovani.

Determining the status of a system, a process or an activity. Note: To determine the
status there may be a need to check, supervise or critically observe.

Monitorovani sité na dalku Remote Network Monitoring (RMON)
Monitorovani sit¢ na dalku (RMON) je soucast MIB modulu, obsazené¢ho v
SNMP, ktery obsahuje specifikaci k monitorovani jednotlivych sitovych uzli.

RMON is a part of the MIB module contained in SNMP which contains the
specification to monitor individual network nodes.

Motion Control Network Motion Control Network
Specificka sit,, ktera umoznuje aplikacim fidit pohyb soucasti urcité primyslové
sestavy vcetné sekvencovani, kontroly rychlosti, regulace a ptirtistkového pohybu.

A specific network enabling the applications to control the movement of parts of
specific industrial settings, including sequencing, speed control, regulation and
incremental motion.

Nahodné ¢islo, nahodny bit Random number, random bit
Parametr ménici se v Case, jehoz hodnotu nelze piedvidat v obsahu a Case.

A parameter varying in time whose value cannot be predicted for content or time.
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Néprava Correction
Akce vedouci k odstranéni zjisténé neshody.
Action to eliminate a detected nonconformity.

Napravné opati‘eni Corrective action

N

Cinnost vedouci k odstranéni pti¢iny neshody a k zabranéni opakovaného vyskytu.
Action to eliminate the cause of a noncompliance and prevent recurrence.
Narodni autorita National authority

Usttedni spravni ufad odpovédny za problematiku kybernetické bezpeénosti

(gestor).

State authority responsible for the issues of cyber security (guarantee).
NarusSeni Disruption

Incident o¢ekavany nebo ndhodny neocekavany nebo itok na ICT infrastrukturu,
ktery narusi bézny chod organizace v urcité lokalité.

An incident, whether anticipated or a random unanticipated or an attack on ICT
infrastructure, which disrupts the normal course of operations at a specific
location.

NarusSeni dat Data breach

Naruseni bezpe€nosti IT napf. sitova infrastruktury, které vede k nahodnému nebo
nezakonnému zniceni, ztraté, zmeéng, neopravnénému zverejnéni nebo piistupu
k pfenasenym, ulozenym nebo jinak zpracovavanym chranénym tudajum.

Compromise of security that leads to the accidental or unlawful destruction, loss,

alteration, unauthorized disclosure of, or access to protected data transmitted,
stored or otherwise processed.

Naruseni informac¢ni bezpe¢nosti Information security breach
Naruseni bezpecnosti, které vede k nezadoucimu zniceni, ztraté, zméné, vyzrazeni

nebo zpfistupnéni prenasenych, ulozenych nebo jinak zpracovavanych chranénych
informaci.
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Compromise of security that leads to the undesired destruction, loss, alteration,
disclosure of, or access to, protected information transmitted, stored or otherwise
processed.

Naru$eni ochrany tdaja Breach of Data Protection
Naruseni bezpe€nosti, umysIné i neiumysiné, které vede ke zniceni, ztraté, zmeéne,

neopravnéném odhaleni nebo zpfistupnéni chranénych dat béhem jejich ptenosu,
uloZeni nebo zpracovani.

A breach of security, intentional or unintentional that leads to the destruction, loss,
alteration, unauthorised disclosure of, or access to, protected data during
transmission or procession.

NarusSeni soukromi, narusSeni Privacy breach
ochrany osobnich udaji

Vice PoruSeni soukromi
See Privacy breach
NarusSeni, prolomeni Breach

Ohrozeni ¢i zneuziti bezpecnosti informaci nebo poruseni politiky informacni
bezpecnosti.

A breach or an abuse of information security or a breach of a security policy.
Nasledek Consequence

Vysledek udélosti ptisobici na cile.

Outcome of an event affecting objectives.

NATO CCD COE NATO Cooperative cyber defence
centre of excellence

NATO stredisko pro spolupraci v kybernetické obrané, se sidlem v Tallinnu,
Estonsko, http://www.ccdcoe.org.

NATO centre for cooperation in cyber security, based in Tallinn, Estonia,
http://www.ccdcoe.org.
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NATO CIRC - Technické centrum  NATO computer incident response
capability — Technical centre (NCIRT
TC)

Centrum technické podpory NATO CIRC — druha troven. Zajistuje schopnost
reakce na incidenty, sledovani incidenti, obnoveni systémi a poskytuje piimou
technickou podporu a pomoc provoznimu a bezpe¢nostnimu managementu
provozovanych informacnich systémti NATO.

NATO CIRC technical support centre — second level. It enables the capability to
respond to incidents, monitor incidents, perform system recovery, and provides
direct technical support and help to the operational and security management of
the operational NATO information systems.

Neautorizovany pFistup Unauthorised Access
Logicky nebo fyzicky ptistup do sité, systému, aplikace, k datim nebo k jinému
zdroji bez povoleni.

A logical or physical access without permission to a network, system, application,
data, or other resources.

Nepopiratelnost Non-repudiation

Schopnost prokazat vyskyt idajné udalosti nebo ¢innosti a zapojeni entit, které ji
vyvolaly.

Ability to prove the occurrence of a claimed event or action and its originating
entities.

Nepratelské jednani Adverse actions
Akce provedené agentem hrozby na aktivu.

Actions performed by a threat agent on an asset.
Neshoda Nonconformity
Nesplnéni pozadavku.

Non-fulfilment of a requirement.
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Neuronova sit’ Neural network

Model inspirovany lidskym mozkem, pouzivany pro strojové uceni.

A model inspired by the human brain, used for machine learning.

Neustalé zlepSovani Continual improvement

Opakovana ¢innost vedouci ke zvySovani vykonnosti.

Recurring activity to enhance performance.

NevyZadana poSta Spam

Nevyzadana reklamni posta, nebo jiné nevyzadané sdéleni, zpravidla komeréniho
charakteru, které je Sifeno Internetem. Nejcastéji se jedna o nabidky afrodisiak,

1é¢iv nebo pornografie. Neni-li systém dostateéné zabezpecen, mize nevyzadana
posta tvorit znanou ¢ast elektronické korespondence.

Unsolicited mail such as commercials, or another unsolicited message, usually of
a commercial character, which is distributed on the Internet. Most often these are
offers for aphrodisiacs, medicaments or pornography. Unless the system is
adequately protected, unsolicited mail can make up a substantial part of the
electronic correspondence.

Niceni kli¢a Key destruction

Sluzba, ktera zarucuje bezpecné zniceni klict, které nejsou nadale potebné.
A service for the secure destruction of keys that are no longer needed.
Obdobi piistupu Access period

Casové obdobi, béhem n&hoz je povolen pistup k uréitému objektu.

Time period during which access to a certain object is allowed.

Obecné zahlceni Generic traffic flood

Forma utoku typu DDeS.

Form of a DDoS attack.
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Object Linking and Embedding Object Linking and Embedding (OLE)
(OLE) pro Procesni Fizeni for Process Control

Skupina otevienych standardt, které zajistuji spolupraci mezi nesourodymi
provoznimi zafizenimi, automatizaci/fizenim a provoznimi systémy.

A set of open standards developed to promote interoperability between disparate
field devices, automation/control, and business systems.

Obnova dat Data restoration/ Data recovery

Akt znovuvytvoreni ¢i znovuziskani dat, ktera byla ztracena, nebo byla naruSena
jejich integrita. Metody zahrnuji kopirovani dat z archivu, rekonstrukci dat ze
zdrojovych dat, nebo opakované ustaveni dat z alternativnich zdroji.

The act of re-creation, or reacquisition, of data lost, or whose integrity was
compromised. Methods include copying from an archive, restoration of data from
source data, or repeated establishment of data from alternative sources.

Obnova po havarii ICT ICT Disaster Recovery

Schopnost ICT prvki organizace plnit své kliCové provozni funkce na pfijatelné
urovni béhem uréeného casového tiseku bezprostfedné po naruseni.

The ability of the ICT elements of an organisation to support its critical business
functions to an acceptable level within a predetermined period following a
disruption.

Obranna infrastruktura Defence infrastructure

Soubor objektt, staveb, pozemki a zafizeni véetné nezbytnych sluzeb, vyrobnich
a nevyrobnich systéma potfebnych k zajisténi jejich provozu, bez ohledu na formu
vlastnictvi a zplsob vyuziti, jejichz zniCeni, naruseni nebo omezeni jejich ¢innosti
by za stavu ohrozeni statu nebo za vale¢ného stavu ohrozilo plnéni ukolt: (1)
Ozbrojenych sil Ceské republiky pfi realizaci Planu obrany CR a opera¢nich plénii
véetné mobilizacnich opatfeni, (2) zpracovatelll pii realizaci jejich dil¢ich plant
obrany a ostatnich prvkii bezpeénostniho systému CR, (3) spojeneckych
ozbrojenych sil pfi realizaci jejich operacnich planti, (4) ochrany obyvatelstva.

Set of objects, buildings, ground plots and equipment including necessary services,
production and non-production systems needed to ensure their operation,
regardless of the form of ownership and the way of utilisation, whose destruction,
damage or limitation of activity would, under situation of threat to the state or a
state of war, put in danger fulfilment of tasks: (1) of Armed Forces of the Czech
Republic (CZE) during the implementation of the Plan of defence of CZE as well
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as operational plans including plans for mobilisation, (2) of experts during
implementation of their partial plans of defence and other elements of security
system of CZE, (3) of allied armed forces during the implementation of their
operational plans, (4) of protection of population.

Obtizna zjistitelnost Stealth
Zabranéni nebo omezeni moznosti zjisténi (identifikace) objektu.

Prevention or limitation of object's identification.

Odborna zpusobilost Competence

Zpusobilost pouzivat znalosti a dovednosti k dosazeni zamyslenych vysledku.
Ability to apply knowledge and skills to achieve intended results.

Odbornik na  systém  Fizeni Information security management

informacni bezpecnosti (ISMS) system (ISMS) professional

Osoba, ktera zavadi, implementuje, udrzuje a neustale zlepsuje jeden nebo vice
procest systému fizeni informacni bezpecnosti.

Person who establishes, implements, maintains and continuously improves one or
more information security management system processes.

Odhad rizika Risk estimation

Proces k urceni hodnot pravdépodobnosti a nasledkt rizika.

Process to determine values of probability and consequences of risk.
Odhaleni Disclosure

V kontextu IT obvykle pouzivano k vyjadieni faktu, Ze byla odhalena data,
informace nebo mechanismy, které na zakladé politik a technickych opatieni mély
zustat skryty.

In IT context it is usually used for the expression of the fact that data, information
or mechanisms were disclosed which should be hidden on the basis of policies and
technical measures.
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Odmitnuti sluzby Denial of service (DoS)

Odmitnuti sluzby je technika Gtoku na internetové sluzby nebo stranky, pfi niz
dochazi k prehlceni pozadavky a k padu nebo nefunkénosti a nedostupnosti
systému pro ostatni uzivatele, a to utokem mnoha koordinovanych uto¢nik.

Denial of service is the technique of attack by many coordinated attackers on the
internet services or pages resulting in flooding by requests and breakdown or
unfunctionality or unavailability of the system for other users.

Odolnost systému Resilience of a system

Schopnost organizace, systému ¢i pocitacové sit¢ bez uhony prestdt pokus o
narus$eni. Odolnost systému je zpisobilost systému spolehlivé pracovat bez ohledu
na to, jaké vlivy na néj pasobi z okoli systému. Systém s touto zptisobilosti se bude

chovat efektivné tehdy, kdyz nékteré z jeho parametrti maji nahodny charakter a
jsou odlisné od téch, které se predpokladali.

The ability of an organisation, system or computer network to withstand without
any harm any attempt of disruption. The resilience of a system is its capability to
operate reliably without regard to impacts from the outside. A system with such a
capability behaves effectively if some of its parameters have a random character
and are different from the supposed ones.

Odposlech Wiretapping

Jedna se o jakykoliv odposlech telefonniho pienosu nebo konverzace provedeny
bez souhlasu obou stran, pomoci pfistupu na samotny telefonni signal.

This is any tapping of a telephone transmission or conversation done without the
consent of both parties, by accessing the telephone signal proper.

Odposlech / Nezadouci odposlech Eavesdropping
Neautorizované zachytavani informaci.

Unauthorised catching of information.

Odposlech webu Webtapping

Sledovani webovych stranek, které pravdépodobné obsahuji utajované nebo citlivé
informace, a lidi, jez k nim maji pfistup.
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Monitoring of web pages, which may contain classified or sensitive information,
and of people, who have access to them.

Odpovédnost Accountability

Vlastnost, ktera zarucCuje, ze je mozné zpétné vysledovat veskeré aktivity urcité
entity. Odpovédnost vyplyva z povinnosti plnit ¢innosti a tikoly dané popisem
soucasnych a minulych aktivit.

A property that ensures that the actions of an entity can be traced uniquely back to
the entity. The accountability follows from the obligation to perform activities and
tasks given by current and past activities.

Odvétvova kritéria Sector criteria

Technické nebo provozni hodnoty k urovani prvku kritické infrastruktury
v odvétvich energetika, vodni hospodaistvi, potravinafstvi a zeméd¢lstvi,
zdravotnictvi, doprava, komunikacni a informacni systémy, finan¢ni trh a ména,
nouzové sluzby a vetejna sprava.

Technological or operational values to determine an element of critical
infrastructure in the sectors of energy, water management, food and agriculture,
health, transport, communication and information systems, financial market and
currencies, emergency services and public administration.

Ochrana dat Data protection
Administrativni, technickd, proceduralni, personalni nebo fyzickd opatieni

implementovana za ucelem ochrany dat pfed neautorizovanym pfistupem nebo
porusenim integrity dat.

Administrative, technological, procedural, staffing or physical measures
implemented in order to protect data against an unauthorised access or against
corruption of data integrity.

Ochrana kritické infrastruktury Critical infrastructure protection
Opatfeni zameéfena na snizeni rizika naruseni funkce prvku kritické infrastruktury.

Measures aimed at lowering the risk of corruption of an element of the critical
infrastructure.
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Ochrana osobnich udaji Personal Data Protection

Proces zajisténi, Ze osobni Gdaje jsou shromazd’ovany, uchovavany a zpracovavany
v souladu s pravnimi predpisy.
The process of ensuring that personal data is collected, stored, and processed in

compliance with legal regulations.

Ochrana pied kopirovanim Copy protection

Pouziti specialni techniky k detekci nebo zamezeni neautorizovaného kopirovani
dat, software a firmware.

Use of a special technique for the detection or prevention of unauthorised copying
of data, software and firmware.

Ochrana souboru File protection

Implementace vhodnych administrativnich, technickych nebo fyzickych
prosttedkd  k ochrané¢ pfed neautorizovanym piistupem, modifikaci nebo
vymazanim souboru.

Implementation of suitable administrative, technological or physical means for the
protection against unauthorised access, modification or erasure of a file.

Ochrana soukromi Privacy protection

Konkrétni volby uskute¢néné subjektem osobnich udaju, jak by jeho osobni udaje
meély byt zpracovavany pro konkrétni ucel.

Specific choices made by a subject of personal data about how personal data
should be processed for a particular purpose.

Online sluzba Online service

Sluzba, ktera je nasazena na hardware, software nebo jejich kombinaci a je
poskytovana prosttednictvim komunikacni sit€. Za online sluzby se povazuje napf.
internetovy vyhledavac, online zdlohovani dat, internetovy e-mail nebo software
jako sluzba (SaaS).

A service which is implemented by hardware, software or a combination of these,
and provided over a communication network. Online services include, for example,
a search engine, online backup services, Internet-hosted email, and software as a
service (SaaS).
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Opatieni Measure

Prostfedky modifikujici riziko, vcetné politik, strategii, postupli, smérnic,
obvyklych postupti (praktik) nebo organizacnich struktur, které mohou byt
administrativni, technické, fidici nebo pravni povahy.

A measure that is modifying risk, including all policies, strategies, procedures,
directives, usual procedures (practices) or organisational structures, which may be
of an administrative, technological, management or legal character.

Opatfeni aplika¢ni bezpe¢nosti Application Security Control (ASC)

Datova struktura, ktera obsahuje pfesny vycet a popis bezpe¢nostnich ukont a
snimi spojenych kontrolnich méfeni, které jsou provadény v urcitém bodé
zivotniho cyklu aplikace.

A data structure containing a precise enumeration and description of security
activities and the associated verification measurement to be performed at a specific
point in an application’s life cycle.

Opati‘eni ochrany soukromi Measures to protect privacy

Opatieni, ktera oSetuji rizika poruseni soukromi snizenim pravdépodobnosti jejich
vyskytu nebo snizenim jejich nasledk.

Measures that treat privacy risks by reducing their likelihood or their
consequences.

Open software foundation Open software foundation (OSF)

Neziskova organizace zalozena v roce 1988 na zaklad¢ zakona ,,U.S. Cooperative
Research Act of 1984“ proto, aby vytvofila otevienou normu pro realizaci
operacniho systému UNIX.

A non-profit organization founded in 1988 under the "U.S. Cooperative Research
Act of 1984" to create an open standard for the implementation of the UNIX
operating system.

Operacni systém Operating system

Programové prostiedky, které fidi provadéni programi a které mohou poskytovat
ruzné sluzby, napt. pridélovani prostfedkll, rozvrhovani, fizeni vstupii a vystupti a
spravu dat. Pfikladem operacniho systému je systém MS Windows, LINUX,
UNIX, Solaris apod.
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Software which controls programme executions and which can offer various
services, e.g. assignment of devices, scheduling, control of input and output and
data administration. Examples of operating systems are the MS-DOS system,
LINUX, UNIX, Solaris, and others.

Operacni technologie (OT) Operational technology (OT)

Operacni technologie (OT) je hardware a software, ktery detekuje nebo zpisobuje
zménu prostiednictvim pfimého monitorovani a/nebo fizeni primyslového
zafizeni, aktiv, procesi a udalosti. Termin se ustalil, aby demonstroval
technologické a funkéni rozdily mezi tradi¢nimi systémy informacnich technologii
(IT) a prosttedim pramyslovych fidicich systému jako jsou napf. systémy PLC,
SCADA, CNC, BAS atd.

Operational technology (OT) is hardware and software that detects or causes a
change, through the direct monitoring and/or control of industrial equipment,
assets, processes and events. The term has become established to demonstrate the
technological and functional differences between traditional information
technology (IT) systems and industrial control systems environment as they are for
examples PLC, SCADA, CNC, BAS systems.

Opravnéni, pristupové opravnéni Privilege, Access right
/ Permission

Opravnéni urc¢itého subjektu vyuzivat uréity zdroj.

Authorisation of a subject to access a resource.

Organizace Organisation

Osoba nebo skupina osob, které maji své vlastni funkce s odpoveédnostmi,

pravomocemi a vztahy, pomoci nichz mohou dosdhnout svych cila.

Person or group of people that has its own functions with responsibilities,
authorities and relationships to achieve its objectives.

Organizacni opatieni Organisational Measures

Procesy, které¢ shromazd’uji a vyuzivaji informace k hodnoceni vykonu rtiznych
organizacnich zdroji, jako jsou lidské, fyzické, finan¢ni a také organizace jako
celek ve svétle sledovanych organizacnich strategii, pfiCemz ovliviiuji chovani
organizacnich zdroju pii implementaci organizacnich strategii.
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Processes that collect and use the information to evaluate the performance of
various organisational resources, as human, physical, financial ones, as well as of
the organisation as a whole in the light of the organisational strategies and while
doing so, they influence the behaviour of information resources during the
implementation of organisational strategies.

Organ spravy a Fizeni Governing body
Osoba nebo skupina osob zodpovédnych za vykonnost a konformitu organizace.
Person or group of people who are accountable for the performance and

conformance of the organisation.

Osobné identifikovatelné informace Personally identifiable information
(tidaje) (data)
(PI1)

Vice Osobni udaje
See Personal data
Osobni pocitac¢ Computer, personal computer (PC)

V souladu se znénim CSN 36 9001 se jedna o ,,stroj na zpracovani dat provadéjici
samocinné posloupnosti riznych aritmetickych a logickych operaci®. Jinymi slovy:
stroj charakterizovany praci s daty, ktera probihda podle pfedem vytvofeného
programu ulozeného v jeho paméti.

In accordance with the wording of CSN 36 9001 this is "a data processing machine
executing independent sequences of various arithmetic and logical operations." In
other words: a machine characterised by processing data according to a previously
created programme stored in its memory.

Osobni identifika¢ni ¢islo (PIN) Personal identification number (PIN)
Ciselny kod, ktery se pouziva k ovéfeni totoznosti.

Numeric code used to authenticate an identity.

Osobni udaje Personal data

Veskeré informace o identifikované nebo identifikovatelné fyzické osobé (tj.

subjektu udaji); identifikovatelnou fyzickou osobou je fyzickd osoba, jejiz
totoznost lze pfimo ¢i nepfimo urcit, zejména odkazem na urcity identifikator,
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napiiklad jméno, identifikacni ¢islo, adresu, sitovy identifikator nebo na jeden ¢i
vice zvlastnich prvka fyzické, fyziologické, genetické, psychické, ekonomicke,
kulturni nebo spolecenské identity této fyzické osoby.

Any information relating to an identified or identifiable natural person (i.e. data
subject); an identifiable natural person is one who can be identified, directly or
indirectly, in particular by reference to an identifier such as a name, an
identification number, location data, an online identifier or to one or more factors
specific to the physical, physiological, genetic, mental, economic, cultural or social
identity of that natural person.

Otevi‘ené bezpeénostni prostiedi Open-security environment (OSE)
Prosttedi, ve kterém je ochrana dat a zdroju pfed ndhodnymi nebo imyslnymi ¢iny
dosazena pouzitim normalnich provoznich postupt.

Environment where data and source protection against accidental or intentional
acts is achieved by using standard operational procedures.

Otevieny komunikacni systém Open communication system
Predstavuje (zahrnuje) globalni pocitacovou sit’ vcetné jejich funkcionalit,
podporovanou jak soukromymi spole¢nostmi, tak vefejnymi institucemi.

It represents (includes) a global computer network including all its functions and
supported both by private companies and public institutions.

Otisk Digest
Vysledek hash operace.

Result of a hash operation.

Outsourcovani Outsourcing

Potizeni sluzeb IT (vCetné produkti anebo bez nich), které vyuzivaji zdroje
dodavatele k podpote urcitého organizacniho procesu namisto zdrojt vlastnich.

Acquisition of IT services (with or without products) in support of a business
function for performing activities using supplier’s resources rather than the
acquirer’s.
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Ovéreni totoZnosti / Autentizace Authentication

(1) Poskytnuti zaruky, Ze udadvana charakteristika urcité entity je spravna.

(2) Proces ovéteni identity uzivatele nebo zafizeni pfed poskytnutim piistupu k
systému.

(3) Elektronicky postup, ktery umoziiuje potvrdit elektronickou identifikaci
fyzické ¢i pravnické osoby nebo ptivod a integritu dat v elektronické podob¢.

(1) Providing a guarantee that the stated characteristics of a particular entity are
correct.

(2) The process of verifying the identity of a user or device before granting access
to a system.

(3) An electronic procedure that allows confirming the electronic identification of
a natural or legal person, or the origin and integrity of data in electronic form.

Ovéreni totoZnosti dat Data authentication
Proces pouzivany k ovéfeni integrity dat (napf. ovéfeni, Ze pfijatd data jsou
identicka s odeslanymi daty, ovéfeni, ze program neni infikovan virem).

Process used to verify data integrity (verification that received and sent data are
identical, verification that programme is not infected by a virus, for example).

Ovéreni totoznosti entity / identity  Entity / identity Authentication
Ovéreni, ze urcita entita je tou entitou, za kterou se vydava. Autentizace entity.
A verification that an entity is the one claimed.

Ovéreni totoznosti klice Key authentication

(1) Proces k ovéteni totoznosti (autentizace) entity uzivatele, kterym nemusi nutné
byt pouze Clovek. Uzivatel je pokladan za opravnéného, pokud prokaze znalost,
opravnénost vlastnictvi klice.

(2) Proces ovéieni, ze dany vetejny klic€ urCité osoby skutecné patii této osobe.

(1) A process to verify the identity (authentication) of a user, the user not
necessarily being human. A user is considered authenticated if the ownership of a
key is justified.

(2) Process of verification that the public key truly belongs to that person.
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Ovéreni totoZnosti zpravy Message authentication

Ovéfeni, ze zprava byla odeslana pravym puivodcem zamyslenému piijemci a ze
tato zprava nebyla pfi pfenosu zménéna. Ovéfeni totoznosti zdroje informaci —
odesilatele zpravy. Castym zplisobem se stava vyuziti digitadlniho podpisu.

Verification that message was sent by the alleged originator to the intended
receiver and that this message was not changed in transmission. Verification of the
identity of information source-sender of the message. Frequently, digital signature
is used.

Ovlada¢ DC Serva DC Servo Driver

Ovlada¢ ur€eny pro stejnosmérné servomotory, ktery vysila ptikazy do motoru a
ziskéva udaje o otackach ¢i thlu motoru z enkodéru nebo resolveru.

A driver that works specifically for direct-current servo motors. It transmits
commands to the motor and receives feedback from the servo motor resolver or
encoder.

Paket Packet

Blok dat prenaseny v pocitacovych sitich, které pouzivaji technologii "pfepojovani
pakett". Paket se sklada z fidicich dat a z uZivatelskych dat. Ridici data obsahuji
informace nutné k doruéeni paketu (adresa cile, adresa zdroje, kontrolni soucty,
informace o potadi paketu). UzZivatelska data obsahuji ta data, ktera maji doru¢ena
do cile (cilovému adresatovi).

Block of data transferred in computer networks and using the technology of "packet
switching". A packet consists of control data and user data. Control data contain
information necessary for packet delivery (destination address, source address,
checksums, and information on packet priority). User data contain those data
items, which should be delivered to the target (destination addressee).

Par klicu Key pair
Dvojice sestavajici z vefejného klice a privatniho klice pro asymetrickou Sifru.

Puair consisting of a public key and a private key associated with an asymmetric
cipher.
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Pasivni hrozba Passive threat
Hrozba zptistupnéni informaci, aniz by doslo ke zméné¢ stavu systému zpracovani
dat nebo pocitaové sité.

The threat of making access to data without actually changing the state of the data
processing system or the computer network.

Paterni sit’ Core network
Ustiedni ¢ast telekomunikaéni sité, ktera poskytuje rtizné sluzby zakaznikom,
pripojenych pies piistupovou sit’.

The central part of a telecommunication network that provides various services to
customers who are connected by the access network.

Penetracni testovani Penetration testing

(1) Zkoumani funkci pocitacového systému a siti s cilem najit slaba mista
pocitacové bezpecnosti tak, aby bylo mozno tato slaba mista odstranit.
(2) Simulovany kyberneticky utok na systém za Gcelem identifikace zranitelnosti.

(1) Analysis of functions of a computer system and networks with the objective of
finding out weak spots in computer security so that these could be removed.
(2) A simulated cyberattack on a system to identify vulnerabilities.

Periferni zartizeni Peripheral equipment
Zatizeni, které je fizeno pocitatem a mize s nim komunikovat, napf. jednotky
vstupu/vystupu a pomocné paméti.

Equipment controlled by a computer and able to communicate with it, e.g.
input/output devices and auxiliary memory.

PGP Pretty good privacy (PGP)
pouziva pro Sifrovani obsahu zprav (e-mailll) a pro vybaveni téchto zprav
elektronickym (digitalnim) podpisem.

Mechanism/programme enabling encryption and signature of data. Most typically
it is used for encrypting the content of messages (emails) and for providing these
messages with an electronic signature.
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Pharming Pharming

Podvodna metoda pouzivanad na Internetu k ziskavani citlivych udaji od obéti
utoku. Principem je napadeni DNS a piepsani IP adresy, coz zptisobi pfesmérovani
klienta na fale$né stranky internet bankingu, e-mailu, socialni sité atd. po zadani
URL do prohlizece. Tyto stranky jsou obvykle k nerozeznani od skutecnych stranek
banky a ani zkuseni uzivatelé¢ nemuseji poznat tuto zdménu (na rozdil od pfibuzné
techniky phishingu).

The fraudulent method used on the Internet to obtain sensitive data from the victim
of the attack. The principle is an attack on DNS and rewriting the IP address, which
results in redirecting the client to a false address of internet banking, email, social
network etc., after inserting the URL into the browser. These pages are as a rule
indistinguishable from the real pages of a bank and even experienced users may
not recognise this change (unlike the related technique of phishing).

Phishing (rybateni) Phishing

Podvodna metoda (technika), usilujici o zcizovani digitalni identity uzivatele, jeho
prihlasovacich jmen, hesel, ¢isel bankovnich karet a uc¢tu apod. za Géelem jejich
nasledného zneuziti (vybér hotovosti z konta, neopravnény piistup k datim atd.).
Vytvoreni podvodné zpravy, Sifené vétSinou elektronickou postou, jez se snazi
zminéné Udaje z uzivatele vyldkat. Zpravy mohou byt maskovany tak, aby co
nejvice imitovaly divéryhodného odesilatele. Mize jit naptiklad o padélany dotaz
banky, jejichz sluzeb uzivatel vyuziva, se zadosti o zaslani ¢isla uctu a PIN pro
kontrolu (pouziti dialogového okna, ptedstirajiciho, Ze je oknem banky — tzv.
spoofing). Timto zplisobem se snazi pfistupujici osoby piesvédcit, ze jsou na
znamé adrese, jejimuz zabezpeceni diveéiuji (stranky elektronickych obchodi atd.).
Tak byvaji rovnéz velice ¢asto zcizovana napftiklad ¢isla kreditnich karet a jejich
PIN.

A fraudulent method having the objective of stealing the digital identity of a user,
the sign-on names, passwords, bank account numbers and accounts etc. to
subsequently misuse these (drawing cash from the account, unauthorised access to
data etc.). Creation of a fraudulent message distributed mostly by electronic mail
trying to elicit the mentioned data from the user. The messages may be
masqueraded to closely imitate a trustworthy sender. It may be a forged request
from a bank whose services the user accesses with a request to send the account
number and PIN for a routine check (use of the dialogue window purporting to be
a bank window — so-called spoofing). Thus, the fraudster tries to convince
accessing persons that they arve at the right address, whose security they trust
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(pages of electronic shops etc.). Also, very often credit card numbers and PINS are
stolen in this fashion.

Phreaker Phreaker

Osoba provadgjici ,,hacking® prostfednictvim telefonu. Pouzivanim riznych trikd
manipulujicich se sluzbami telefonnich spolecnosti.

Person doing "hacking" on the phone, using various tricks manipulating the
services of telephone companies.

Phreaking Phreaking

Napojeni se na cizi telefonni linku v rozvodnicich, vefejnych telefonnich budkach
nebo pfimo na nadzemni/podzemni telefonni vedeni, diky ¢emuz lze: (1) volat
zadarmo kamkoliv, (2) surfovat zadarmo po internetu a (3) odposlouchavat cizi
telefonni hovory. Platba za hovor jde samozfejm¢ na cet obéti (registrovaného
uzivatele linky anebo telekomunikacni spolecnosti). Za phreaking se povazuje i
nabouravani se riznymi metodami do mobilni sité nebo vyroba odposlouchavacich
zafizeni.

Denotation for tapping into a somebody else's telephone line in distribution panels,
public telephone booths or directly in the ground/below ground telephone lines and
thanks to these: (1) it is possible to call anywhere free of charge, (2) surf the
internet free of charge, and (3) listen to somebody else's telephone conversations.
Payment for the call is of course at the cost of the victim (registered user of the line,
or the telephone company). Tapping into a mobile network by using various
methods or the manufacture of listening devices are also considered phreaking.

Ping Ping
Nastroj pouzivany v pocitatovych sitich pro testovani dosazitelnosti pocitace nebo

cilové sité pres IP sité. Ping méfi Cas navratu odezvy a zaznamenava objem
ztracenych dat (packets).

Instrument used in computer networks for testing computer availability over IP
networks. Ping measures the time of response and records the volume of lost data
(packets).

Ping smrti Ping of death

Typ utoku na pocitac, ktery zahrnuje chybné odeslany nebezpecny ICMP paket,
napt. odesilani IP paketu vétsiho nez maximalni velikost IP paketu, ktery zhrouti

138



Vykladovy slovnik kybernetické bezpe¢nosti

cilovy pocita¢ nebo odeslanim paketu docili piekroceni maximalni velikosti IP
paketll, coz zptisobi selhani systému.

Type of an attack on a computer, which includes a dangerous ICMP packet sent in
error e.g. a packet sent larger than the maximum size of IP packet which collapses
the target computer, or, by sending the packet the attacker exceeds the maximum
size of IP packets which results in the failure of the system.

Pivoting Pivoting

Vyuziti systému, ktery se utoénikovi uspé$né povedlo napadnout, k napadeni
dalsich systému ve spole¢né siti.

Use of a system that has been successfully attacked, to attack other systems in the
shared network.

Plan bezpecnosti Security Plan

Oficialni dokument, ktery poskytuje pichled bezpecnostnich pozadavki na
informacni systém a popisuje realizovand, nebo planovana bezpecnostni technicka
a organizacni opatieni, ktera tyto pozadavky splnuji.

A formal document that provides an overview of the security requirements for an
information system and describes the implemented or planned technical and
organizational security measures that meet these requirements.

Plan/program informaéni Information Security Programme /
bezpeénosti Plan

Oficialni dokument, ktery poskytuje piehled bezpecnostnich pozadavkil na
informaéni bezpe¢nost organizaci a popisuje realizovand, nebo planovana
bezpecnostni opatteni, ktera tyto pozadavky spliuji.

A formal document that provides an overview of the security requirements for an
organisation-wide information security programme and describes the programme
management controls and common controls in place or planned for meeting those
requirements.

Plan kontinuity ¢innosti Business continuity plan (BCP)
Dokumentované postupy, které provadi organizace, aby reagovala, obnovila,

pokracovala a zotavila své Cinnosti na pfedem stanovenou Uroven provozu po
naruseni.

Documented procedures that guide organisations to respond, recover, resume, and
restore to a pre-defined level of operation following disruption.
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Plan obnovy / Havarijni plan Disaster recovery plan / Contingency
plan

Plan pro zalozni postupy, odezvu na nepfedvidanou udalost a obnovu po havarii.

Plan for backup procedures, response to an unforeseen event and recovery after a
disaster.

Plan obnovy po havarii ICT ICT disaster recovery plan (ICT DRP)

Jasné definovany a zdokumentovany plan, ktery obnovi schopnosti ICT, kdyz
dojde k naruseni. Poznamka: V nékterych organizacich se nazyva plan kontinuity
ICT.

Clearly defined and documented plan which recovers ICT capabilities when a
disruption occurs. Note: It is called ICT continuity plan in some organizations.

Plan Fizeni rizik Risk management plan

Schéma v ramci managementu rizik specifikujici pistup, dil¢i ¢asti managementu
a zdroje, které se maji pouzit k managementu rizik.

Scheme in the framework of risks specifying access, parts of management and
sources to be used for risk management.

Platforma jako sluzba Platform as a Service (PaaS)

Moznost dana uzivateli umistit do infrastruktury cloudu uzivatelské ¢i ziskané
aplikace vytvofené pomoci programovacich jazykt, knihoven, sluzeb a nastroji
vytvofenych uzivatelem. UZzivatel nefidi ani neovlada zakladni strukturu cloudu
véetné sité, serverti, operacnich systémi nebo ukladacich zafizeni, ale ftidi
rozmisténé aplikace a ptipadné nastavené konfigurace pro aplikacni prostiedi.

The capability provided to the user to deploy onto the cloud infrastructure user-
made or acquired applications created by programming languages, libraries,
services, and tools supported by the user. The user does not manage or control the
underlying cloud infrastructure including network, servers, operating systems, or
storage, but has control over the deployed applications and possibly configuration
settings for the application-hosting environment.

Plosné vysilani Broadcast
Vice Broadcast

See Broadcast
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Poditacova / Kyberneticka Sikana Cyberbullying

Druh Sikany, ktery vyuziva elektronické prostiedky, jako jsou mobilni telefony, e-
maily, pagery, internet, blogy a podobné k zasilani obtézujicich, urazejicich ¢i
uto¢nych mailt a SMS, vytvareni stranek a blogii dehonestujicich vybrané jedince
nebo skupiny lidi.

TBype of bullying using electronic means such as mobile phones, emails, pagers,
internet, blogs and similar for sending harassing, offending or attacking emails
and text messages, the creation of pages and blogs defaming selected individuals
or groups of people.

Pocitacova bezpecnost Computer security (COMPUSEC)

Obor informatiky, ktery se zabyva zabezpecenim informaci v pocitacich (odhaleni
a zmenSeni rizik spojenych s pouzivanim pocitace). Pocitacova bezpecnost
zahrnuje: (1) zabezpecCeni ochrany pfed neopravnénym manipulovanim se
zafizenimi pocéitaCového systému, (2) ochranu pied neopravnénou manipulaci s
daty, (3) ochranu informaci pfed kradezi (nelegalni tvorba kopii dat) nebo
poskozenim, (4) bezpecnou komunikaci a pfenos dat (kryptografie), (5) bezpeéné
ulozeni dat, (6) dostupnost, celistvost a nepodvrhnutelnost dat.

Je to také zavedeni bezpeénostnich vlastnosti hardwaru, firmwaru a softwaru do
pocitacového systému, aby byl chranén proti neopravnénému vyzrazeni, aprave,
zménam nebo vymazani skutecnosti nebo aby jim bylo zabranéno nebo proti
odmitnuti pfistupu. Ochrana dat a zdroji pfed ndhodnymi nebo Skodlivymi
¢innostmi.

Branch of informatics dealing with securing of information in computers
(discovering and lowering risks connected to the use of the computer). Computer
security includes: (1) enabling protection against unauthorised manipulation with
the devices of a computer system, (2) protection against unauthorvised data
manipulation, (3) protection of information against pilferage (illegal creation of
data copies), (4) secure communication and data transfer (cryptography), (5)
secure data storage, (6) availability, integrity and authenticity of data.

It is also the introduction of security properties of hardware, firmware and software
into the computer system so that it is protected against unauthorised disclosure,
amendments, changes or erasure of facts or to prevent these, or against access
denial — protection of data and sources against accidental or harmful activities.
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Pocitacova kriminalita / Computer crime / Cyber crime
Kybernetick4 kriminalita

Zlo¢in spachany pomoci systému zpracovani dat nebo pocitacové sité nebo pitimo
s nimi spojeny.
Crime committed using a data processing system or computer network or directly
related to them.

Pocitacova sit’ Computer network

Soubor pocita¢ti spolu s komunikaéni infrastrukturou (komunikacni linky,
technické vybaveni, programové vybaveni a konfigurani udaje), jejimz
prostfednictvim si (pocitace) mohou vzajemné posilat a sdilet data.

A collection of computers together with a communication infrastructure
(communication lines, hardware, software and configuration data) through which
they (computers) can send and share data with each other.

Poditacové obtéZovani Cyber harassment

Internetové obtézovani (i jednotlivy ptipad), zpravidla obscénni ¢i vulgarni povahy.
Casto byva soucasti cyberstalkingu. Vice také Cyberstalking.

Internet harassment (even an individual case) usually of an obscene or vulgar
character. It is often part of cyberstalking. See also Cyberstalking.

Pocitacovy podvod Computer fraud

Podvod spachany pomoci systému zpracovani dat nebo pocitacové sité nebo piimo
s nimi spojeny.

Fraud committed using a data processing system or computer network or directly
related to them.

Pocitacovy virus Computer virus

Pocitacovy program, ktery se replikuje pfipojovanim své kopie k jinym
programim. MuZze obsahovat Cast, ktera ho aktivuje, pokud dojde ke splnéni
nékterych podminek (napf. ¢as) v hostitelském zafizeni. Sifi se prostfednictvim
Internetu (elektronickd posSta, stahovani programil z nespolehlivych zdrojt),
pomoci pienosnych pamétovych médii apod. Toto d€la za ucelem ziskani riznych
typt dat, zcizeni identity, znefunkénéni pocitace atd.

A computer programme, which replicates itself by attaching its copies to other
programmes. It may contain a part which activates it when certain conditions are
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met (e.g. time) in the host device. It is distributed using the Internet (electronic
mail, downloading programmes from unreliable sources), using mobile storage
media and others. This is done to obtain various types of data, for identity theft, for
putting the computer out of operation, etc.

Podepisovani Signing

Proces vytvareni podpisu, jehoz vstupem je zprava a podpisovy kli¢ signatafe a
vystupem je podpis.

Signature generation process that takes a message and a signing key of a signer to
produce a signature.

Podnikovy informa¢ni systém Enterprise Resource Planning (ERP)
System

Systém, ktery propojuje informace napii¢ podnikem véetné fizeni lidskych zdroju,
financi, vyroby a logistiky a rovnéz zajistuje propojeni organizace s jejimi
zakazniky a dodavateli.

A system that integrates enterprise-wide information including human resources,
financials, manufacturing and logistics as well as connects the organisation to its
customers and suppliers.

Podrobna inspekce paketi Deep packet inspection (DPI)

Forma filtrovani paketti v pocita¢ové siti, ktera prohlizi datovou ¢ast (a mozna také
hlavicku) paketu pti prichodu inspekénim bodem, a hleda nesoulad s protokolem,
viry, spam, priniky nebo také definovana kriteria pro rozhodnuti, zda paket miize
projit ¢i zda je nutné pfesmérovani na jiné misto urceni, nebo za celem sbéru
statistickych informaci.

A form of computer network packet filtering that examines the data part (and
possibly also the header) of a packet as it passes an inspection point, searching for
protocol non-compliance, viruses, spam, intrusions, or defined criteria to decide
whether the packet may pass or if it needs to be routed to a different destination,
or, for collecting statistical information.

Podsit’ Subnet
Segment site, ktery sdili spole¢nou slozku adresy.

Segment of a network that shares a common address component.
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Podstoupeni rizik Risk retention

Pfijeti bfemene ztraty nebo prospéchu ze zisku vyplyvajiciho z urcitého rizika.
Accepting the burden of a loss or benefit from profit ensueing from a certain risk.
Podvod Scam

Podvod nebo zneuziti davery.

Fraud or confidence trick.

PodvrZeni IP adresy IP spoofing

Podvrzeni zdrojové IP adresy u zafizeni (pocitace), které iniciuje spojeni
(s pfijemcem) za ucelem zatajeni skute¢ného odesilatele. Tato technika byva
vyuzivana predevsim v ttocich typu DoS.

Spoofing of the source IP address on a device (a computer) which triggers
connection (with a recipient) in order to hide the real sender. This technique is used
particularly in attacks of DoS type.

Pokrodila a trvala hrozba Advanced persistent threat (APT)
Typickym ucelem APT (skupin) je dlouhodobé a vytrvalé infiltrovani a zneuzivani

cilového systému za pomoci pokrocilych a adaptivnich technik (na rozdil od
béznych jednordzovych utoki).

Typical purpose of APT (groups) is a long-term and persistent infiltration into, and
abuse of, the target system using advanced and adaptive techniques (unlike usual
single attacks).

Politika Policy
Celkovy zamér a smérovani organizace, formalné vyjadiené jejim vrcholovym
vedenim.

The overall intention and direction of an organisation, as formally expressed by its
top management.

Politika ochrany soukromi Privacy protection policy

Celkova koncepce, pravidla a zavazky, formalné vyjadiené sprdvcem osobnich
udaju, které se tykaji zpracovani osobnich udaji v konkrétnim prostiedi.
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Overall concepts, rules and commitment, as formally expressed by the controller
of personal data related to the processing of personal data in a particular setting.

Politika Fizeni pristupu Access control policy

Soubor zdsad a pravidel, kterd definuji podminky pro poskytnuti pfistupu
k urcitému objektu.

Set of principles and rules, which define conditions to provide access to a certain
object.

Politika Fizeni rizik Risk management policy
Prohlaseni o celkovych zdmérech a smérovani organizace tykajici se Rizeni rizik.

Statement on the overall intentions and direction of an organisation related to risk
management.

Poplasna zprava Hoax

Snazi se svym obsahem vyvolat dojem ddvéryhodnosti. Informuje napt. o Sifeni
virtt nebo uto¢i na socialni citéni adresata. Mize obsahovat $kodlivy kod nebo
odkaz na internetové stranky se Skodlivym obsahem.

It tries to create an impression of trustworthiness by its content. It informs, for
example, about the spread of viruses or it inveighs against the social feeling of the
addressee. It may contain harmful code or a link to internet pages with harmful
content.

Port Port

Pouziva se pii komunikaci pomoci protokoltt TCP ¢i UDP. Definuje jednotlivé
sitové aplikace bézici v ramci jednoho pocitace. Miize nabyvat hodnot v rozmezi
0-65535. Napiiklad webové stranky jsou obvykle dostupné na portu 80, server pro
odesilani mailové posty na portu 25, FTP server na portu 21. Tyto hodnoty je
mozné zmenit a u nékterych sitovych sluzeb spravei nekdy zamérné€ nastavuji jina
nez bézné pouzivana Cisla portd kvili zmateni piipadného utocnika.

It is used for communication using the TCP or UDP protocols. It defines the
individual net applications running on one computer. It may take on values in the
range 0 — 65535. For example, web pages are usually accessible on port 80, server
to send out electronic mail on port 25, FTP server on port 21. These values may
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be changed, and with some network services, the administrators sometimes set
other than normally used port numbers to deceive a potential attacker.

Port scanner Port scanner
Program na testovani otevienych porta.

Programme to test open ports.

Port Trunking / Teaming Port Trunking / Teaming

Linkové agregace nékolika fyzickych portt, které dohromady vytvaii jeden logicky
kanal.

Linked aggregation of several physical ports making up one logical channel.
Portal Portal

Informace (obsahové oblasti, stranky, aplikace, data z vné&jSich zdrojti) soustfedéna
v jednom ustfednim misté, ke kterym je pfistup prostfednictvim webového
prohlizece.

Information (content regions, pages, applications, and data from external sources)
concentrated in one central place, which can be accessed using a web browser.

Portal verejné spravy Public sector portal

Portal vefejné spravy je informacni systém vetejné spravy zajistujici pfistup k
informacim vetejnych organt a komunikaci s vefejnymi organy. Spravcem portalu
je Digitalni informacni agentura. Tento portal je informaéni systém vytvoreny a
provozovany se zamérem usnadnit vefejnosti dalkovy piistup k pro ni potfebnym
informacim z vefejné spravy a komunikaci s nim

The public administration portal is an information system of public administration
that ensures access to information from public authorities and communication with
public authorities. The portal is managed by the Digital Information Agency. This
portal is an information system created and operated with the aim of facilitating
remote access for the public to the information they need from public
administration and communication with it.
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Poruseni ochrany osobnich udaji Personal data breach

Poruseni ochrany a zabezpeceni osobnich udaju, které vede k nahodnému nebo
protipravnimu zniceni, ztraté, zméné, prozrazeni nebo zvefejnéni prenasenych,
uloZenych nebo jinak zpracovavanych osobnich udaja.

A breach of protection and security of personal data leading to the accidental or
unlawful destruction, loss, alteration, disclosure or publication of personal data
transmitted, stored or otherwise processed.

Poruseni soukromi Privacy breach

(1) Stav, kdy pfi zpracovani osobné identifikovatelné informace neni dodrzen jeden
nebo vice pozadavki na ochranu soukromi.

(2) Poruseni zabezpeceni, které vede k ndhodnému nebo protipravnimu zniceni,
ztraté, zmeén¢, prozrazeni, nebo zvefejnéni prenasenych, ulozenych nebo jinak
zpracovavanych osobnich udaju.

(1) A state where personally identifiable information is processed in violation of
one or more relevant privacy safeguarding requirements.

(2) A breach of security leading to the accidental or unlawful destruction, loss,
alteration, disclosure of, or publication of personal data transmitted or otherwise
processed.

Poruseni  zabezpeleni  osobnich Privacy breach

udaji

Vice PoruSeni soukromi

See Privacy breach

Pofrizeni bitového obrazu Imaging

Proces vytvoteni bitové kopie elektronického pamétového média.

Process of creating a bitwise copy of an electronic storage medium.

Poskytovatel aplikac¢nich sluZeb Application service provider
Provozovatel, ktery poskytuje hostované softwarové feseni poskytujici aplikacni
sluzby, které zahrnuje modely poskytovani zalozené na webu nebo klient-server.

Ptiklad: Provozovatelé online her, poskytovatelé¢ kancelarskych aplikaci a
poskytovatelé online ulozist.
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Operator who provides a hosted sofiware solution that provides application
services which includes web based or client-server delivery models. Example:
Online game operators, office application providers and online storage providers.

Poskytovatel digitalnich sluzeb Digital services provider

Jakakoli pravnicka osoba poskytujici digitalni sluzbu.

Legal person that provides a digital service.

Poskytovatel sluzby Service provider

Kazda fyzicka nebo pravnickd osoba, ktera poskytuje nékterou ze sluzeb
informacni spole¢nosti.

Any natural or legal person providing any of the services of the information society.
Poskytovatel sluzby autoriza¢nich Credential service provider (CSP)
udaji

Dutivéryhodna entita spojena s ur¢itou doménou, kterd odpovida za spravu povétreni
vydanych v této doméné.

Trusted entity related to a particular domain responsible for management of
credentials issued in that domain.

Poskytovatel sluzeb duvéry Trust Service Provider

Podle natfizeni eIDAS je poskytovatel sluzeb vytvatejicich duvéru fyzicka nebo
pravnicka osoba, ktera nabizi jednu nebo vice sluzeb vytvarejicich divéru. Témito
sluzbami mohou byt naptiklad vydavani, ovéfovani nebo uchovani elektronickych
podpist, peceti nebo Casovych razitek.

According to the eIDAS regulation, a trust service provider is a natural or legal
person offering one or more trust services. These services may include, for
example, the issuance, verification, or preservation of electronic signatures, seals,
or timestamps.

Poskytovatel sluZeb internetu Internet service provider (ISP)
Organizace, kterd poskytuje uzivatelim internetové sluzby a umoziiuje svym
zakazniklim pfistupovat k internetu.

The organisation that provides Internet services to users and enables its customers
access to the Internet.
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Poskytovatel  sluZeb  veiejného Public cloud service provider
cloudu

Strana, ktera zpfistupiiuje cloudové sluzby podle modelu vetejného cloudu.

Party which makes cloud services available according to the public cloud model.
Posouzeni rizik (ochrany) soukromi Privacy risk assessment

Celkovy proces identifikace rizika, analyzy rizika a hodnoceni rizika s ohledem na

zpracovani osobnich udaji; vice téz Posouzeni vlivu na ochranu osobnich udaju.

An overall process of risk identification, risk analysis and risk evaluation with
regard to the processing of personal data; see also Data protection impact
assessment.

Posouzeni rizika Risk Assessment

Vice Posuzovani rizika

See Risk Assessment

Post-kvantova kryptografie Post-Quantum cryptography (PQC)

Post-kvantova kryptografie (také znama jako Kvantové odolna kryptografie) se
zabyva vyvojem kryptografickych algoritmu, které jsou odolné vici utokim
pomoci kvantového poéitani na kvantovych poéitacich. Post-kvantova
kryptografie se snazi najit nové algoritmy, které zlstanou bezpecné i v éfe
kvantovych pocitacu.

Post-quantum cryptography (also known as Quantum-resistant cryptography)
focuses on developing cryptographic algorithms that are resistant to attacks using
quantum computing on quantum computers. Post-quantum cryptography aims to
find new algorithms that will remain secure even in the era of quantum computers.

PostiZena oblast Affected area
Misto, které bylo zasazeno ruSivou udalosti (incident, nehoda katastrofa).

Location that has been impacted by a disruptive event (incident, accident,
disaster).
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Postoj k riziku Risk attitude
Piistup organizace k posuzovani rizika a piipadné zabyvani se rizikem,
k spolutiéasti, prevzeti nebo odmitani rizika.

Approach of an organisation towards assessing risk and, also, dealing with risk,
sharing risk, taking over or refusal of risk.

Postup Procedure
Je to predepsany navod, jak postupovat, v daném procesu. Muze také byt:
lécebnd procedura; ufedni procedura; uloZena procedura; v  programovani

synonymum pro podprogram; proceduralni programovani — vice Imperativni
programovani.

A prescribed process or guideline for taking action. It can also refer to a medical
procedure, an administrative process, a stored procedure, or in programming, a
synonym for a subroutine; procedural programming refers to Imperative
programming.

Posuzovani rizika Risk assessment

Celkovy proces identifikace rizika, analyzy rizika a hodnoceni rizika.
Overall process of risk identification, risk analysis and risk evaluation.
Poskozeni dat Data corruption

Nahodné nebo zdmérné poruseni integrity dat.

Accidental or intentional corruption of data integrity.

Potencialni elektronicky diikaz Potential electronic evidence

Informace nebo data, ulozena nebo pfenesena v binarnim tvaru, u kterych proces
analyzy doposud neprokazal, Ze jsou relevantni pro vySetfovani.

Information or data, stored, or transmitted in binary form, for which it has not yet
been determined, through the process of analysis, to be relevant to the
investigation.
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Povérenec Chief privacy officer (CPO)

Vyssi vedouci pracovnik, ktery je v organizaci odpovédny za ochranu osobnich
udaja.

Senior management individual who is accountable for the protection of personally

identifiable information in an organization.

Povoleni pristupu Access permission
Vsechna pfistupova prava subjektu vzhledem k ur¢itému objektu.
All access rights of a subject related to a certain object.
Potvrzeni spravnosti Validation

Potvrzeni prostfednictvim objektivnich dikazl, ze byly splnény pozadavky pro
konkrétni zamyslené pouziti nebo aplikaci.

Poznamka: Validace se provadi s cilem zajistit, aby proces odpovidal svému ucelu,
tj. aby bylo zajisténo, ze proces, jak je implementovan, poskytuje ocekavané
vysledky konzistentnim, opakovatelnym a reprodukovatelnym zptisobem.

Confirmation, through the provision of objective evidence, that the requirements
for a specific intended use or application have been fulfilled.

Note: Validation is carried out on a process to ensure that it is fit for purpose, i.e.
to ensure that the process, as implemented, produces expected results in a
consistent, repeatable, and reproducible manner.

Pozadavek Requirement
Potfeba nebo ocekavani, které jsou stanovené, obecné predpokladané nebo
zavazné.

Need or expectation that is stated, generally implied or obligatory.
Pozadavky na sluzbu Service requirement

Potieby zékaznika a uzivateld sluzby véetné pozadavkl na troven sluzby a potieby
poskytovatele sluzby.

Needs of customers and users of services, including requirements for the service
level and the needs of a service provider.
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Pozadavky na zabezpeceni (ochrany) Privacy safeguarding requirements
soukromi

Soubor pozadavki, které musi organizace vzit v uvahu pii zpracovani osobné
identifikovatelnych informaci, sohledem na ochranu soukromi osobn¢
identifikovatelnych informaci.

Set of requirements an organisation has to take into account when processing
personally identifiable information with respect to the privacy protection of
personally identifiable information

Pracovni stanice Workstation
Funkéni jednotka, obvykle se specifickymi vypocetnimi schopnostmi, ktera

obsahuje uzivatelské vstupni a vystupni jednotky, napf. programovatelny terminal
nebo samostatny pocitac.

Functional unit, usually with specific computing capabilities, having user input and
output devices, such as. a programmable terminal or a stand-alone computer.

Pravdépodobnost, mozZnost vyskytu Likelihood

Moznost, Ze néco nastane.

The possibility of something happening.

Pretexting Pretexting

Druh socialniho inzenyrstvi spocivajici ve vytvafeni a vyuzivani smySlené¢ho

scénafe, s cilem presveédcit obét’ k ucinéni potiebné akce, ¢i k ziskani potiebné
informace. Jedna se o skloubeni 1Zi s pravdivou informaci, ziskanou dfive.

One kind of social engineering. It creates and uses fictitious screenplay with the
objective of convincing the victim to perform the required action or to obtain the
required information.

Prevence pruniku Intrusion prevention
Formalni proces aktivniho ptisobeni s cilem pfedchazet naruseni.

Formal process of actively responding to prevent intrusions.
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Prioritni volani Priority call
Telefonni volani uskuteénéné specifickym koncovym zafizenim v ptipadé nouze,
které by mélo byt pfednostné odbaveno omezenim vetejného provozu.

A phone call by specific terminals in the event of emergencies, which should be
handled with priority by restricting public calls.

Privatni IP adresa Private IP address

Skupiny IP adres definované v RFC 1918 jako vyhrazené pro pouziti ve vnittnich
sitich. Tyto IP adresy nejsou smérovatelné z internetu. Jednd se o nasledujici
rozsahy: 10.0.0.0 — 10.255.255.255, 172.16.0.0 — 172.31.255.255 2 192.168.0.0 —
192.168.255.255.

Groups of IP addresses defined under RFC 1918 as reserved for use in internal
networks. These IP addresses are not routed from the internet. Here are these
ranges: 10.0.0.0 — 10.255.255.255, 172.16.0.0 — 172.31.255.255 and 192.168.0.0
—192.168.255.255.

Problém Problem
Primarni pfic¢ina jednoho nebo vice incidentu.
Primary cause of one or more incidents.

Proces Process

Soubor aktivit majicich vzajemny vztah nebo vzajemné na sebe pusobicich a
preménujicich vstupy na vystupy.

Set of interrelated or interacting activities, which transforms inputs into outputs.
Proces Fizeni rizik Risk management process

Systematické uplatiiovani politik fizeni, postupi a praktik pro sdélovani,
konzultovani, urovani kontextu a zji§t'ovani, analyzovani, hodnoceni, o$etfovani,
monitorovani a pfezkoumavani rizik.

Systematic application of management policies, procedures and practices to the
activities of communicating, consulting, establishing the context and identifying,
analysing, evaluating, treating, monitoring and reviewing risk.
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Procesni Fizeni Process Control

Disciplina, vénujici se architektute, mechanismtim a algoritmtm, které idi vystupy
specifického procesu v zadanych mezich. K tomuto cili se vyuzivaji prostfedky
pramyslové automatizace.

A discipline devoted to architecture, mechanisms and algorithms that control the
output of a specific process within the required limits. For this purpose, industrial
automation tools are used.

Profil rizik Risk profile
Popis jakéhokoliv souboru rizik.

Description of any set of risks.

Program Programme

Syntaktickd jednotka vyhovujici pravidlim urcitého programovaciho jazyka;
sklada se z popisi (deklaraci) a piikazi nebo instrukci nutnych pro splnéni urcité
funkce ¢i vyfeseni uréité tlohy nebo problému.

Syntactic unit satisfying the rules of a certain programming language, it consists
of descriptions (declarations) and commands or instructions necessary to fulfil
some function or solve some task or problem.

Programovatelny logicky automat Programmable logic controller (PLC)
(PLC)

Pivodné maly primyslovy pocita¢ vytvorfeny k provadéni logickych operaci
spousténych na elektronickych zafizenich (relé, spinace, mechanické casovace /
gitade). Casem se vyvinul v fidici jednotku schopnou fidit komplexni procesy, ktera
se vyuziva ve SCADA a DCS systémech. V prosttedi SCADA jsou casto
vyuzivany jako vyrobni zafizeni, protoze jsou dostupnégjsi, univerzalngjsi,
flexibilnéjsi a konfigurovatelngjsi nez specidlni RTU. Nékdy jsou PLC vyuzivany
namisto RTU a v tom piipadé se jim tak také Casto rika.

A small industrial computer originally designed to perform the logic functions
executed by electrical hardware (relays, switches and mechanical timer/counters).
They have evolved into controllers with the capability of controlling complex
processes, and they are used substantially in SCADA and DCS systems. In SCADA
environments, PLCs are often used as field devices because they are more
economical, versatile, flexible and configurable than special-purpose RTUs.
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Sometimes PLCs are implemented as field devices to serve as RTUs; in this case,
the PLC is often referred to as an RTU.

Prohlaseni o aplikovatelnosti Statement of applicability

Dokumentované prohldseni popisujici cile opatieni a opatieni, které jsou relevantni
a aplikovatelné na ISMS dané organizace. Z pohledu vyhlasky o kybernetické
bezpecnosti dokumentované prohlaSeni obsahujici piehled bezpecnostnich
opatfeni pozadovanych touto vyhlaskou, kterd (a) nebyla aplikovéana, vcéetné
odivodnéni, (b) byla aplikovana, v¢etné zptisobu plnéni.

Documented statement describing the objectives of measures and the measures,
which are relevant and applicable for the ISMS of a given organisation. From the
point of view of the Cyber Security Ordinance, a documented statement containing
an overview of the security measures required by this Ordinance that (a) have not
been applied, including justification, (b) have been applied, including the method
of implementation.

Prohlaseni o urovni sluZeb Service level declaration (SLD)
Specifikace nabizenych sluzeb, ktera se mize ménit na zaklad¢é individualnich

dohod podle aktualnich potteb jednotlivych uzivateld. Jedna se tedy o podrobné;jsi
SLA. Vice SLA.

Specification of the offered services, which may change on the basis of individual
agreements according to the actual needs of individual customers. Hence, a more
detailed SLA. See SLA.

Projekt ISMS ISMS project

Strukturované ¢innosti pfijaté organizaci k implementaci ISMS.

Structured activities undertaken by an organisation to implement an ISMS.
Prokazani totoZnosti Identity proofing / Initial entity

authentication

Forma ovéfeni totoznosti, entity pifedlozenim prikazu totoznosti, ktera je
podminkou pro ud€leni pfistupovych prav.

A form of authentication based on producing an identity card that is the condition
for access rights.
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Prolamovac Cracker

Vice Cracker

See Cracker

Prolamovac hesel Password cracker

Program uréeny ke zjisténi, prolomeni hesel, kodu, klict.

A programme designed to crack passwords, codes, keys.

Proniknuti / prinik Penetration

Neautorizovany pristup k pocitatovému systému, siti nebo sluzbé.

Unauthorised access to a computer system, network or service.

Prosty text, otevi‘eny text Plain text, clear text

Informace, ktera neni Sifrovana.

Information that is not encrypted.

Protokol kostry grafu Spanning Tree Protocol (STP)

Protokol kostry grafu (STP) je sitovy protokol, ktery v ethernetovych mistnich
sitich s mosty zajisStuje topologii bez smycek. Hlavni ucel protokolu STP je
zabranit tvorbé smycek a nasledného vyzatovani broadcasti. Kostra grafu také
dovoluje takovy navrh, aby se aktivovaly nahradni (redundantni) spoje pro
automaticky pfechod na nahradni spoje v pfipadé preruSeni aktivni cesty, bez
nebezpeci smycek, nebo potieby rucni aktivace/deaktivace téchto nahradnich
spoj.

The Spanning Tree Protocol (STP) is a network protocol that ensures a loop-free
topology for any bridged Ethernet local area network. The basic function of STP
is to prevent bridge loops and the broadcast radiation that results from them.
Spanning tree also allows a network design to include spare (redundant) links to

provide automatic backup paths if an active link fails, without the danger of bridge
loops, or the need for manual enabling/disabling of these backup links.
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Prostiedky informa¢ni valky Information warfare measures

Integrované vyuziti vSech vojenskych moznosti, které zahrnuje zajisténi
informacni bezpecnosti, klamani, psychologické operace, elektronicky boj
a ni¢eni. Podileji se na ném vSechny druhy prizkumu, komunikaéni a informacni
systémy. Cilem informacni valky je branit informacnimu toku, ovliviiovat a
snizovat ucinnost nebo likvidovat systém veleni a fizeni protivnika a soucasné
chranit vlastni systémy veleni a fizeni pfed podobnymi akcemi ze strany protivnika.

Integrated use of all military capabilities including information security, deception,
psychological operations, electronic warfare, and destruction. All forms of
reconnaissance, communication and information systems contribute to it. The
objective of information warfare is to put obstacles in the flow of information,
influence and decrease efficiency or liquidate the system of command and control
of the adversary, and at the same time to protect own systems of command and
control from similar actions of an adversary.

Protiopatieni Countermeasure

Cinnost, zafizeni, postup, technika uréena k minimalizaci zranitelnosti.
Activity, equipment, procedure, technology intended to minimise vulnerability.
Protokol Protocol

Umluva nebo standard, ktery fidi nebo umoziuje ptipojeni, komunikaci, a datovy
pfenos mezi pocitaci, obecné koncovymi zafizenimi. Protokoly mohou byt
realizovany hardwarem, softwarem, nebo kombinaci obou.

Agreement or standard, which controls or enables a link, communication and data
transfer among computers, in general among end devices. Protocols can be
implemented by hardware, software, or a combination of both.

Protokol ARP Address resolution protocol (ARP)

Protokol definovany v dokumentu RFC 826 umoziiuje prevod sitovych adres (IP)
na hardwarové (MAC) adresy. ARP neuziva autentizace, takze ho 1ze zneuzit k
utoktim napf. typu MITM.

Protocol defined in the document RFC 826 enables the translation of network
addresses (IP) to hardware (MAC) addresses. ARP does not use authentication.
Hence it cannot be misused for attacks, e.g. of the MITM type.
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Proudova Sifra Stream Cipher

Typ symetrické Sifry, kdy jsou oteviena data transformovéana po bitech /typicky
s¢itana funkci XOR s bity generovaného hesla/. Heslo je generovano
kryptografickym algoritmem v zavislosti na kryptografickém kli¢i. Aby nebyla
generovana od pocatku stejna posloupnost, je proces generovani modifikovan
inicializacnim vektorem. Pokud je proces generovani hesla dale modifikovan daty
z predeslé ¢asti zasifrované zpravy je tato Sifra nazyvana samo synchronni. Pokud
proces generovani nezavisi na predeslé casti zaSifrované zpravy, hovofime o
synchronni proudové Sifie.

Symmetric encryption system with the property that the encryption algorithm
involves combining a sequence of plaintext symbols with a sequence of keystream
symbols one symbol at a time, using an invertible function. Two types of stream
cypher can be identified: synchronous stream cyphers and self-synchronous stream
cyphers, distinguished by the method used to obtain the keystream.

Provéreni Verification

Prokazatelné potvrzeni, Ze stanovené pozadavky byly splnény.

A demonstrable confirmation that specified requirements have been fulfilled.
Provozni dokumentace Operational documentation
Dokumentace informacniho systému vefejné spravy, kterd popisuje funkéni

a technické vlastnosti informa¢niho systému.

Documentation of the information system of public administration describing the
functional and technological features of the information system.

Provozni opatieni Operational controls

Je to procesni akt, kterym se urcitd konkrétni véc nekonci, pouze se zabezpecuji
nekteré zalezitosti v zajmu jejiho vyfizeni. Tim se lisi od rozhodnuti. Miize mit
formu natizeni, rozkazu ¢i jinych normativnich pravnich aktu.

It is a process act by which a certain affair does not terminate; only some issues

are taken care of to expedite matters. This differentiates it from a decision. It may
have the form of a directive, order or other normative legal acts.
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Provozni prostiedi Operational environment

Veskery software a hardware, véetné opera¢niho systému a hardwarové platformy,
ktery je nezbytny k tomu, aby urcity modul pracoval bezpec¢né.

Set of all software and hardware including the operating system and hardware
platform required for the module to operate securely.

Provozni datova sbérnice Fieldbus

Digitalni, sériova, velkokapacitni, obousmérna datova sbérnice nebo komunikaéni
cesta nebo spojeni mezi nizko tiroviiovymi prumyslovymi zafizenimi, jako jsou
snimace, pfevodniky, akéni Cleny, lokalni regulatory, a dokonce i zafizeni pro
operatorska pracovisté. Pouziti provozni sbérnice eliminuje potiebu kabelaze mezi
fidici jednotkou a kazdym zafizenim. Pouzity protokol umoziuje zasilat zpravy
pies sit’ provozni sbérnice s identifikaci kazdého jednotlivého senzoru v siti.

A digital, serial, multi-drop, a two-way data bus or communication path or link
between low-level industrial field equipment such as sensors, transducers,
actuators, local controllers, and even control room devices. Use of fieldbus
technologies eliminates the need for point-to-point wiring between the controller
and each device. A protocol is used to define messages over the fieldbus network
with each message identifying a particular sensor on the network.

Provozni zarizeni Field Device

Zatizeni, které je pfipojené na provozni strané ICS. Jde naptiklad o RTU, PLC,
akeni ¢leny, senzory, HMI a s nimi spojené komunikacni sité.

Equipment that is connected to the field side on an ICS. Types of field devices
include RTUs, PLCs, actuators, sensors, HMIs, and associated communications.

Provozovatel informac¢niho systému Operator of the information system of
veiejné spravy public administration.

Provozovatelem informacniho systému vefejné spravy osoba nebo jeji soucast,
ktera zajistuje funkcnost technickych a programovych prostfedkd tvoficich
informacni systém vetejné spravy. Provozovanim informac¢niho systému veiejné
spravy muize spravce povétit jiné subjekty, pokud to jiny zakon nevylucuje.

The operator of a public administration information system is a person or its part
responsible for ensuring the functionality of the technical and software tools that
make up the public administration information system. The administrator may
delegate the operation of the public administration information system to other
entities, unless otherwise prohibited by another law.

159



Cyber Security Glossary

Proxy Server Proxy Server
Server, ktery zabezpecuje, zajistuje, odbavuje pozadavky od svych klientt jejich
preposilanim na jiné servery.

A server that services the requests of its clients by forwarding those requests to
other servers.

Proxy trojan Proxy trojan

Maskuje ostatni pocitace jako infikované pocitace. Umoziuje utocnikovi zneuzit
napadeny pocita¢ pro pristup k dal§im pocitaciim v siti, ¢imz pomaha tto¢nikovi
skryt jeho skute¢nou identitu.

Masks other computers as infected. Enables the attacker to abuse the infected
computer for an access to other computers in the network and thus aids the attacker
to hide its identity.

Prozrazeni Disclosure

Vice Odhaleni

See Disclosure

Pribézny proces Continuous Process

Proces, ktery probiha nepietrzité na rozdil od davkového, prerusovaného nebo

sekvencéniho zpracovani.

A process that operates on the basis of a continuous flow, as opposed to batch,
intermittent, or sequenced operations.

Priikaz totoZnosti Proof of identity, Evidence of identity

Informace o totoZnosti entity vyzadované pro ovéfeni jeji totoznosti. Prikaz
totoznosti obsahuje informace tykajici se zadatele, které jsou nezbytné pro uspésné
ovéteni jeho totoznosti.

Identity information for an entity required for authentication of that entity. Identity
evidence includes information related to a claimant that is needed for a successful
authentication.
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Primyslovy poéitaé Industrial computer (IPC)

Pocitaé, jehoz kryt i vnitini konstrukce je provedena v prumyslové uprave.
Primyslovou Upravou je myslena mechanicky upravena konstrukce. Je odolny
proti prachu, vodé a mechanickému poskozeni. Ulelem je zvyseni Zivotnosti
komponentt citlivych zejména na prach, vlhkost ¢i otfesy a jind mechanicka
namahani. Casto je soucasti krytu dotykovy displej.

A computer, the cover and inner construction of which are made in the industrial
modification. Industrial modification means a mechanically modified structure for
its resistance to dust, water, and mechanical damage. The goal is to increase the
life of components that are particularly sensitive to dust, humidity or vibrations
and other mechanical stress. Often, the touch screen is a part of the cover.

Primyslovy fidici systém Industrial Control System (ICS)

Ridici systém pouzivany v pramyslu a kritické infrastruktuie, napiiklad systém pro
dispecerské fizeni a sbér dat (SCADA), distribuovany fidici systém (DCS),
programovatelny fidici automat (PLC). ICS se skladd z kombinace fidicich
komponent (napi. elektrickych, hydraulickych, pneumatickych) které spolecné
zajistuji dosazeni urcitého prumyslového cile (napf. vyroby, dopravy materialu,
prenosu energie).

A control system, including supervisory control and data acquisition (SCADA)
systems, distributed control systems (DCS), and other control system
configurations such as Programmable Logic Controllers (PLC) often found in the
industrial sectors and critical infrastructures. An ICS consists of combinations of
control components (e.g., electrical, mechanical, hydraulic, pneumatic) that act
together to achieve an industrial objective (e.g., manufacturing, transportation of
matter or energy).

Prunik Intrusion

Nepovoleny, ilegdlni piistup do pocitaCové sité, nebo do urcitého systému
pripojenému do sité, tj. umyslny ¢i ndhodny nepovoleny piistup do urcitého
informacniho systému vcetné nekalé Cinnosti proti informa¢nimu systému, nebo
nepovoleného vyuziti zdroji dostupnych v ramci informacniho systému.

Unauthorised, illegal access to a network or a network-connected system, i.e.,
deliberate or accidental unauthorised access to an information system, or
unauthorised use of resources within an information system.
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Priurezova kritéria Cross-section criteria

Soubor hledisek pro posuzovani zavaznosti vlivu poruSeni funkce prvku kritické
infrastruktury s meznimi hodnotami, které zahrnuji rozsah ztrat na zivoté, dopad
na zdravi osob, mimofadné¢ vazny ekonomicky dopad nebo dopad na vefejnost
v disledku rozsahlého omezeni poskytovani nezbytnych sluzeb nebo jiného
zavazného zasahu do kazdodenniho Zivota.

A set of viewpoints to assess how serious is the corruption of an element in the
critical infrastructure with bounds that include the scope of life losses, impact on
the health of people, extraordinary serious economic impact or impact on the
public due to an extensive limitation of providing the necessary services or any
other serious intervention into the daily life.

Prvek kritické infrastruktury Element of the critical infrastructure

Zejména stavba, zafizeni, prostfedek nebo vefejna infrastruktura, uréené podle
prufezovych a odvétvovych kritérii; je-li prvek kritické infrastruktury soucasti
evropské kritické infrastruktury, povazuje se za prvek evropské kritické
infrastruktury.

Building, equipment, device or public infrastructure, in particular, determined
using the cross-criteria and sector criteria; if the element in the critical
infrastructure is a part of the critical European infrastructure, it is considered to
be an element of the critical European infrastructure.

Prvek sluzby Service component
Samostatny celek sluzby, ktery, kdyz se spoji s dal§imi celky, zajistuje dodavku
celé sluzby.

Independent component of a service which, when united with other components
provides the whole service.

Piedcéasné ukoncené spojeni Aborted connection
Spojeni ukonéené dfive nebo jinym zptsobem, nez je predepsano. Casto mize
umoznit neopravnénym entitdm neautorizovany piistup.

Connection terminated earlier, or in another way, than prescribed. It can often
provide unauthorised access to unauthorised persons.

162



Vykladovy slovnik kybernetické bezpe¢nosti

Predmét auditu Audit scope

Rozsah a vymezeni auditu.

Extent and boundaries of an audit.

Pi‘edmét piezkoumani Review object

Urcita entita, predmet, osoba, kterd je podrobena kontrole, prezkoumavana.
A specific entity, object, person and other, subject to review.

Pi'edpoklad Predisposing Condition

Urc¢ita podminka vramci organizace, organizacnich procest, struktury nebo
informacniho systému ¢i podnikatelského prostiedi, ktera ovliviiuje (zvysuje, nebo
snizuje) pravdépodobnost, Ze jedna nebo vice hrozeb, pokud se projevi, povedou
k nezadoucim nasledkiim nebo budou mit negativni dopad na procesy a majetek
organizace, jednotlivce, dalsi organizace nebo statu.

A condition that exists within an organisation, a mission/business process,
enterprise architecture, or information system including its environment of
operation, which contributes to (increases or decreases) the likelihood that one or
more threats, once initiated, will result in undesirable consequences or adverse
impact to organisational operations and assets, individuals, other organisations,
or the state.

Piechod Transition

Cinnosti tykajici se pfesunuti nové nebo zménéné sluzby do &i z provozni prostiedi.
Activity related to a shift of new or altered service into or out of the operational
environment.

Preklad sitovych adres Network address translation (NAT)
Mechanismus umoziujici pfistup vice pocitacti z lokalni sit¢ do Internetu pod
jedinou verejnou IP adresou. Pocitace z lokalni sité maji pridéleny tzv. privatni IP

adresy. Hranicni prvek takové lokalni sité zajistuje preklad privatnich IP adres na
vefejnou. Vice také Private IP address.

The mechanism enabling access of several computers from a local network to the
Internet under one public IP address. Computers from the local address are
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assigned so-called private IP addresses. The border element of such a local
network provides for the translation of a private IP address to a public one. See
also Private IP address.

Pienos rizik Risk transfer

Sdileni nakladd ze ztrdt s jinou stranou nebo sdileni prospéchu ze zisku
vyplyvajiciho z rizika.

Sharing of costs with another party or sharing of benefits from profit flowing from
risk.

Piesmérovavace Re-dial, Pharming crime ware

Programy (podmnozina Malware), jejichz tkolem je pfesmérovat uzivatele na
urcité stranky namisto téch, které ptivodné hodlal navstivit. Na takovych strankach
dochazi k instalaci dal§iho Crimeware (viru), nebo touto cestou dojde ke znacnému
zvySeni poplatku za pripojeni k Internetu (prostfednictvim telefonnich linek se
zvysSenym tarifem).

Programmes (subset of Malware) whose task is to redirect users to certain pages
instead of those originally intended to be visited. On these pages there is an
installation of other Crimeware (virus), or there is a substantial increase in the
Internet connection fee (using telephone lines with a higher rate).

Preteéeni zasobniku Buffer Overflow

Podminka v rozhrani systému, ktera umoznuje vlozit do datového zasobniku nebo
ulozné oblasti vice dat, nez je dostupna kapacita, ¢imz dojde k pfepsani ostatnich
informaci. Protivnici vyuZzivaji t€chto podminek k zptisobeni padu systému, nebo
k vlozeni upraveného kodu, ktery umoziuje ziskat kontrolu nad systémem.

A condition at an interface under which more input can be placed into a buffer or
data holding area than the capacity allocated, overwriting other information.
Adversaries exploit such conditions to crash a system or to insert a specially
crafted code that allows them to gain control of the system.

Piezkoumani Review
Cinnost provadéna k urceni vhodnosti, pfiméfenosti a efektivnosti predmétu
prezkoumani k dosazeni stanovenych cild.

Activity undertaken to determine the suitability, adequacy and efficiency of the
subject matter to achieve established objectives.
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Pripravenost ICT na zajiSténi ICT readiness for business continuity
kontinuity provozu (IRBC)

Schopnost organizace zajistit svlij provoz prostfednictvim rozpoznani naruseni
ICT, reakce na n¢j a obnovy ICT sluzeb.

Capability of an organisation to safeguard its business operations by detection and
response to disruption and recovery of ICT services.

Prijeti rizika Risk acceptance
Védomé rozhodnuti pfijmout urcité riziko.

Informed decision to take a particular risk.

Piiklad dobré praxe, osvédcéeny Best practice
zpusob

Vyzkousena metoda nebo postup, kterd v dané oblasti nabizi nejefektivnéjsi feseni,
které se opakovan¢ osvédcilo a vede k optimalnim vysledkiim.

Well-tested method or procedure, which in the given area offers the most effective
solution, which has been repeatedly proven as right and leads towards optimum
results.

Pristupové pravo Access right

Povoleni pro subjekt pfistupovat ke konkrétnimu objektu pro specificky typ
operace.

Permission for a subject to access a concrete object for a specific type of operation.
Piistupovy bod, Bezdratovy Access point/ Wireless access point
pristupovy bod

Ptistroj nebo vybaveni, které¢ umoziuje bezdratovym zafizenim pfipojit se do
metalické nebo optické sité. Piipojeni vyuziva WLAN nebo piibuzny standard.
A device or piece of equipment that allows wireless devices to connect to a wired

or optical network. The connection uses a wireless local area network (WLAN) or
related standard.
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Pseudonym Pseudonym

Alternativni ndzev urcité entity, synonyma jsou alias a vulgo (jinak zvany).
Pseudonym neumoziiuje ztotoznit entitu bez pouziti dodatecné informace o vazb¢
mezi ur¢itym pseudonym a totoznosti urcité entity.

An alternative name of an entity, synonyms are alias and aka (also known as).
Entity cannot be identified using pseudonym without additional information about
connection between a pseudonym and an entity identity.

Pseudonymizace Pseudonymisation

Zpracovani osobnich tidaju tak, ze jiz nemohou byt pfifazeny konkrétnimu subjektu
udaju bez pouziti dodateénych informaci, pokud jsou tyto dodate¢né informace
uchovavany oddélené a vztahuji se na né technicka a organizacni opatfeni, aby bylo
zajisténo, ze nebudou piifazeny identifikované ¢i identifikovatelné fyzické osobé.

The processing of personal data in such a manner that the personal data can no
longer be attributed to a specific data subject without the use of additional
information, provided that such additional information is kept separately and is
subject to technical and organisational measures to ensure that the personal data
are not attributed to an identified or identifiable natural person.

Puvodce botnetu Bot Herder / Bot Wrangler

(1) Cracker, ktery ovlada velké mnozstvi zkompromitovanych stroji (robott, bott,
zombif).

(2) Nejvyssi pocitac v hierarchii botnetu ovladajici zkompromitované pocitace
daného botnetu.

(1) A cracker who controls a large number of compromised machines (robots, bots,
zombies).

(2) The topmost computer in the botnet hierarchy controlling compromised
computers of the given botnet.

Puvodce hrozby Threat agent
Piivodce a/nebo iniciator umyslnych nebo néhodnych hrozeb zplisobenych
clovekem.

Originator and/or initiator of deliberate or accidental man-made threats.
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Rack / Rozvadé¢ Rack

Mechanické $asi elektricky vybavené a urcené k uchyceni a elektrickému spojeni
jednotek (karet) a procesorti ICS do jednoho funkéniho celku (PLC/PAC).

A mechanical chassis electrically equipped and designed to attach and electrically
connect units (cards) and ICS processors into a single functional unit (PLC/PAC).

Radiova pristupova sit’ Radio access network

Cast mobilniho telekomunikaéniho systému, ktera vyuziva technologii radiového
pristupu, jako je WCDMA nebo LTE, k zajisténi pfistupu zafizeni koncovych
uzivatell k patefni siti. Poznamka: Radiova pristupova sit’ se nachazi mezi
koncovym wuzivatelskym zafizenim a patefni siti. Ptikladem koncového
uzivatelského zafizeni je mobilni telefon.

Part of a mobile telecommunication system that implements a radio access
technology such as WCDMA or LTE to provide access for end-user devices to the
core network. Note: The radio access network resides between the end-user device
and the core network. A mobile phone is an example of an end-user device.

Ramec Fizeni rizik Risk management framework

(1) Soubor prvkl poskytujicich zaklady a organizaéni uspofadani pro navrhovani,
implementovani, monitorovani, prezkoumavani a neustalé zlepsovani fizeni rizik v
celé organizaci.

(2) Rizeny proces, kterym jsou do Zivotniho cyklu vyvoje systémil zapojeny
¢innosti informacni bezpecnosti a fizeni rizik.

(1) Set of components providing the fundamentals and organisational arrangement
for the design, implementation, monitoring, re-analysis and continuously
improvement of risk management in the whole organisation.

(2) A controlled process that integrates information security and risk management
activities into the system development life cycle.

Ransomware Ransomware

Typ skodlivého softwaru (napf. virus, trojsky kin), ktery po infiltraci do systému
zaSifruje data nebo zablokuje pfistup k systému a za jejich odemknuti pozaduje
vykupné. Moderni varianty ransomwaru ¢asto vyuzivaji dvojité vydirani (double
extortion), kdy uto¢nik hrozi zvefejnénim nebo zneuzitim odcizenych dat, pokud
obét’ vykupné nezaplati. Tento pfistup vyrazné zvySuje reputacni riziko pro
napadenou organizaci. Nékteré utoky mohou kombinovat i tzv. trojité vydirani
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(triple extortion), kdy Gto¢nik kromée Sifrovani a hrozby uniku dat navic vydira i
partnery, zakazniky nebo zaméstnance obéti.

A type of malicious software (e.g., a virus or Trojan horse) that, once it infiltrates
a system, encrypts data or blocks access to the system and demands a ransom for
its decryption or unlocking. Modern ransomware campaigns often involve double
extortion, where attackers not only encrypt the data but also threaten to publish or
misuse it if the ransom is not paid. This significantly increases the reputational risk
for the targeted organization. Some attacks may also involve triple extortion, where
in addition to encryption and data leakage threats, the attackers also pressure the
victim s partners, customers, or employees.

Reakce na incidenty Incident response

(1) Cinnosti provedené s cilem chréanit a obnovit normalni provozni podminky
informac¢nich systémi a informaci v nich ulozenych, kdyz dojde k titoku nebo
naruSenti.

(2) Proces feseni a zvladani kybernetickych incidentd s cilem minimalizovat jejich
dopad.

(1) Actions taken to protect and restore the normal operational conditions of
information systems and the information stored in it when an attack or intrusion
occurs.
(2) The process of managing and resolving cyber incidents to minimize their
impact.

Redukce rizik Risk reduction
Cinnosti ke snizeni pravdépodobnosti, negativnich nasledkii nebo obou téchto
parametrt spojenych s rizikem.

Activity to lower the probability and lessen negative consequences, or both of these
parameters linked to risk.

Redundance Redundancy
Obecny vyznam je nadbytecnost, hojnost. V IT se pouzivd ve smyslu zalozni.
Naptiklad redundantni (zalozni) zdroj napéjeni, redundantni (zalozni) data.

The general meaning is redundancy, abundance. In IT it is used in the sense of
backup. For example, a redundant (backup) power supply, redundant (backup)
data.
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Redundantni Fidici server Redundant Control Server
Zalozni tidici server, ktery udrzuje aktualni stav urcitého fidiciho serveru, aby ho
mohl neprodlené nahradit v pripadé vypadku.

A backup to the control server that maintains the current state of the control server
to replace it without delay in case of outage.

Regionalni Internetovy Registr Regional internet registry (RIR)
Organizace starajici se o pridélovani rozsahti vefejnych IP adres, autonomnich
systému v jeji geografické plsobnosti. V soucasnosti existuje pét RIRG: RIPE

NCC - Evropa a blizky vychod, ARIN — USA a Kanada, APNIC - Asijsko-
pacificka oblast, LACNIC — Latinskd Amerika, AfriNIC — Afrika.

The organisation looking after the assignment of public IP address ranges,
autonomous systems in its geographical scope. There are five RIRs at present:
RIPE NCC — Europe and Near East, ARIN — USA and Canada, APNIC — Asia —
Pacific Region, LACNIC — Latin America, AfriNIC — Africa.

Registr doménovych jmen Domain name registry
Databaze vSech doménovych jmen, kterd jsou zapsana v rozSifeni domény
nejvyssiho fadu nebo druhé nejvyssi domény.

A database of all domain names registered in a top-level domain or second-level
domain extension.

Registr identit Identity register / IMS register
Ulozité identit pro riizné entity.

Repository of identities for different entities.

Registracni autorita Registration authority

Entita, ktera je zodpovédna za poskytovani ovéfenych uzivatelskych identit
certifikacni autorite.

An entity responsible for providing assured user identities to the certification
authority.
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Regulator tlaku Pressure Regulator
Zatizeni, které slouzi k regulaci tlaku plynu nebo kapaliny.

A device used to control the pressure of gas or liquid.
Rekonstrukce dat Data reconstruction
Metoda obnovy dat analyzovanim ptivodnich zdrojt.

Method of data reconstruction by analysing the original sources.
Relé Relay

Elektromagnetické zatizeni, které pierusuje elektricky obvod fyzickym pohybem
vodivych kontaktd. Vysledny pohyb muze byt spojen s dal§im mechanismem, jako
je ventil nebo jistic.

An electromagnetic device that interrupts an electrical circuit by physically moving
conductive contacts. The resultant motion can be coupled to another mechanism
such as a valve or breaker.

Relying party Relying party
Server, ktery poskytuje pfistup do zabezpecené softwarové aplikace.

A server providing access to a secure software application.

Replay, replay titok Replay, replay attack

Situace, kdy je zachycena kopie legitimni transakce (datova sekvence), opétovné
prehrana neautorizovanym subjektem, a to zpravidla s nelegalnim umyslem (napf.
pro otevieni vozidla s centralnim zamykanim).

Situation when a copy of a legitimate transaction (data sequence) is intercepted,
repeatedly replayed by an unauthorised subject usually with illegal intent (e.g. to
open a car with a central lock).

Request For Comment (RFC) Request for comment (RFC)
Pouzivd se pro oznaceni fady standardi popisujicich Internetové protokoly,

systémy a dal$i véci souvisejici s fungovanim internetu. Naptiklad RFC 5321
popisuje protokol SMTP pro vyménu a zpracovani elektronické posty.
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It is used to denote standards describing internet protocols, systems and other items
related to internet operation. For example, RFC 5321 describes the SMTP
protocol for the exchange and processing of electronic mail.

Riziko Risk
(1) Nebezpeci, moznost skody, ztraty, nezdaru.
(2) Ucinek nejistoty na dosazeni cilti.

(3) Moznost, ze urcita hrozba vyuzije zranitelnosti aktiva nebo skupiny aktiv a
zpUsobi organizaci Skodu.

(1) Danger, the possibility of damage, loss, failure.

(2) Effect of uncertainty on objectives.

(3) Possibility that a certain threat would utilise the vulnerability of an asset or
group of assets and cause damage to an organization.

Riziko informacni bezpecnosti Information security risk
(1) Uéinek nejistoty na cile informaéni bezpeénosti.

(2) Souhrn moznosti, ze hrozba vyuzije zranitelnost aktiva nebo skupiny aktiv a
tim zptsobi organizaci Skodu.

(1) Effect of uncertainty on information security objectives.
(2) Aggregate of possibilities that a threat would utilise the vulnerabilty of an asset
or group of assets and thus cause damage to an organisation.

Riziko (ochrany) soukromi Privacy risk
Ukinek nejistoty na (ochranu) soukromi.

Effect of uncertainty on (protection of) privacy.

Role Role

Souhrn uréenych cinnosti a potfebnych autorizaci pro subjekt pulsobici
v informacnim systému nebo komunika¢nim systému.

Aggregate of specified activities and necessary authorisations for a subject
operating in the information or communication system.
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Rootkit Rootkit

Programy umoznujici maskovat pfitomnost zakeiného software v pocitaci. Dokazi
tak pfed uzivatelem skryt vybrané bézici procesy, soubory na disku, ¢i dalsi
systémové udaje. Existuji pro Windows, LINUX i UNIX.

Programmes making it possible for insidious software to mask its presence in
a computer. Thus, they can hide from the user selected running processes, files on
disc or other system data. They exist for Windows, LINUX and UNIX.

Rovny s rovnym Peer to peer (P2P)

Jedna se o pocitacovou sit’, kde spolu pfimo komunikuji jednotlivi klienti. Tento
model se dnes vyuziva pfedevSsim u vyménnych siti. S rostoucim mnoZstvim
uzivatelll totiz u tohoto modelu roste celkova prenosova kapacita. Zatimco
u klasického modelu klient-server je tomu piesné naopak.

This is a computer network where individual clients communicate directly. This
model is primarily used in interchangeable networks. Total transmission capability
grows as a rule with the growing number of users in this model. In the classic model
client-server this is quite the reverse.

Rozhrani Interface

(1) Misto a zptisob propojeni systému nebo jejich casti.
(2) Nastroje pro interakci s urcitou komponentou nebo modulem.

(1) Location and mode of interconnecting systems or their parts.
(2) Means of interaction with a component or module.

Rozhrani ¢lovék-stroj (HMI) Human-machine interface (HMI)

Software a hardware, ktery umoziuje lidskym operatortim sledovat stav fizeného
procesu, ménit fidici nastaveni a cile ¢i ru¢né prevzit fizeni v pfipadé nouze.
Umoziiuje rovn€Z inzenyrovi nebo operatorovi upravovat mnozinu cilovych
hodnot nebo fidici algoritmy a parametry fidici jednotky. HMI zobrazuje
informace o stavu vyroby, historické informace, reporty a dal$i informace
operatoriim, administratorim, manazerim, obchodnim partnerim a dalSim
povéfenym uzivatelim. Umisténi, platforma ¢i rozhrani se muize byt velmi
riznorodda — HMI miZze byt napfiklad vyhrazena cast fidiciho centra, laptop
pripojeny k WLAN nebo webovy prohlize¢ pfipojeny k systému pies internet.

Software and hardware that allow human operators to monitor the state of a
process under control, modify control settings to change the control objective, and
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manually override automatic control operations in the event of an emergency. It
also allows a control engineer or operator to configure set points or control
algorithms and parameters in the controller. The HMI displays process status
information, historical information, reports and other information to operators,
administrators, managers, business partners, and other authorised users. The
location, platform, and interface may vary a great deal. For example, an HMI
could be a dedicated platform in the control centre, a laptop on a WLAN or a
browser on any system connected to the Internet.

Rozsahly kyberneticky bezpe¢nostni Large-scale cybersecurity incident
incident

Incident, ktery zptsobi iroven naruseni, jeZ pfesahuje schopnost ¢lenského statu
na takovy incident reagovat, nebo ktery ma vyznamny dopad na nejméné dva
Clenské staty (smérnice NIS2).

An incident that causes a level of disruption exceeding the ability of a Member
State to respond to it, or that has a significant impact on at least two Member State
(NIS2 Directive).

Rozvadéé Rack

Vice Rack

See Rack

Ruseni Disturbance

Nezadouci zména vstupni proménné, ktera zpusobi, ze fidici systém ovlivni
hodnotu fizené proménné neptiznivym zplsobem.

An undesired change in an input variable being applied to a system that tends to
adversely affect the value of a controlled variable.

ReSeni incidentt Incident handling
Cinnosti spojené s odhalovanim, hlaSenim, hodnocenim, reakci na incidenty v
oblasti informacni bezpecnosti, jejich feSenim a poucenim se z nich.

Actions of detecting, reporting, assessing, responding to, dealing with, and
learning from information security incidents.
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Retézec péce (o ditkazy) Chain of custody

(1) Prokazatelné drzeni, pohyb, manipulace a umisténi materidlu (pfedevsim
dikazli) z jednoho ¢asového bodu do druhého.

(2) Proces, ktery sleduje pohyb dikazti prostiednictvim jejich shromazd’ovani,
ochrany a analyzy zivotniho cyklu tim, ze dokumentuje kazdou osobu, ktera s
dikazy nakladala, datum/Cas, kdy byly shroméazdény nebo pievedeny, a ucel
prevodu.

(1) Demonstrable possession, movement, handling, and location of material
(especially evidence) from one point in time until another.

(2) A process that tracks the movement of evidence through its collection,
safeguarding, and analysis lifecycle by documenting each person who handled the
evidence, the date/time it was collected or transferred, and the purpose for the
transfer.

Retézovy dopis Chain letter

Dopis odeslany mnoha adresatim a obsahujici informaci, kterou ma kazdy
prijemce pfedat mnoha dal§im adresatiim. Casto vyuziva natlaku.

A letter sent to many recipients containing information that each recipient is
expected to forward to many other recipients, often using pressure. This can be
associated with chain letters or similar mass distribution schemes.

Ridici algoritmus Control Algorithm

Matematicka reprezentace urcité fidici funkce.

A mathematical representation of a control action.

Ridici jednotka Controller

Zarizeni nebo program, které automaticky reguluji fizenou proménou.

A device or programme that automatically regulates a controlled variable.
Ridici jednotka s jednou smy¢kou  Single Loop Controller

Ridici jednotka, ktera fidi jeden velmi maly ¢&i kriticky process.

A controller that controls a very small or critical process.
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Ridici jednotka stroje Machine Controller

Ridici systém, ktery elektronicky synchronizuje pohony uvnité strojniho systému
namisto spoléhani se na synchronizaci prostfednictvim mechanické vazby.

A control system that electronically synchronises drives within a machine system
instead of relying on synchronisation via a mechanical linkage.

Ridici prvek Control

Soucast ICS, ktera slouzi ke sledovani, fizeni a regulaci fyzického procesu. To
zahrnuje veskeré fidici servery, fidici jednotky, akéni Cleny, sensory a jejich
podplrné komunikacni systémy.

The part of the ICS used to perform the monitoring, control and regulation of the
physical process. This includes all control servers, field devices, actuators,
sensors, and their supporting communication systems.

Ridici server Control Server

Ridici zafizeni, jez rovnéz slouzi jako server, ktery hostuje Fidici software
komunikujici s fidicimi jednotkami na nizSich Grovnich (RTU a PLC)
prostiednictvim ICS sité¢ ve SCADA systému, Casto se rovnéz nazyva SCADA
server, MTU, nebo dohledova fidici jednotka.

A controller that also acts as a server that hosts the control software that
communicates with lower-level control devices, such as Remote Terminal Units
(RTUs) and Programmable Logic Controllers (PLCs), over an ICS network. In a
SCADA system, this is often called a SCADA server, MTU, or supervisory
controller.

Ridici sit’ Control Network

Sit’, ktera propojuje dohledovou fidici uroven a fidici moduly na nizsich Grovnich,
Casto propojuje zafizeni, které fidi fyzické procesy, a byva kriticka z hlediska casu
nebo bezpecnosti provozu. Ridici sit’ mize byt rozdélena do nékolika z6n, nebo
V jedné organizaci ¢i v jednom provozu muze byt vice fidicich siti.

A network that connects the supervisory control level to lower-level control
modules and typically connects equipment that controls physical processes and
that is time or safety critical. The control network can be subdivided into zones,
and there can be multiple separate control networks within one enterprise and site.
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Ridici smy¢ka Control Loop

Ridici smy¢ka se sklada z méficich senzord, fidici jednotky (napt. PLC), akéniho
prvku (napf. fidicitho kohoutu, jistiCe, spinate nebo motoru) a z vymény a
zpracovani proménnych. Rizené proménné jsou ze senzorl pienaseny do fidici
jednotky. Ridici jednotka interpretuje vstupni proménné a na zékladé nastavenych
hodnot vytvaii odpovidajici vystupni proménné, které pienasi do akénich prvki.
Akeni prvky zplsobi zménu stavu fizeného procesu, tim dojde ke zméné fizenych
proménnych snimanych senzory a ty jsou nasledné preneseny do fidici jednotky.

A control loop consists of sensors for measurement, controller hardware such as
PLCs, actuators such as control valves, breakers, switches and motors, and the
communication of variables. Controlled variables are transmitted to the controller
from the sensors. The controller interprets the signals and generates
corresponding manipulated variables, based on set points, which it transmits to the
actuators. Process changes from disturbances result in new sensor signals,
identifying the state of the process, to again be transmitted to the controller.

Ridici stiedisko Control Centre
Urcité technické zafizeni, nebo skupina technickych zafizeni, které zajistuji
meéfeni, fizeni a sledovani urcitého procesu.

An equipment structure or group of structures from which a process is measured,
controlled, and monitored.

Ridici systém Control System

Systém, v ramci, n&jz je zamérné pouzito fizeni a regulace k dosazeni
predepsanych hodnot ur€ité proménné. Ridici systémy zahrnuji SCADA, DCS,
PLC a dalsi typy prumyslovych méficich a fidicich systému.

A system in which deliberate guidance or manipulation is used to achieve a

prescribed value for a variable. Control systems include SCADA, DCS, PLCs and
other types of industrial measurement and control systems.

Ridici systém vyroby Process control system
Systém, ktery slouzi k fizeni a dozorovani vyroby, ptenosu, ukladani a distribuce
elektrické energie, plynu a tepla spolecné s fizenim podplrnych procesi.

A system that serves to control and monitor the generation, transmission, storage
and distribution of electric power, gas and heat together with the control of
supporting processes.
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Rizena proménna Controlled Variable

Urc¢ita proménna, kterou se fidici systém snazi udrzet na urcité nastavené hodnoteé.
Nastavena hodnota miZze byt konstantni, nebo proménna.

The variable that the control system attempts to keep at the set point value. The set
point may be constant or variable.

Rizeni identit Identity management (IdM)

Procesy a zasady zapojené do spravy zivotniho cyklu a hodnoty, typu a volitelnych
metadat atributd v identitdich znamych v urcité doméné. Poznamka: Obecné se
sprava identit tyka interakci mezi stranami, pfi nichz se zpracovavaji informace o
identitach. Procesy a postupy ve spravé identit ptipadné podporuji funkce organu
pro informace o identitach, zejména pro zpracovani interakce mezi subjektem, pro
ktery je identita spravovana, a organem pro informace o identitach.

Processes and policies involved in managing the lifecycle and value, type and
optional metadata of attributes in identities known in a particular domain. Note:
In general identity management is involved in interactions between parties where
identity information is processed. Processes and policies in identity management
support the functions of an identity information authority where applicable, in
particular to handle the interaction between an entity for which an identity is
managed and the identity information authority.

Rizeni informaéni bezpe&nosti Information security management
(ISM)

Rizeni ochrany diivérnosti, integrity a dostupnosti informaci.
Managing the preservation of confidentiality, integrity and availability of
information.

Rizeni incidenta informacni Information security incident
bezpecnosti management

Procesy pro detekovani, hlaseni, posuzovani incidenti informacni bezpecnosti,
odezvu na incidenty, feSeni incidentl a pouceni se z incidentd.

Processes for detecting, reporting, assessing, responding to, dealing with and
learning from information security incidents.
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Rizeni konfigurace Configuration Control

Proces fizeni zmén hardware, firmware, software a dokumentace, ktery zajistuje,
ze systém je chranén pied nevhodnou zménou v obdobi pfed implementaci, po
implementaci i v jejim prib¢hu.

Process for controlling modifications to hardware, firmware, software, and
documentation to ensure the information system is protected against improper
modifications before, during, and after system implementation.

Rizeni kontinuity organizace Business  continuity management
(BCM)

Holisticky proces fizeni, ktery identifikuje mozné hrozby a jejich dopady na chod
organizace, které by mohly zptsobit, kdyby se projevily, a ktery poskytuje ramec
pro prohlubovani odolnosti organizace schopnostmi ti¢inné reagovat a tim chranit
zajmy svych klicovych zainteresovanych stran, svoji povést, znacku a svoje
¢innosti vytvarejici hodnoty.

A holistic management process that identifies potential threats to an organisation
and the impacts to business operations those threats, if realised, might cause, and
which provides a framework for building organisational resilience with the
capability of an effective response that safeguards the interests of its key
stakeholders, reputation, brand and value-creating activities.

Rizeni p¥istupu Access control
Prostredky zajistujici, aby pristup k aktiviim byl autorizovan a omezen na zakladé
pozadavkl organizace a bezpecnostnich pozadavkda.

Means to ensure that access to assets is authorised and restricted based on business
and security requirements.

Rizeni p¥istupu dle roli Role-based access control (RBAC)
Rizeni piistupu na zakladé piistupovych opravnéni k objektim, které jsou
pfifazeny jako atribut urcitym rolim.

Access control based on access permissions to objects, which are assigned as
attributes to specific roles.

Rizeni rizik Risk management

(1) Koordinované ¢innosti pro vedeni a fizeni organizace s ohledem na rizika.
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(2) Integralni soucast kazdého rozhodovani v organizaci. Soustavna ¢innost, jejimz
cilem je omezit pravdépodobnost vyskytu rizik nebo snizit jejich dopad.
Ugelem fizeni rizik je predejit problémiéim ¢ negativnim jeviim, tj. zamezit vzniku
problémi a vyhnout se tim nutnosti krizového fizeni.

(1) Coordinated activities to direct and control an organisation with regard to risks.
(2) An integral part of every decision-making process within an organization. A
continuous activity aimed at rveducing the likelihood of risks occurring or
minimizing their impact. The purpose of risk management is to prevent problems
or negative phenomena, i.e., to avoid the emergence of issues and thus eliminate
the need for crisis management.

Rizeni sluZeb Service management

Mnozina schopnosti a procest pro vedeni a fizeni ¢innosti a zdroji poskytovatele
sluzeb pro navrh, pfechod, dodavku a zlepSovani sluzeb, aby byly naplnény
pozadavky sluzeb.

Set of capabilities and processes to manage and control the activities and sources
of the service provider for the design, handover, delivery and improvement of
services so that the requirements placed on them be met.

Rizeni zranitelnosti Vulnerability management

Cyklicka praxe pro identifikaci, tfidéni, opakované zprostfedkovani a zmiriovani
zranitelnosti. Obecné se tato praxe vztahuje na zranitelnosti programového
vybaveni v pocitatovych systémech, mtize v§ak byt Casto rozsSifena na organizaéni
chovani a strategické rozhodovaci procesy.

The cyclical practice of identifying, classifying, remediating, and mitigating
vulnerabilities. This practice generally refers to software vulnerabilities in

computing systems, however, it can also extend to organisational behaviour and
strategic decision-making processes.

Sandbox Sandbox
Bezpecnostni mechanismus slouzici k oddéleni bézicich procesti od samotného
operacniho systému. Pouziva se naptiklad pfi testovani podezielého softwaru.

Security mechanism serving to separate running processes from the operating
system proper. It is used, for example, for testing suspicious software.
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SCADA SCADA
(1) Dispecerské fizeni a sbér dat
(2) Kyberneticka bezpecnost primyslovych fidicich systémi

(1) Supervisory control and data acquisition
(2) Cyber security of the industrial controlling systems.

SCADA server / Master terminal SCADA server / Master Terminal Unit
unit (MTU)

Zatizeni (master), které fidi RTU a PLC zafizeni umisténé ve vyrob¢ (slave).

A device (master) that controls RTU and PLC placed in production (slave).
Scénafr rizika Risk scenario

Sled nebo kombinace udalosti vedouci od pocateéni pficiny k nezadoucimu

nasledku.

Sequence or combination of events leading from the initial cause to the unwanted
consequence.

Sdilené tajemstvi Shared secret
Tajemstvi, které se vyuziva v ramci ovéfeni totoznosti urcité entity a je znamé
pouze dané entité a tomu, kdo ovéfuje jeji identitu.

Secret used in authentication of an entity that is known only to the entity and the
verifier.

Sdileni Sharing
Moznost spolecné a soucasné se délit o jeden nebo vice zdroji informaci, paméti
nebo zafizeni.

Possibility to have a portion at the same time of one or more information sources,
memory or devices.

Secure socket layer Secure socket layer (SSL)
Protokol, respektive vrstva vlozend mezi vrstvu transportni (napt. TCP/IP)

a aplikacni (napt. HTTP), ktera poskytuje zabezpeceni komunikace Sifrovanim a
autentizaci komunikujicich stran.
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Protocol or a layer inserted between the transport layer (e.g. TCP/IP) and the
application layer (e.g. HTTP) which enables communication security by
encryption and authentication of the communicating parties.

Security software disabler Security software disabler
Blokuje software pro zabezpeceni PC (Firewall, Antivir).

1t blocks software to secure the PC (Firewall, Antivirus).

Senzor Sensor

Zatizeni, které méfi nebo snima urcitou fyzikalni vlastnost nebo veli¢inu a prevadi
ji na elektricky nebo opticky signal, ktery muze byt dale vyhodnocen uréitym
pozorovatelem nebo zafizenim.

A device that measures or reads some specific physical property or value and
converts it into an electrical or optical signal, which can be evaluated by an
observer or instrument.

Senzor vzdalenosti Proximity Sensor

Bezkontaktni ¢idlo se schopnosti detekovat uréity pfedmét v zadané vzdalenosti.
A non-contact sensor with the ability to detect an item within a specified range.
Server Server

Pocitacovy systém nebo program, ktery poskytuje sluzby ostatnim pocita¢tim nebo
programum.

Computer system or programme that provides services to other computers or
programmes.

Serverova farma Server cluster

Skupina sitovych serverti, které jsou pouzivany k zefektivnéni vnitinich procest
tim, ze distribuuji zatéz mezi jednotlivé zapojené slozky, aby urychlily vypocetni
procesy vyuzitim sily vice servert. KdyZ jeden server ve farmeé selze, jiny miize
jeho sluzby nahradit.

Group of network servers used to increase the efficiency of internal processes by
distributing load among individual linked components to speed up computing

181



Cyber Security Glossary

processes by using the power of more servers. When one server in the farm fails,
another one can replace it.

Servo ventil Servo Valve
Pohanény ventil, jehoZ pozice je fizena akénim Clenem.

An actuated valve whose position is controlled by an actuator.
Sexting Sexting

Elektronické rozesilani textovych zprav, fotografii ¢i videi se sexualnim obsahem.
Tyto materialy Casto vznikaji v ramci partnerskych vztahi. Takovéto materialy
vsak mohou pfedstavovat riziko, Ze jeden partner z nejruznéjsich pohnutek zvetejni
fotografie ¢i videa svého partnera.

Electronic distribution of text messages, photographies or videos with sexual
content. These materials often originate in partner relations. Such materials,
however, may represent a risk that one partner, out of various motives, would
publish photographies or videos of the other partner.

Sextortion Sextortion

Forma online vydirani, pfi které utonik hrozi zvefejnénim intimnich nebo
kompromitujicich fotografii ¢i videi obéti, pokud nebudou splnény urcité
pozadavky, obvykle finan¢ni povahy. Tento druh vydirani mize zahrnovat hrozby,
ze budou zvefejnény osobni materialy, které byly ziskany podvodem, nebo bez
souhlasu obéti, a to prostiednictvim e-mailu, socialnich médii nebo jinych online
kanali.

A form of online extortion where the attacker threatens to release intimate or
compromising photos or videos of the victim unless certain demands, usually
financial, are met. This type of extortion may involve threats to publish personal
materials obtained through fraud or without the victim's consent, using methods
such as email, social media, or other online channels.

Seznam pro Fizeni pFistupu Access control list (ACL)

Seznam opravnéni pfipojeny k néjakému objektu (napi. diskovému souboru);
urcuje, kdo nebo co ma povoleni pristupovat k objektu a jaké operace s nim miize
provadét. U bezpecnostniho modelu pouzivajiciho ACL systém pred provedenim
kazdé operace prohleda ACL a nalezne v ném odpovidajici zdznam, podle kterého
se rozhodne, zda operace smi byt provedena.
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List of permissions to grant access to an object (e.g. a disc file), it determines, who
or what has the right to access the object and which operations it can do with it. In
the security model using the ACL system, it searches ACL before performing any
operation and looks up the corresponding record and by it makes a decision if the
operation may be executed.

Shareware Shareware

Voln¢ distribuovany software, ktery je chranén autorskymi pravy. V piipade Ze se
uzivatel rozhodne tento software vyuzivat déle, nez autor umoziuje, je uzivatel
povinen splnit podminky pro pouzivani. Muze jit napiiklad o zaplaceni urcité
finan¢ni ¢astky, registrace uzivatele atd.

Freely distributed software protected by copyright. In case the user decides to use
this software longer than the author permits, the user is obliged to satisfy
conditions for use. These can be, for example, payment of a certain financial
amount, user registration, etc.

Shoda Conformity

Splnéni pozadavku.

Fulfilment of a requirement.

Schopnost reagovat na pocitacové Computer incident response capability

hrozby (CIRC) (CIRC)

Schopnost v oblasti kybernetické obrany, ktera umoziiuje rychle a efektivné
reagovat narizika a zranitelnosti v systémech, poskytuje metodiku pro oznamovani
a zvladani incidentl, zajistuje podporu a pomoc provoznim a bezpecnostnim
spravetim systému. Je soucasti havarijniho (krizového) planovani obnovy systémt.

A cyber defence capability, which ensures fast and effective reaction to risks and
vulnerabilities in systems; provides methodology for reporting and managing
incidents; provides support and help to the operational and security managements
of systems. It is part of the emergency (crisis) planning for system recovery.

Signatura viru Virus signature
Vice Charakteristika viru

See Virus signature
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Simple  Network  Management Simple Network Management Protocol
Protocol (SNMP)

Zakladni TCP/IP protokol pro spravu sit¢. Administratofi sit¢ pouzivaji SNMP ke
sledovani a popisu dostupnosti, vykonu a miry chybovosti sit¢.

The basic TCP/IP protocol for network management. Network administrators use
SNMP to monitor and map network availability, performance, and error rates.

Simulace Simulation
Pouziti systému zpracovani dat k vyjadfeni vybranych vlastnosti chovani
fyzického nebo abstraktniho systému.

Use of a data processing system to extract selected properties in the behaviour of
a physical or abstract system.

Sit’ Network

Mnozina pocitaCovych terminald (pracovnich stanic) a servert, které jsou
vzajemné propojeny, aby si navzajem vyménovaly data a mohly spolu
komunikovat.

Set of computer terminals (workstations) and servers which are mutually
interconnected in order to exchange data and communicate.

Sit’ bott Botnet

Vice Botnet

See Botnet

Sit’ elektronickych komunikaci Network of electronic communications

Prenosové systémy, popiipadeé spojovaci nebo smérovaci zafizeni a jiné prostredky,
véetné prvku sité, které nejsou aktivni, které umoziuji prenos signalli po vedeni,
radiovymi, optickymi nebo jinymi elektromagnetickymi prostfedky, vcetné
druzicovych siti, pevnych siti s komutaci okruhti nebo paketii a mobilnich
zemskych siti, siti pro rozvod elektrické energie v rozsahu, v jakém jsou pouZzivany
pro pfenos signald, siti pro rozhlasové a televizni vysilani a siti kabelové televize,
bez ohledu na druh pfenasené informace.
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Transmission systems, or as the case may be, communication and routing
equipment and other devices, including elements of the network which are not
active, which make for the transmission of signals over wire lines, by radio, optical
or other electromagnetic devices, including satellite networks, fixed lines with
commuted circuits or packets, and mobile ground networks, networks for the
distribution of electrical energy in the extent to transmit signals, networks for radio
and television broadcast and networks for cable television, regardless of the type
of transmitted information.

Sit’ ulozisté Storage Area Network (SAN)

Sit, jejimz hlavnim Gcelem je pfenos dat mezi pocitacovymi systémy a Glozisti a
mezi Ulozi§ti navzijem. Poznamka: Sit SAN se skladd z komunikaéni
infrastruktury, ktera zajistuje fyzicka ptipojeni, a z vrstvy spravy, ktera organizuje

pripojeni, 0lozisté a pocitatové systémy tak, aby byl pfenos dat bezpeény a
spolehlivy.

Network whose primary purpose is the transfer of data between computer systems
and storage devices and among storage devices. Note: A SAN consists of a
communication infrastructure, which provides physical connections, and a
management layer, which organizes the connections, storage devices, and
computer systems so that data transfer is secure and robust.

Sitova karta Network Interface Card (NIC)

Deska nebo karta plosnych spojt, ktera je nainstalovana v pocitaci, aby mohl byt
ptipojen k pocitacové siti.

A circuit board or card that is installed in a computer so that it can be connected
to a network.

Sitovy analyzator Network sniffer

Zarizeni nebo software, které slouzi k ziskavani informaci prenaSenych po siti.
Device or software used to capture information flowing in networks.
Skartovat Shred

Znic¢it médium roziezanim nebo rozbitim na malé ¢asti.

Destroy the medium by cutting or breaking it into small pieces.
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Skenovani porta Port Scanning

Vyuziti programu pro vzdalené zjisténi, které porty v ur€itém systému jsou
oteviené (napft. zda systém povoli pfipojeni na tomto portu.)

Using a programme to remotely determine which ports on a system are open (e.g.,
whether the system allows connections through these ports).

Skript Seript

Soubor instrukci zapsany v nékterém formalnim jazyce, kterym je fizena Cinnost
zafizeni, programu ¢i systému.

Set of instructions written in some formal language, which control the workings of
devices, programme or system.

Skryty kanal Covert Channel

Pfenosovy kanal, ktery mize byt pouzit pro pfenos dat zptisobem, ktery narusuje
bezpecnostni politiku.

A transmission channel that could be used for data transfer in a way impairing
security policy.

Skupina pro reakci na kybernetické Computer security incident response
bezpecnostni incidenty team (CSIRT)

Bezpecnostni tym, jehoz tkolem je pomahat s feSenim incidentd v oblasti
kybernetické bezpecnosti. CSIRT poskytuje svym klientim potiebné sluzby pii
feSeni bezpecnostnich incidenti a pomahd jim pfi obnové systému po naruseni.
Aby snizily rizika incidenti a minimalizovaly jejich pocet, pracovisté CSIRT
poskytuji svym klientim také preventivni a vzdélavaci sluzby. Pro své klienty
poskytuji informace o odhalenych slabinach pouzivanych hardwarovych a
softwarovych prostfedkti a 0 moznych utocich, které téchto slabin vyuzivaji, aby
klienti mohli dostate¢né rychle oSetiit odhalené slabiny.

A team of experts to support the handling of cyber security incidents. CSIRT
provides its clients with the necessary services for solutions to incidents and helps
them in recovering the system after a disruption. To minimise incident risks and
minimise their number, CSIRT offices also provide preventive and educational
services. For clients, they provide information on detected weaknesses of used
hardware and software instruments and about possible attacks, which make use of
these weaknesses so that the clients may quickly address these weaknesses
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Skupina pro reakci na kybernetické Computer emergency response team
hrozby (CERT)

CERT je jiny uzivany nazev pro CSIRT, na rozdil od ozna¢eni CSIRT je CERT
registrovand ochranna znamka. Vice CSIRT.

CERT is another name for CSIRT; unlike CSIRT, CERT is a registered
trademark. See CSIRT.

Slepé testovani Black box testing

Zkoumani ur¢itého procesu vkladanim vstupt a porovnavanim ziskanych vysledkt
s ptfedpokladanymi vystupy, které zohlednuji pozadavky procesu.

Examining a process using known inputs and comparing the results against
predicted outputs, which reflect the requirements for the process.

Slovnikovy utok Dictionary attack

Utok na systém, v ramci, kterého jsou vyuzivany seznamy &asto pouzivanych
hesel. Jedna se o pomérné rychlou metodu, tspéch zalezi na velikosti slovniku a na
tom, zda obét’ pouziva heslo, které¢ 1ze pomoci slovniku odhadnout.

Attack on a system that employs a search of a given list of passwords. This is a
relatively fast method, depending on the size of the dictionary and whether the
victim uses a password that may be detected using the dictionary.

Sluzba Service

(1) Cinnost informaéniho systému zajistujici dané pozadavky opravnéného
subjektu spojena s funkei informaéniho systému.

(2) Zptsob, jak dodat uzivatelim uréitou hodnotu plynouci z vyuziti specifickych
fyzickych nebo logickych zdroji bez nutnosti dané zdroje vlastnit a nést s tim
spojena rizik.

(1) Activity of the information system meeting the given requirements
of an authorised subject related to the function of the operating system.

(2) Means of delivering value to users by facilitating results users want to achieve
without the ownership of specific physical or logical resources and the risks related
to ownership.

Sluzba ¢asového razitka Time-stamping service

Sluzba poskytujici dikaz, ze datova polozka existovala pfed urcitym Casovym
okamzikem.
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Service providing evidence that a data item existed before a certain point in time.
Sluzba elektronickych komunikaci  Electronic communication service

Sluzba obvykle poskytovana za uplatu, ktera spociva zcela nebo pievazné
v pfenosu signald po sitich elektronickych komunikaci, véetné telekomunikaénich
sluzeb a ptenosovych sluzeb v sitich pouzivanych pro rozhlasové a televizni
vysilani a v sitich kabelové televize, s vyjimkou sluzeb, které nabizeji obsah
prostfednictvim siti a sluzeb elektronickych komunikaci nebo vykonavaji redakéni
dohled nad obsahem pienasenym sitémi a poskytovanym sluzbami elektronickych
komunikaci; nezahrnuje sluzby informacni spolecnosti, které nespocivaji zcela
nebo pievazné v prenosu signalil po sitich elektronickych komunikaci.

Service usually provided for a fee, which consists wholly or predominantly of signal
transmission over  electronic communication networks, including
telecommunication services and transmission services in networks used for radio
and television broadcast and networks for cable television, excluding services
which provide content using the networks and services of electronic
communications or have editing supervision of the content transmitted over the
networks and provided services of electronic communications; it does not include
services of the information society which do not rest wholly or predominantly on
the transmission of signals over networks of electronic communications.

Sluzba informacni spole¢nosti Information society service

Kazda sluzba poskytovana zpravidla za tUplatu, na dalku, elektronicky a na
individualni zadost pfijemce sluzeb. Pro ucely této definice se rozumi:

(a) ,,sluzbou poskytovanou na dalku‘ sluzba poskytovana bez soucasné piitomnosti
stran,

(b) ,,sluzbou poskytovanou elektronicky* sluzba odeslanad z vychoziho mista a
pfijatd v misté jejiho urceni prostiednictvim elektronického zafizeni pro zpracovani
(vcetné digitalni komprese) a uchovavani dat a jako celek odeslana, pfenesena nebo
piijata dratové, radiove, opticky nebo jinymi elektromagnetickymi prostiedky,

(c) ,.sluzbou poskytovanou na individualni zadost piijemce sluzeb® sluzba
poskytovana pienosem dat na individualni zadost.

Any service normally provided for remuneration, at a distance, by electronic means
and at the individual request of a recipient of services. For this definition:

(a) ‘at a distance’ means that the service is provided without the parties being
simultaneously present;

(b) ‘by electronic means’ means that the service is sent initially and received at its
destination using electronic equipment for the processing (including digital
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compression) and storage of data, and entirely transmitted, conveyed and received
by wire, by radio, by optical means or by other electromagnetic means,

(c) ‘at the individual request of a recipient of services’ means that the service is
provided through the transmission of data on individual request.

Smérovad, router Router

Sitové zafizeni, které se vyuziva k navéazani a fizeni komunikace mezi riznymi
sitémi vybérem cest €i tras na zéklad¢ vyuziti smérovacich protokolt a algoritmi.
Smérova¢ se obvykle vyuziva k pfipojeni sit¢ LAN k siti WAN, ¢i k pfipojeni
MTU a RTU ke vzdalenému sitovému médiu v ramci SCADA komunikace.

A network device that is used to establish and control the communication between
different networks by selecting paths or routes based upon routing protocols and
algorithms. Common uses for routers include connecting a LAN to a WAN and
connecting MTUs and RTUs to a long-distance network medium for SCADA
communication.

Smérnice Guideline

(Zéavazné) doporuceni popisujici, co se ocekava, ze ma byt provedeno k dosazeni
urcitého cile.

A (binding) recommendation describing what is expected to be done in order to
achieve a specific objective.

Smérnice EU EU Directive

Zakonodarny akt Unie, ktery stanovuje cil, jehoz musi ¢lenské staty EU dosédhnout.
Je vsak na jednotlivych statech, aby samy vytvorily zakony, jak téchto cili
dosahnout.

A Union legislative act that sets out a goal that EU countries must achieve.
However, it is up to the individual countries to devise their own laws on how to
reach these goals.

Smlouva o trovni sluZeb Service level agreement (SLA)
Smlouva mezi poskytovatelem a piijemcem sluzby, kterd definuje parametry

technické podpory a parametry poskytované sluzby vcetné zptisobu jejich méfeni
a nasledkd, které vyplyvaji z jejich nedodrzeni poskytovatelem sluzby.

A contract between the service provider and the service recipient that defines the
parameters of technical support and the parameters of the service provided,
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including how they are measured and the consequences that result from the service
provider's failure to comply with them.

SMS phishing Smishing

Podvodna technika, pii které tto¢nik rozesila falesné SMS zpravy s cilem pfimét
pfijemce k poskytnuti citlivych tdaji (napf. piihlasovacich udaji, platebnich
informaci) nebo ke stazeni Skodlivého softwaru. Tyto zpravy se ¢asto vydavaji za
davéryhodné instituce, jako jsou banky, poStovni sluzby nebo tfady, a obsahuji
odkazy na podvodné webové stranky ¢i pokyny k provedeni ur€ité akce.

A fraudulent technique in which an attacker sends fake SMS messages to trick the
recipient into providing sensitive information (e.g., login credentials, payment
details) or downloading malicious software. These messages often impersonate
trusted institutions, such as banks, postal services, or government agencies, and
contain links to fraudulent websites or instructions to perform a specific action.

Sniffer Sniffer

Program umoziujici odposlouchavani vsech protokold, které pocita¢ pfijima /
odesild (pouziva se napi. pro odposlouchévani ptistupovych jmen a hesel, ¢isel
kreditnich karet).

Programme for the eavesdropping of all the protocols which a computer

receives/sends (it is used, for example, for eavesdropping of access names
or passwords, numbers of credit cards).

Socialni inZenyrstvi Social engineering
Manipulace s lidmi za ucelem ziskani citlivych informaci nebo pfistupu k
systémum.

Manipulation of people to obtain sensitive information or gain access to systems.
Socialni sit’ Social network

Propojena skupina lidi, ktefi se navzajem ovliviluji. Tvoii se na zaklad€ zajm,
rodinnych vazeb nebo z jinych diivodi. Tento pojem se dnes také Casto pouziva ve
spojeni s internetem a nastupem web, které se na vytvareni socialnich siti ptimo
zaméiuji (Facebook, Lidé.cz apod.), socidlni sit¢ se mohou vytvaret také v
zajmovych komunitach kolem urcitych webtl, naptiklad na jejich forech.

An interconnected group of people who interact. It is formed by interests, family
ties or other reasons. This idea is at present often used in connection with internet
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and the onset of webs which are directly targeted at social networks (Facebook,
Lidé.cz etc.), social networks can also form in interest communities around certain
web sites, for example at their forums.

Software (programové vybaveni) Software

Sada programi pouzivanych v pocitaci, které vykondvaji zpracovani dat,
¢i konkrétnich tuloh. Software lze déale rozdélit na: a) systémovy software —
vstupné/vystupni systémy, operacni systémy nebo grafické operacni systémy; b)
aplikacni software — aplikace, jednoduché utility nebo komplexni programové
systémy; ¢) firmware — ovladaci program hardwaru.

Set of programmes used in a computer which execute data processing or a concrete
task. The software can be further subdivided into a) system software — input/output
devices, operating systems or graphics operation systems, b) application software
— applications, simple utilities or complex programming systems, c) firmware —
hardware control programme.

Software jako sluzba Software as a Service (SaaS)

Moznost dana uzivateli pro pouziti aplikaci poskytovatele, které se provozuji na
cloudové infrastruktute. Aplikace jsou pfistupné z riznych klientskych zatfizeni
bud’to pres rozhrani tenky klient, jako je web prohlize¢ (naptiklad email na webu),
nebo pies programové rozhrani. Uzivatel nefidi ani neovlada zakladni cloudovou
infrastrukturu jako sit’, servery, operacni systémy, pamét'ova media, nebo dokonce
jednotlivé moznosti aplikaci, s moznou vyjimkou omezeného nastaveni
konfigurace aplikaci.

The capability provided to the consumer to use the provider s applications running
on a cloud infrastructure. The applications are accessible from various client
devices through either a thin client interface, such as a web browser (e.g. web-
based email), or a program interface. The consumer does not manage or control
the underlying cloud infrastructure including network, servers, operating systems,
storage, or even individual application capabilities, with the possible exception of
limited user-specific application configuration settings.

Software veiejné domény Public domain software
Software, ktery je umistén do vefejné domény, jinymi slovy neexistuje viibec zadné
vlastnictvi, jako naptiklad autorské pravo, obchodni znacka ¢i patent.

Software that has been placed in the public domain, in other words there
is absolutely no ownership such as copyright, trademark, or patent.
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Softwarové piratstvi Software piracy

Neautorizované pouzivani, kopirovani nebo distribuce programového vybaveni.
Unauthorised use, copying or distribution or software.

Soubor File

Obecnéd pojmenovand mnozina dat. Mize se jednat o dokument, multimedidlni
data, databazi ¢i prakticky jakykoli jiny obsah, ktery je pro uzivatele nebo software
uzitecné mit permanentné piistupny pod konkrétnim jménem.

General named set of data. It can be a document, multimedia data, database
or practically any other content, which the user or software may find useful to have
permanently available under a concrete name.

Soubor logi Log file

Soubor obsahujici informace o aktivitach subjektd v systému, pfistup k tomuto
souboru je fizen.

File containing information on the activities of subjects in the system, access to this
file is controlled.

Souborovy systém File system

Zptsob organizace a ulozeni dat ve formé soubort tak, aby k nim bylo mozné
snadno pfistupovat. Souborové systémy jsou ulozeny na vhodném typu
elektronické paméti, kterd mize byt umisténa piimo v pocitaci (pevny disk) nebo
mize byt zpfistupnéna pomoci pocitacove siteé.

Method of organisation and storage of data in the form of files so that access to
them would be easy. File systems are stored on a suitable type of electronic memory,

which can be located directly in the computer (hard disc) or can be made accessible
using a computer network.

Souhlas subjektu udaji Consent of the data subject
Svobodny, konkrétni, informovany a jednoznacny projev vtle, kterym subjekt

udaji dava prohlaSenim ¢i jinym zjevnym potvrzenim své svoleni ke zpracovani
svych osobnich udaju.
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Any freely given, specific, informed and unambiguous indication of the data
subject's will by which they, by a statement or by a clear affirmative action, signify
agreement to the processing of their data.

Soukromi Privacy
Soukromi je schopnost nebo pravo jednotlivce nebo skupiny zadrzovat informace
0 sobé&. Soukromi je rovnéz hmotny nebo myslenkovy prostor subjektu.

Privacy is the capability or right of an individual or group to retain information
about themselves. Privacy is also the material or mental space of the subject.

Soukromy kli¢ Private key
Kli¢ v asymetrické kryptografii, ktery nalezi urcité entité¢ a mél by byt znam pouze
této entité. Soukromy kli¢ tvofi par s vefejnym klicem.

A key in asymmetric cryptography, which belongs to a specific entity and should be
known only to this entity. It is paired with a public key.

Spalovani Incinerate
Zni¢eni médii Gplnym spalenim na popel.

Destruct by burning media completely to ashes.

Spear phishing (rybai‘eni o§tépem)  Spear phishing

Sofistikovangjsi utok typu Phishing, ktery vyuziva predem ziskané informace
o obéti. Diky vétsimu zacileni na konkrétni uzivatele dosahuje tato metoda vétsiho
ucinku nez bézny utok typu Phishing. Vice Phishing.

Morve sophisticated attack than Phishing, which uses prior obtained information
about the victim. Thanks to a more focused targeting on a concrete user this method
attains higher effect than a standard attack of the Phishing type. See Phishing.

Spojovani / Fuze Linkage / Fusion
Utelna kombinace dat nebo informaci z jednoho systému zpracovani dat s daty

nebo informacemi z jiného systému tak, aby bylo mozné odvolat chranénou
informaci.

Useful combination of data or information from one data processing system, with
data or information from another system, so as to declassify protected information.
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Spole¢na kritéria Common Criteria

Spole¢na kritéria pro vyhodnoceni bezpecnosti informacnich technologii (ve
zkratce z anglického jen Spole¢na kritéria, Common Criteria nebo CC) je
mezinarodni norma (ISO/IEC 15408) pro certifikaci pocitacové bezpecnosti.
V soucasné dobé jde o verzi 3.1 revizi 4. Spolecnd kritéria tvoii rdmec, v némz
mohou uzivatelé vypocetnich systému specifikovat své pozadavky na funkcénost a
spolehlivost zabezpeceni (Security Functional Requirements, SFR, pozadavky na
funkénost zabezpec€eni, a Security Assurance Requirements, SAR, pozadavky na
spolehlivost), pomoci profil ochrany (Protection Profile, PP). Uzivatelé mohou
pak aplikovat a ¢init si naroky na bezpe¢nostni atributy svych vyrobki, a testovaci
laboratofe mohou vyhodnotit, zda dany vyrobek opravdu spliluje tyto pozadavky.
Jingymi slovy, Spole¢na kritéria poskytuji zaruky, Ze procesy specifikace,
implementace a vyhodnoceni prvku pocitacové bezpecnosti bylo provedeno
standardnim rigoréznim a opakovatelnym postupem na urovni odpovidajici
cilovému prostiedi pouziti.

The Common Criteria for Information Technology Security Evaluation
(abbreviated as Common Criteria or CC) is an international standard (ISO/IEC
15408) for computer security certification. It is currently in version 3.1 revision 4.
Common Criteria is a framework in which computer system users can specify their
security functional and assurance requirements (SFRs and SARs respectively)
through the use of Protection Profiles (PPs), vendors can then implement and/or
make claims about the security attributes of their products, and testing laboratories
can evaluate the products to determine if they actually meet the claims. In other
words, Common Criteria assures that the process of specification, implementation
and evaluation of a computer security product has been conducted in a rigorous
and standard and repeatable manner at a level that is commensurate with the target
environment for use.

Spolehlivost Reliability
Vlastnost systému a jeho c¢asti plnit své poslani pfesné a bez vypadku nebo
vyznamného snizeni kvality ¢i rozsahu.

Property of a system and its parts to perform its mission accurately and without
failure or significant degradation.

Sprava informacni bezpeénosti Governance of information security

Systém, ktery fidi a kontroluje cinnosti tykajici se informacni bezpecnosti
organizace.
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The system by which an organisation s information security activities are directed
and controlled.

Sprava klica Key management

Evidovani, vytvafeni, registrovani, -certifikovani, distribuovani, zavadéni,
ukladani, ruseni registrace, archivovani, odvolavani, odvozovani a niceni klicd v
souladu s urcitou bezpecnostni politikou.

Administration, generation, registration, certification, distribution, installation,
storage, deregistration, archiving, revocation, derivation and destruction of keys
in accordance with a security policy.

Sprava informaci a wuddlosti o Security information and event
bezpecnosti / Management management (SIEM)
bezpecnostnich informaci a udalosti

Systém, jehoz ukolem je sbér, analyza a korelace dat — udalosti v siti. SIEM
systémy kombinuji metody detekce a analyzy anomalnich udalosti v siti, poskytuji
informace pouzitelné k fizeni sité a provozovanych sluzeb.

A system whose task is to acquire, analyse and correlate data — events in the
network. SIEM systems combine the methods of detection and analysis of
abnormal events in the network, provide information usable for network
management and operated services.

Sprava sité Network management
Proces planovani, navrhu, implementace, provozu, sledovani a udrzby sité.

Process of planning, designing, implementing, operating, monitoring and
maintaining a network.

Spravce aktiva (provozovatel Asset Manager (information system
informacniho sytému) operator)

Jedinec (entita), ktery zabezpecuje zpracovani informaci nebo poskytovani sluzeb
a vystupuje vuci ostatnim fyzickym a pravnickym osobam v informacnim systému
jako nositel prav a povinnosti spojenych s provozovanim systému.

Individual (entity) who enables information processing or service providing and

acts towards other natural and legal persons in the information system as the
bearer of rights and obligations connected to operating the system.
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Spravece  informacniho  systému Operator of the information system of
veiejné spravy public administration.

Subjekt, ktery podle zdkona poskytuje sluzby informacniho systému vefejné
spravy, urcuje ucel a prostiedky zpracovani informaci a za informacni systém
odpovida.

A subject, who according to the law provides services of a public administration
information system, determines the purpose and means of processing information,
and is responsible for the information system.

Spravce kryptografie Crypto officer

Role zastdvana osobou, pfipadné procesem zastupujicim uréitou osobu, ktera
ptistupuje ke kryptografickému prostfedku za ti€elem provadéni kryptografickych
inicializa¢nich, ¢i fidicich funkei daného kryptografického prostiedku.

Role taken by an individual or a process (i.e. subject) acting on behalf of an
individual that accesses a cryptographic module in order to perform cryptographic
initialisation or management functions of a cryptographic module.

Spravce osobnich udaja Controller (of personal data)

Fyzicka nebo pravnicka osoba, organ vetfejné moci, agentura nebo jiny subjekt,
ktery sam nebo spolecné s jinymi urcuje ucely a prostiedky zpracovani osobnich
udaju; jsou-li ucely a prostiedky tohoto zpracovani uréeny pravem Unie ¢i
Clenského statu, miize toto pravo urcit dot¢ené¢ho spravce nebo zvlastni kritéria pro
jeho urceni.

A natural or legal person, public authority, agency or another body, which alone
or jointly with others, determines the purposes and means of the processing of
personal data; where the purposes and means of such processing are determined
by Union or Member State law, the controller or the specific criteria for its
nomination may be provided for by Union or Member State law.

Spravce osobnich udaji Controller of personal data

Fyzicka nebo pravnickd osoba, organ vefejné moci, agentura nebo jiny subjekt,
ktery sdim nebo spolecné€ s jinymi urcuje ucely a prostfedky zpracovani osobnich
udaji; jsou-li ucely a prostiedky tohoto zpracovani urCeny pravem Unie Ci
¢lenského statu, mize toto pravo urcit dotceného spravee nebo zvlastni kritéria pro
jeho urceni.

A natural or legal person, public authority, agency or other body which, alone or
jointly with others, determines the purposes and means of the processing of
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personal data; where the purposes and means of such processing are determined
by Union or Member State law, the controller or the specific criteria for its
nomination may be provided for by Union or Member State law.

Spravce systému System administrator

Osoba zodpovédna za fizeni a idrzbu pocitacového systému.

Person responsible for the management and maintenance of a computer system.
Spravce bezpecnosti ucti Security account manager

Spravce zabezpe€eni Ucth v operacnim systému Windows, napi. databaze, ve které
se uchovavaji hesla uzivateli (hesla v operaénim systému Windows NT se
nachazeji napf. v adresafi c:\winnt\repair a c:\winnt\config).

Administrator for securing the accounts in the Windows operating system, e.g.
a database, where user passwords are kept (passwords in Windows NT operating
system may be kept, for example, in the directory c:\\winnt\repair and
c:\\winnt\config).

Spyware Spyware

Program skryt¢ monitorujici chovani opravnéného uzivatele pocitate nebo
systému. Sva zjisténi tyto programy pribézné (napf. pii kazdém spusténi) zasilaji
subjektu, ktery program vytvofil, respektive distribuoval. Takové programy jsou
Casto na cilovy pocitac nainstalovany spolu s jinym programem (utilita, poc¢itacova
hra), s jehoz funkei vSak nesouvisi.

The programme, which secretly monitors the behaviour of an authorised computer
or system user. The findings are sent by these programmes continuously (e.g. at
every startup) to the subject which created the programme or distributed it. Such
programmes are frequently installed on the target computer together with another
programme (utility, computer game). However, they bear no relation to it.

SQL Structured query language (SQL)
Strukturovany dotazovaci jazyk pouzivany pro praci s daty v relanich databézich.

Structured query language used to work with data in relational databases.
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SQL injection SQL injection

Injekeni technika, kterd zneuziva bezpecnostni chyby vyskytujici se v databazové
vrstvé aplikace. Tato chyba zabezpeceni se projevuje infiltraci neopravnénych
znakl do SQL piikazu opravnéného uzivatele nebo pfevzetim uzivatelova piistupu
k vykonani SQL ptikazu.

Injection technique, which abuses security errors occurring in the database layer
of an application. This security error manifests itself by infiltrating unauthorised
characters into an SQL command of an authorised user, or by taking over user
access, to execute the SQL command.

Stanoveni kontextu Establishing the context

Vymezeni vné&jSich a vnitinich parametri, které maji byt zohlednény pfi
managementu rizik a nastaveni rozsahu platnosti a kritérii rizik pro politiku
managementu rizik.

Establishing the limits of external and internal parameters to be taken into account
during risk management and setting of the risk validity ranges and risk criteria for
the risk management policy.

Statistické Fizeni procesi Statistical Process Control (SPC)
Rizeni kvality produktu nebo procesu s pomoci statistickych technik.

The use of statistical techniques to control the quality of a product or process.
Stav kybernetického nebezpeci State of cyber emergency

Stavem kybernetického nebezpeci se rozumi situace, stav, ve kterém je ve velkém
rozsahu ohrozena informac¢ni bezpecnost v informacnich systémech nebo
bezpecnost sluzeb nebo siti elektronickych komunikaci, a tim by mohlo dojit k
poruseni nebo doslo k ohrozeni zajmu Ceské republiky ve smyslu zakona
upravujictho ochranu utajovanych informaci. (Dle zdkona o kybernetické
bezpecnosti 181/2014 Sb.).

A State of cyber emergency refers to a situation or condition in which information
security in information systems, or the security of services or electronic
communications networks, is endangered on a large scale. As a result, it may lead
to a breach of, or pose a threat to, the interests of the Czech Republic as defined by
the law governing the protection of classified information. (According to the
Cybersecurity Act No. 181/2014 Coll.)
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Strana zucastnénd na (ochrané) Privacy (protection) stakeholder
soukromi

Fyzicka nebo pravnicka osoba, vefejna autorita, vladni organizace nebo jakykoli
jiny organ, ktery mize ovlivnit, byt ovlivnén nebo byt vniman jako ovlivnény
rozhodnutim nebo ¢innosti vztahujici se ke zpracovani osobnich tidaja.

A natural or legal person, public authority, agency or any other body that can
affect, be affected by or perceive themselves to be affected by a decision or activity
related to personal data processing.

Strategie informacni bezpecnosti Corporate information security
spolecnosti strategy

Dokument, ktery popisuje pokyny vedeni a podporu informacni bezpe€nosti v
souladu s obchodnimi pozadavky a pfislusnymi zakony a piedpisy.

Document that describes management direction and support for information
security in accordance with business requirements and relevant laws and
regulations.

Strojové uceni Machine Learning

Podoblast umé¢lé inteligence umoziujici systémiim ucéit se z dat.

A subfield of artificial intelligence that enables systems to learn from data.
Structure text (strukturovany text)  Structure text

Programovaci jazyk z rodiny IEC 61113-3 pro PLC. Je nejvice podobny klasickym
programovacim jazykim. Jedna se o klasickou reprezentaci syntakticky
poskladanych ptikazu.

IEC 61113-3 PLC programming language. It is most similar to traditional
programming languages. This is a classical representation of syntactic composite
commands.

Stiedisko distribuce klict Key distribution centre (KDC)
Entita povéfend generovanim nebo ziskavanim a distribuovanim kli¢t dalSim
entitam.

An entity entrusted to generate or acquire and distribute keys to other entities.
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Stiredisko generovani kli¢h Key Generation Center (KGC)

Organizacni jednotka, kterd zabezpecuje generovani kryptografickych klicd a
jejich plnéni do nosicl pro nezavislou distribuci do kryptografickych prostiedkd.

Organisation body that enables the generation of cryptographic keys and their
loading into tokens for an independent distribution into cryptographic devices.

Stiredisko spravy klicu Security Management Centre (SMC)

Organizacni jednotka, ktera zabezpecCuje spravu kryptografickych klict a
konfiguraci kryptografickych prostiedki v siti. Stfedisko generuje kryptografické
klice pro kryptografické prostiredky v siti, zabezpecCuje jejich elektronickou
distribuci a realizuje politiku komunikace kryptografickych prostiedka v siti.

Organisation body that ensures the management of cryptographic keys and the
configuration of cryptographic devices in a network. The centre generates
cryptographic keys for the cryptographic devices in a network, provides for their
electronic distribution and implements strategy for communication of
cryptographic devices in the network.

Stfedni doba mezi poruchami Mean Time Between Failures
Pfedpokladana doba mezi dvéma po sobé jdoucimi poruchami ur¢itého systému
nebo jeho ¢asti.

Expected time between consecutive failures in a system or its component.

Sti‘edni doba opravy Mean Time To Repair

Ocekavana nebo vypozorovana doba, za kterou jsou rozbity systém nebo jeho

komponenta znovu uvedeny do provozu.

Expected or observed duration to return a malfunctioning system or component to
normal operations.

Stuxnet Stuxnet

Pocitacovy Cerv, ktery je vytvoren, aby utocil na primyslové fidici systémy typu
SCADA, jenz je vyuzivan k fizeni velkych primyslovych podnikt, napiiklad
tovaren, elektraren, produktovodi, a dokonce armédnich zatizeni.

Computer worm created to attack industrial control systems of the SCADA type

used to control large industrial enterprises, for example, factories, power
generating plants, product lines and even military objects.
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Subjekt Subject

V pocitacové bezpecnosti aktivni entita, ktera mize piistupovat k objekttim.
In computer security, an active entity which can access objects.

Subjekt kritické infrastruktury Subject of critical infrastructure

Provozovatel prvku kritické infrastruktury; jde-1i o provozovatele prvku evropské
kritické infrastruktury, povazuje se tento za subjekt evropské kritické
infrastruktury.

The operator of an element of critical infrastructure; if it is an operator of an
element of the European critical infrastructure, the operator is considered to be a
subject of the European critical infrastructure.

Subjekt udaji Data subject

Fyzicka osoba, které se osobni tidaje tykaji.

A natural person to whom the personal data relates.

Svételna zavora Photo Eye

Senzor citlivy na svétlo, ktery pfevadi svételny signal na signal elektricky a ktery
produkuje bindrni signal zavisly na preruSeni paprsku svétla.

A light-sensitive sensor that converts a light signal into an electrical signal,
producing a binary signal based on an interruption of a light beam.

Symetricky algoritmus Symmetric Algorithm

Sifrovaci algoritmus, ktery pouzivda k Sifrovani i deSifrovani dat stejny
kryptograficky kli¢. Tento kli¢ musi mit k dispozici pouze odesilatel a piijemce
Sifrovanych dat, proto se tento kli¢ nazyva ,tajny klic.

Encryption algorithm which uses the same cryptographic key for both encryption
and decryption. This key must be available only to the sender and the recipient,
and this is why this key is denoted as a ,,secret key “.
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Symetricka kryptografie Symmetric Cryptography /
Cryptographic technique

Kryptograficka technika, kterd pouziva stejny tajny kli¢ jak pro odesilatele, tak pro
piijemce. Pozndmka: bez znalosti tajného klice je vypocetné neproveditelné
vypocitat transformace jak odesilatele, tak ptijemce.

A cryptographic technique that uses the same secret key for both the originator's
and the recipient’s transformation. Note: Without knowledge of the secret key, it is
computationally infeasible to compute either the originator's or the recipient's
transformation.

SYN-cookies SYN-cookies

Prvek obrany proti utoku zaplavenim pakety protokolu TCP s piiznakem SYN.
Vice SYN Flood.

Element of defence against a flooding by packets in the TCP protocol with the
attribute SYN. See SYN-Flood.

SYN-flood SYN-flood

Kyberneticky tGtok (typu Denial of Service) na server zaplavenim pakety protokolu
TCP. Utoénik zasila zaplavu TCP/SYN paketti s padélanou hlavickou odesilatele.
Kazdy takovy paket server pfijme jako normalni Zadost o pfipojeni. Server tedy
odesle paket SYN-ACK a ¢eké na paket ACK. Ten ale nikdy nedorazi, protoze
hlavicka odesilatele byla zfalSovana. Takto polooteviend zadost néjakou dobu
blokuje jiné, legitimni zadosti o pfipojeni. Vice DoS, DDoS, SYN-cookie.

Cyber-attack (Denial of Service type) on a server by flooding with packets in the
TCP protocol. The attacker sends a flood of TCP/SYN packets with a forged
heading of the sender. The server accepts every such packet as a normal request
for a connection. The server then sends out the SYN-ACK packet and waits for the
ACK packet. This however never arrives as the heading of the sender was forged.
Such a semi-open request blocks out, for some time, other legitimate requests for a
connection. See DoS, DDoS, SYN-cookie.

Systém detekce priniku Intrusion detection system (IDS)
Technicky systém, ktery se pouziva pro zjisténi, ze byl u¢inén pokus o prinik nebo

takovy Cin nastal, a je-li to mozné, pro reakci na prinik do informacnich systéma
a siti.
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A technical system that is used to identify that an intrusion has been attempted,
is occurring, or has occurred and possibly responds to intrusions in information
systems and networks.

Systémy detekce a prevence pruniku Intrusion Detection and Prevention
(IDPS) Systems (IDPS)

Software, ktery automatizuje proces monitorovani udalosti, ke kterym dochazi v
pocitacovém systému nebo v siti, a analyzuje je pro ptiznaky moznych incidentt a
snazi se zastavit detekci moznych incidentd.

Software that automates the process of monitoring events occurring in a computer
system or network, analyses them for signs of potential incidents, and attempts to
stop the detection of possible incidents.

Systém doménovych jmen Domain name system (DNS)

Distribuovany hierarchicky jmenny systém pouzivany v siti Internet. Preklada
nazvy domén na Ciselné IP adresy a zpét, obsahuje informace o tom, které stroje
poskytuji prislusnou sluzbu (napt. ptijimaji elektronickou postu ¢i zobrazuji obsah
webovych prezentaci).

Distributed hierarchical name system used on the Internet network. It translates
domain names into numerical IP addresses and back, contains information about
which machines provide the relevant service (e.g. accepts electronic mail or show
the content of web pages).

Systém odolny vici selhani Fault Tolerant System
Systém, ktery ma zabudované mechanismy, které zajistuji spravnou funkci
systému i pii selhani uréitého hardware anebo software.

A system with the built-in mechanisms to provide the correct execution of its
function even in the presence of a hardware or software fault.

Systém prevence priniku Intrusion prevention system (IPS)
Varianta systému detekce praniku, které jsou zvlast€ urCeny pro moznost aktivni
reakce.

A variant on intrusion detection systems that are specifically designed to provide
an active response capability.
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Systém Fizeného pFistupu Controlled access system (CAS)
Prostfedky pro automatizaci fyzického fizeni pfistupu (napi. pouziti odznakl
vybavenych magnetickymi prouzky, inteligentnich karet, biometrickych snimact).

Means for automating of the physical control of access (e.g. use of badges equipped
with magnetic strips, smart cards, biometric sensors).

Systém Fizeni Management system
Soubor vzajemné propojenych nebo vzajemné na sebe ptisobicich prvki organizace
k ustaveni politik strategii, cild a procesi k dosazeni téchto cild.

Set of interrelated or interacting elements of an organisation to establish policies
and objectives and processes to achieve those objectives.

Systém Fizeni identit Identity Management System (IdMS)

Systém, ktery spravuje a fidi informace o identité entit v ramci celého zivotniho
cyklu informaci v uréité doméné.

System controlling entity identity information throughout the information lifecycle
in one domain.

Systém Fizeni informaéni bezpe¢nosti Information security management
(ISMS) system (ISMS)

Cast systému fizeni, zaloZena na pfistupu k bezpecnostnim rizikim, k ustaveni,
implementovani, provozovani, monitorovani, pfezkoumavani, spravovani
a zlepSovani informacni bezpe€nosti.

Part of the management system, based on the attitude towards security risks,
definition, implementation, operation, monitoring, re-analysing, administration
and improvement of information security.

Systém Fizeni kontinuity organizace Business continuity = management
system (BCMS)

Cast celkového systému fizeni organizace, ktera ustanovuje, zavadi, provozuje,
monitoruje, prezkoumava, udrzuje a zlepsuje kontinuitu organizace.

Part of the overall management system that establishes, implements, operates,
monitors, reviews, maintains and improves business continuity.
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Systém umélé inteligence / Systém UI Artificial Intelligence System / Al
System

Strojovy systém navrZeny tak, aby po zavedeni fungoval s rliznymi Grovnémi
autonomie a ktery po zavedeni mize vykazovat adaptabilitu a ktery za explicitnimi
nebo implicitnimi ucely z obdrZzenych vstupi odvozuje, jak generovat vystupy,
jako jsou predikce, obsah, doporuceni nebo rozhodnuti, které mohou ovlivnit
fyzicka nebo virtualni prostredi.

A machine-based system that is designed to operate with varying levels of
autonomy and that may exhibit adaptiveness after deployment, and that, for explicit
or implicit objectives, infers, from the input it receives, how to generate outputs
such as predictions, content, recommendations, or decisions that can influence
physical or virtual environments.

Sifrovaci algoritmus Encryption algorithm
Proces, ktery transformuje otevieny text na Sifrovany text.
Process which transforms plaintext into ciphertext.

Sifrovaci systém Encryption system

Kryptograficka technika pouzivana k ochrané divérnosti dat, ktera se sklada ze tii
slozek: sifrovaciho algoritmu, desifrovaciho algoritmu a metody generovani klica.

Cryptographic technique used to protect the confidentiality of data, and which
consists of three component processes: an encryption algorithm, a decryption
algorithm, and a method for generating keys.

Sifrovani Encryption, Ciphering

(1) Kryptograficka transformace dat (zvanych ,,prosty text“) do podoby (zvané
Sifrovany text™), ktery skryva vyznam ptivodnich dat, aby se zabranilo jejich Gniku
¢i zneuziti. Je-li tato transformace vratna, pak se obraceny proces, kterym
se Sifrovany text pfevede na prosty text, nazyva desifrovani.

(2) Proces pievodu informaci do formatu, ktery je Citelny pouze pro autorizované
osoby.

(1) Cryptographic transformation of data (called “plaintext”) into a form (called
“ciphertext”) that conceals the data's original meaning to prevent it from being
leaked or used. If the transformation is reversible, the corresponding reversal
process is called decryption and restores the encrypted data to plaintext.
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(2) The process of converting information into a format readable only by authorized
individuals.

Sifrovani vefejnym kli¢em Public key encryption

Sifrovani provadéné asymetrickym algoritmem.

Encryption performed using an asymmetric algorithm.

Skodlivy obsah Malicious contents

Aplikace, dokumenty, soubory, data nebo jiné zdroje, do kterych jsou zabudovany

nebo ukryty skodlivé funkce ¢i schopnosti.

Applications, documents, files, data or other resources that have malicious features
or capabilities embedded or hidden.

Skodlivy software Malware

Vice Malware

See Malware

Spatné utvoieny dotaz Malformed query

(1) Chybny dotaz, ktery mize vyvolat nestandardni nebo neocekavané chovani
systému.
(2) Zpisob utoku.

(1) Erroneous query, which may result in triggering a nonstandard or unexpected
behaviour of a system.
(2) Mode of an attack.

Tajny (proprietarni) algoritmus Secret (proprietary) algorithm

Algoritmus, ktery je utajovan. Jeho autorem a garantem muze byt statni instituce
a miize byt urcen pro pouziti vyhradné v organech statu. Vlastnikem proprietarniho
algoritmu ale mtize byt i soukroma spolecnost, ktera jej vyvinula a vyuziva ho ve
své produkci. Bezpecnost téchto algoritmi mize byt posouzena stitni instituci
nebo nezavislou laboratofi a byva obvykle dolozena certifikatem. I tyto algoritmy
mohou vychazet ze standardi. Potencialni ito¢nik nema informace o algoritmu pro
cileny utok.
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An algorithm which is kept secret. Its author and guarantor can be a state
institution, and it may be targeted for use exclusively for state bodies. However, the
owner of the proprietary algorithm can be a private company which developed it
and uses it in its products. The security of these algorithms may be evaluated by a
state institution or an independent laboratory and is usually attested to by a
certificate. Even these algorithms can be based on standards. A potential enemy
has no information about the algorithm for a targeted attack.

Tajny kli¢ Secret key

Kryptograficky kli¢ pouzivany v symetrické kryptografii. Je pouzivan k Sifrovani i
desifrovani dat. Jedna se o (sdilené) tajemstvi, které musi sdilet kazdy, kdo je
opravnén Sifrovat i desifrovat data. Z tohoto diivodu musi byt kli¢ utajovan — odtud
tajny klic.

An encryption key used in symmetric cryptography. It is used both to encrypt and
decrypt data. It is a (shared) secret to be shared by any party authorised to encrypt
and decrypt data. This is the reason why the key must be kept secret — hence secret
key.

Technicka opati‘eni Technical Measures

Bezpecnostni opatieni nebo protiopatfeni informac¢niho systému, ktera jsou
primarné¢ zavaddéna a spousténa informaénim systémem prostfednictvim
mechanismi integrovanych do jeho hardwarovych, softwarovych nebo
firmwarovych komponent.

The security measures or countermeasures for an information system that are
primarily implemented and executed by the information system through
mechanisms contained in the hardware, software, or firmware components of the
system.

Technické prostiedky (vybaveni) Hardware
Fyzické soucasti systému (zafizeni) nebo jejich Cast (napf. pocitac, tiskarna,
periferni zafizent).

Physical components of a system (equipment) or their parts (e.g. a computer,
printer, peripheral devices).

Techniky  zlepSujici  (ochranu) Privacy enhancing technology (PET)
soukromi

Opatfeni tykajici se (ochrany) soukromi, skladajici se z opatfeni, produktii nebo
sluzeb informacnich a komunikacnich technologii, které chrani soukromi eliminaci
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nebo omezenim osobnich Udaji nebo zabranénim zbyteCného a/nebo
nezamysleného zpracovani osobnich udaji, a to vSe bez ztraty funkénosti systému
ICT.

Measures of privacy protection, consisting of information and communication
technology (ICT) measures, products, or services that protect privacy by
eliminating or reducing personal data or by preventing unnecessary and undesired
processing of personal data, all without losing the functionality of the ICT system.

Telefonni phishing Vishing

Phishingové technika, ktera vyuziva faleSného hlasového automatu (Interactive
Voice Response) s podobnou strukturou jako ma originalni bankovni automat ("Pro
zmeénu hesla stisknéte 1, pro spojeni s bankovnim poradcem stisknéte 2"). Obét’ je
vétSinou vyzvana emailem k zavolani do banky za ucelem ovéfeni informace. Zde
je pak pozadovano piihlaseni za pomoci PIN nebo hesla. Nékteré automaty
nasledné pienesou obét’ do kontaktu s uto¢nikem vystupujicim v roli telefonniho
bankovniho poradce, coz mu umoziuje dalsi moznosti otazek.

Phishing technique, which uses a false voice automaton (Interactive Voice
Response) with a structure similar to the original banking automaton ("For a
change of password press 1, for connection to a bank advisor press 2"). The victim
is usually asked in an email to call the bank for information verification. Here,
sign-on is requested using a PIN or a password. Some automata subsequently
transfer the victim to contact with the attacker playing the role of a telephone bank
advisor, which allows for other possibilities for questions.

Temna sit’ DarkWeb / DarkNet

(1) Prekryvna sit, ktera vyuziva sit’ Internet, ale vyzaduje zvlastni software (napf.
TOR browser, Freenet, 12P anonymous network apod.), konfiguraci, nebo
autorizaci.

(2) Sekce internetu, kterd neni indexovana b&znymi vyhleddvadi a je Casto
pouzivéna pro nezakonné ¢innosti. Ackoliv se tento termin objevuje v souvislosti s
kybernetickymi hrozbami, nemusi byt vzdy zahrnut ve vSech slovnicich.

(1) An overlay network that uses the Internet but requires specific software (e.g.
TOR browser, Freenet, I2P anonymous network, etc.), configurations, or
authorization.

(2) A section of the internet that is not indexed by standard search engines and is
often associated with illegal activities. While this term is frequently linked to cyber
threats, it may not always be included in all dictionaries.
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TEMPEST TEMPEST

Koédové oznaceni americké Narodni bezpe€nostni agentury pro zabezpeceni
elektronickych komunikacnich zafizeni pfed kompromitujicim vyzafovanim, které
by v pfipad¢ zachyceni a analyzy mohlo odhalit pienaSené, pfijimané,
manipulované nebo jinak zpracovavané informace.

Codename by the US National Security Agency to secure electronic
communications equipment from compromising emanations, which, if intercepted
and analysed, may disclose the information transmitted, received, handled, or
otherwise processed.

Teplotni sensor, ¢idlo Temperature Sensor

Cidlo, které snima teplotu okolniho prostiedi a vysila elektricky signal v zavislosti
na teplotg.

A sensor that reads the temperature of the environment and issues an electrical
signal related to its temperature.

TERENA TERENA

Trans-European Research and Education Networking Association, evropska
mezindrodni organizace podporujici aktivity v oblasti internetu, infrastruktur
a sluzeb v ramci akademické komunity.

Trans-European Research and Education Networking Association, a European
international organisation supporting activities in the area of internet,
infrastructures and services in the academic community.

TF-CSIRT TF-CSIRT

Mezinarodni férum umoznujici spolupraci tym CSIRT na evropské tirovni. DEli
se na dvé skupiny — uzavfenou, ktera je pfistupna pouze akreditovanym tymim, a
otevienou, ktera je pfistupna vsem zajemctiim o praci tymi CSIRT. TF-CSIRT je
jednou z aktivit mezinarodni organizace TERENA. Pracovni skupina TF-CSIRT
se schazi obvykle nekolikrat ro¢né.

International forum enabling the cooperation of CSIRT teams on a European level.
It is divided into two groups — a closed one, which is open only to accredited teams,
and an open one, which is accessible to all parties interested in the CSIRT teams'
work. TF-CSIRT is one of the activities of the TERENA international
organisation. Working group TF-CSIRT meets usually several times per year.
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Tlakovy senzor Pressure Sensor

Urcity snimac, ktery zasila elektricky signal na zaklad¢ tlaku, kterym na né&j pisobi
okolni prostiedi. Tlakové senzory mohou méfit rovnéz miru zmeény tlaku za ucelem
meéfeni hladiny a pritoku.

A certain sensor that sends an electrical signal related to the pressure acting on it
by its surrounding medium. Pressure sensors can also use differential pressure to
obtain level and flow measurements.

Tokenizace Tokenization

Proces nahrazovani citlivych dat nahodné generovanymi tokeny.

The process of replacing sensitive data with randomly generated tokens.
Topologie Topology

Topologie piedstavuje kvalitativni geometrii popisujici vzajemné usporadani

jednotlivych prvki. (napf. komunikacnich uzli).

Topology is a qualitative geometry describing positions of individual elements (for
example: communication nodes).

TOR (anonymni sit’) TOR (anonymity network)

Volny software pro anonymni komunikaci, hojné pouzivany pro pfistup k
DarkNetu. Nazev je akronym odvozeny z ptivodniho nazvu softwarového projektu,
The Onion Router.

A free software for enabling anonymous communication, often used to access
DarkNet. The name is an acronym derived from the original software project name
The Onion Router.

Torrent Torrent
Soubor s koncovkou .torrent, ktery obsahuje informace o jednom nebo vice
souborech ke stazeni. Vice BitTorrent.

A file with the extension .torrent, which contains information about one or more
files to be downloaded. See BitTorrent.
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Tovarna Plant

Vice Zavod

See Plant

Transmission control protocol Transmission control protocol (TCP)

Zakladni protokol ze sady protokoli Internetu, ktery pfedstavuje transportni vrstvu.
Pouzitim TCP mohou aplikace na pocitacich propojenych do sité vytvofit mezi
sebou spojeni, pfes které mohou prenaset data. Protokol garantuje spolehlivé
doruCovani a doruCovani ve spravném poradi. TCP také rozliSuje data pro
vicendsobné, soucasné bézici aplikace (naptiklad webovy server a emailovy server)
bézici na stejném pocitaci. TCP podporuje mnoho na internetu popularnich
aplikacnich protokolt a aplikaci, véetné WWW, emailu a SSH.

A basic protocol from the protocol set of the Internet; more precisely it represents
the transport layer. Using the TCP, applications on interconnected computers can
link up and transmit data over the links. The protocol guarantees a reliable delivery
as well as delivery in the right order. TCP also differentiates data for multiple
concurrently running applications (e.g. a web server and email server) running on
the same computer. TCP is supported by many of the application protocols and
applications popular on the Internet, including WWW, email and SSH.

Transport layer security Transport layer security (TLS)

Je kryptograficky protokol ureny k zabezpeceni komunikace pfes internet.
Zajistuje soukromi, integritu dat a bezpecnost pfenosu mezi aplikacemi a zabranuje
odposlechu, manipulaci a padélani dat. Je vyuzivan v tadé aplikacich, jako je
prochéazeni webu, elektronicka posta, internetové faxovani, rychlé zasilani zprav a
VoIP (Voice-over-IP).

A cryptographic protocol that provides communication security over the Internet.
They use asymmetric cryptography for authentication of key exchange, symmetric
encryption for confidentiality and message authentication codes for message
integrity. Several versions of the protocols are in widespread use in applications
such as web browsing, electronic mail, Internet faxing, instant messaging and
voice-over-IP (VoIP).
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Trojsky ki Trojan horse, trojan

Program, ktery plni na prvni pohled néjakou uzitecnou funkci, ale ve skute¢nosti
ma jesté néjakou skrytou skodlivou funkci. Trojsky kin se sam nereplikuje, Sifi se
diky viditeln€ uzitné funkci, kterou poskytuje.

A programme, which performs a useful function on the surface, but in reality, also

has some hidden harmful function. The trojan horse does not replicate itself; it is
distributed thanks to the visible utility it provides.

Trusted introducer Trusted introducer
Utad, ktery sjednocuje evropské bezpe¢nostni tymy typu CERT/CSIRT. Zarovei

také napomaha vzniku CERT/CSIRT tymtu a provadi jejich akreditace a
certifikace. Je provozovan organizaci TERENA. Vice TERENA.

The authority uniting European security teams of the type CERT/CSIRT. At the
same time, it also helps in creating the CERT/CSIRT teams and provides for their
accreditation and certification. It is operated by the TERENA organisation. See
TERENA.

Treti strana Third party
Osoba nebo organizace nezavisla jak na osob&é nebo organizaci, kterd poskytuje
predmét posuzovani shody (produkt, sluzba), tak i na odbérateli tohoto predmétu.

Person or organisation independent both of the person or the organisation which
submits the object to be judged for compliance (product, service) and also
independent of the purchaser of the object.

Typ pFistupu Access type

V kybernetické bezpecnosti typ operace, specifikované pfistupovym pravem.
In cybersecurity, a type of operation specified by access rights.

Tym reakce na incidenty Incident response team (IRT)

Skupina patfi¢n€ vyskolenych, schopnych a ditvéryhodnych pracovnik, ktera tesi
incidenty v pribéhu jejich Zzivotniho cyklu. CERT (Computer Emergency
Response Team) a CSIRT (Computer Security Incident Response Team) jsou
obecné pouzivané nazvy pro IRT.

A team of appropriately skilled, able and trusted members of the organisation that
handles incidents during their lifecycle. CERT (Computer Emergency Response
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Team) and CSIRT (Computer Security Incident Response Team) are commonly
used terms for IRT.

Tym vysetfovatela Investigative team

Vsechny osoby, které se pfimo podileji na vedeni vySetfovani daného incidentu.
All individuals directly involved in conducting the investigation of a given incident.
Ukelnost Efficiency

Vztah mezi dosazenymi vysledky a tim, jak spravné byly zdroje vyuzity.

Relation between the achieved results and how well have the sources been used.
Udaje Data

Z pohledu ICT reprezentace informaci formalizovanym zptisobem vhodnym pro
komunikaci, vyklad a zpracovani.

From the ICT point of view, this is a representation of information in a formalised
way suitable for communication, explanation and processing.

Udaje o zdravotnim stavu Data concerning health

Osobni udaje tykajici se télesného nebo dusevniho zdravi fyzické osoby, véetné
udaju o poskytnuti zdravotnich sluzeb, které vypovidaji o jejim zdravotnim stavu.

Personal data related to the physical or mental health of a natural person,
including the provision of health care services, which reveal information about his
or her health status.

Udaje pro ovéfeni hesla Password verification data
Udaje, které slouzi k ovéfeni toho, Ze urdita entita zna uréité heslo.
Data that is used to verify an entity’s knowledge of a specific password.
Udalost Event

Vyskyt nebo zména urcité mnoziny okolnosti.

Occurrence or change of a particular set of circumstances.
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Udalost informacni bezpe¢nosti Information security event

Zjistény vyskyt stavu systému, sluzby nebo sité oznacujici mozné poruseni politiky
informacni bezpecnosti nebo selhani opatieni nebo predem neznadma situace, ktera
muze byt pro bezpecnost zavazna.

Identified occurrence of a system, service or network state indicating a possible
breach of information security policy or a failure of controls, or a previously
unknown situation that may be security relevant.

Udalost hrozby Threat Event

Udalost nebo situace, ktera ma potencial zpusobit nezadouci nasledky nebo
dopady.

An event or situation that has the potential for causing undesirable consequences
or impacts.

Udriba Maintenance

(1) Jakakoliv Cinnost, ktera bud’ zabranuje poruse, nebo selhani zafizeni, nebo
obnovuje jeho provozni schopnosti.

(2) Jakakoliv zména aplikace po jejim dodani (napf. oprava chyb, rozsiteni funkci,
zvySeni vykonu ¢i zlepSeni funkce aplikace).

(1) Any act that either prevents a failure or malfunction of equipment or restores
its operating capability.

(2) Any change in an application after its delivery (e.g. error correction, added
functionality, enhanced performance or improvement of the application's
functionality).

Uméla inteligence Artificial Intelligence

Systémy vyvinuté pro napodobovani lidské inteligence a rozhodovani.

Systems designed to mimic human intelligence and decision-making.

Uméla generativni inteligence Artificial Intelligence

Uméla generativni inteligence je typ umé¢l¢ inteligence, ktera je schopna vytvaret
nové informace, obsah nebo objekty na zaklad€ existujicich dat. Tento typ Al se

vyuziva napiiklad pro generovani textdi, obrazkd, hudby, videi nebo jinych
kreativnich produktt. Generativni modely, jako jsou generativni adversarialni sité
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(GAN) nebo transformacni modely, se uc¢i vzory z trénovacich dat a nasledné
vytvareji nové, originalni vystupy.

Generative artificial intelligence is a type of Al that can create new information,
content, or objects based on existing data. This type of Al is used for generating
texts, images, music, videos, or other creative products. Generative models, such
as Generative Adversarial Networks (GAN) or transformer models, learn patterns
from training data and then generate new, original outputs.

Uméla obecni inteligence Artificial General Intelligence (AGI)
Hypoteticka Al schopna vykonavat jakykoli intelektualni tikol jako ¢lovek.

A hypothetical AI capable of performing any intellectual task like a human.
Uméla uzka inteligence Artificial Narrow Intelligence (AI)
Al specializovana na konkrétni tikoly, jako je rozpoznavani obrazu.

Al specialized in specific tasks, such as image recognition.

Umyslné oklamani, podvrzeni Spoofing

Cinnost s cilem podvést (oklamat) uzivatele nebo provozovatele zpravidla pomoci
predstirani falesné identity.

Activity with the objective of deceiving (misleading) a user or operator usually by
sporting a false identity.

Universalni unikatni identifikator Universal unique identifier (UUID)

Standard pro identifikatory pouzivané pti tvorbé softwaru, standardizovany
organizaci Open Software Foundation (OSF) jako soucast Distributed Computing
Environment (DCE).

An identifier standard used in software construction, standardised by the Open
Software Foundation (OSF) as part of the Distributed Computing Environment
(DCE).

Upfednostnéné ¢innosti Prioritised activities

Cinnosti, kterym musi byt bezprostfedné po incidentu déna piednost, aby byly
zmirnény dopady.
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Activities that must be prioritised in the immediate aftermath of an incident to
mitigate impacts

URL trojan URL trojan
Presmérovava infikované pocitace pfipojené pres vytacené pripojeni k Internetu na
drazsi tarify. Vice hesla Dialer a Trojan Horse.

It redirects infected computers connected via the dial-in Internet connection to
more expensive rates. See Dialer and Trojan Horse.

Uroveii piistupu Access level

Uroven autorizace pozadovana pro pistup k chranénym zdrojam.

Level of authorisation required to access protected sources.

Uroveii rizika Level of risk / risk level

Velikost rizika vyjadiena jako kombinace nasledkd a jejich pravdépodobnost.

The magnitude of the risk expressed in terms of the combination of consequences

and their likelihood.

Utad pro prFidélovani ¢&isel na Internet assigned numbers authority
Internetu (TANA)

Autorita, kterd dohlizi na pridélovani IP adres, spravu kofenovych zon DNS
(pridélovani TLD domén a vznik generickych domén) a spravu a vyvoj
internetovych protokold. V soucasné dob¢ je IANA jednim z oddé€leni organizace
ICANN.

Authority overseeing IP address assignment, administration of DNS zones
(assignment of TLD domains and the creation of generic domains) and the
administration and development of internet protocols. At present, IANA is one of
the departments of the ICANN organization.

Ustaleny stav Steady State
Stav, kdy urcitd vlastnost, napi. hodnota, rychlost, periodicita nebo amplituda,
vykazuje pouze zanedbatelnou zménu po libovolné dlouhou dobu.

A state when a specific property, such as value, speed, periodicity, or amplitude,
exhibits only negligible change over an arbitrarily long period.
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Utoénik Attacker

Osoba UmysIné vyuzivajici zranitelnosti v technickych nebo netechnickych
bezpecnostnich opatienich s cilem zcizit, nebo ohrozit informacni systémy a sité,
nebo narusit dostupnost informacnich systému a sitovych zdroju legitimnim
uzivatelim

A person deliberately exploiting vulnerabilities in technical and non-technical
security controls in order to steal or compromise information systems and
networks, or to compromise availability to legitimate users of the information
systems.

Utoény potencial Attack potential

Mira utoéného usili, které je urcity utocnik schopen vyvinout na urcity cil
vyjadiena v zavislosti na schopnostech, zdrojich a motivaci uto¢nika.

Measure of the attack effort to be expended in attacking a target, expressed in terms
of an attacker's expertise, resources and motivation.

Utok Attack

Pokus o zniCeni, vystaveni hrozb¢, zménu, vyfazeni z ¢innosti, zcizeni aktiva nebo
ziskani neopravnéného piistupu k aktivu nebo uskutecnéni neopravnéného pouziti
aktiva.

Attempting to destroy, compromise, alter, disable, steal or gain unauthorised access
to an asset or to make unauthorised use of an asset.

Utok hrubou silou Brute force attack

Metoda k zjistovani hesel, kdy tGtoc¢ici program zkousi jako mozné heslo v§echny
existujici kombinace znakt, dokud nezjisti skute¢né heslo. Tento zptisob je Casove
velmi naro¢ny. Jeho uspésnost je zavisla na délce hesla, slozitosti hesla a na
vypocetnim vykonu pouzitého pocitace.

Method to find passwords when the attacking programme tries all existing
character combinations for a possible password. This method is very time-
consuming. Its success depends on password length and the computing power of
the computer used.
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Utok na poéitaovou sit Computer network attack (CNA)

Cinnost realizovana za c¢elem narusSit, blokovat, znehodnotit nebo znicit informace
ulozené v pocitaci anebo na pocitacové siti, ¢i pocita¢ anebo pocitatovou sit’
samotnou. Utok na pocitacové siti je uritym druhem kybernetického utoku.

Activity done to corrupt, block, degrade or destroy information stored in a

computer or on a computer network, or the computer or computer network as such.
The attack on a computer network is a certain sort of cyber-attack.

Utok postrannim kanalem Side-channel attack
Utok provedeny na zakladé na znalosti fyzické implementace kryptografického
systému, spiSe nez na zakladé hrubé sily, nebo teoretickych slabin pouzitého

kryptografického algoritmu. K toku postrannim kanalem lze vyuzit napfiklad
informace o ¢asovani, spotfebé energie nebo elektromagnetickém vyzatovani.

An attack based on information gained from the physical implementation of a
cryptosystem, rather than on the brute force or theoretical weaknesses in the
underlying algorithm. A Side-channel attack may use, for example, timing
information, power consumption, or electromagnetic emissions.

Uzaviené bezpecnostni prostiedi Closed-security environment
Prostfedi, ve kterém je veénovana zvlastni pozornost (formou autorizaci,

bezpecnostnich provéfeni, fizeni konfigurace atd.) ochran¢ dat a zdroji pred
nahodnymi nebo tmyslnymi Ciny.

Environment where special attention (by a form of authorisations, security checks,
configuration control, etc.) is given to protection of data and sources from
accidental or intentional actions.

Uzivatel User
Kazda fyzicka nebo pravnicka osoba, kterd vyuziva sluzbu informac¢ni spolecnosti,
zejména za ucelem vyhledavani ¢i zpfistupnovani informaci.

Any natural or legal person using a service of the information society in order to
look for, or make access to, information.

Uzivatelsky datagramovy protokol  User datagram protocol (UDP)
Internetovy sitovy protokol pro nespojovou komunikaci (RFC 768).

An Internet networking protocol for unconnected communications (RFC 768).
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UZivatelsky profil User profile
Popis uzivatele, typicky pouZzivany pro fizeni piistupu. Mlze zahrnovat data jako
ID uzivatele, jméno uzivatele, heslo, pfistupova prava a dalsi atributy.

Description of a user typically used for access control. It may include data such as
user ID, user name, password, access rights and other attributes.

V realném case Real-Time

Ve vztahu k vykonu: vypocet uréitych vysledkd v pribéhu skute¢ného ¢asu, ve
kterém bézi souvisejici fyzicky proces, diky tomu tyto vysledky lze vyuzit k fizeni
daného procesu.

Pertaining to the performance: computation of certain results during the actual
time that the related physical process is running, so that the results could be used
to control the physical process.

Vada / skulina Flaw / loophole
Provozni nefunk¢nost, vynechani, nebo prehlédnuti, ktera umoziuje, aby byly
ochranné mechanizmy obejity nebo vytazeny z ¢innosti.

Operational dysfunction, omission, or oversight making it possible to bypass
protective mechanisms or put them out of action.

Validace dat Data validation
Proces pouzivany k uréeni ¢i ovéfeni, zda data jsou presna, uplnd nebo spliuji

specifikovana kritéria. Validace dat mize obsahovat kontroly formatu, kontroly
uplnosti, kontrolni klicové testy, logické a limitni kontroly.

A process used to determine or verify whether data is accurate, complete, or meets
specified criteria. Data validation may include format checks, completeness
checks, key test validations, logical checks, and boundary checks.

Validace identity Identity validation
Vykonani testll umoznujicich systému na zaklad¢ zpracovani dat rozpoznat a overit
entity.

Execution of tests enabling a system to recognise and validate entities on the basis
of data processing.
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Varovani Alert

,,Okamzité” upozornéni, ze informacéni systém a sit' mohou byt pod utokem nebo
v ohrozeni kviili nehodé¢, selhani nebo lidské chybé.

“Instant” indication that an information system and network may be under attack,
or in danger because of accident, failure or human error.

Vedouci tymu vysetiovateli Investigative lead
Osoba vedouci vysetfovani na strategické trovni.

Person leading the investigation at a strategic level.
Vektor tutoku Attack vector

Cesta nebo nastroje, pomoci nichz utoénik mize ziskat ptistup do pocitace nebo
sitového serveru, aby mohl dosahnout svych nekalych zaméra.

A path or means by which an attacker can gain access to a computer or network
server to deliver a malicious outcome.

Velikono¢ni vaji¢ko (Easter egg) Easter egg

Skryta a oficidlné nedokumentovana funkce nebo vlastnost pocitacového
programu, DVD nebo CD. VétSinou se jedna pouze o neskodné hiicky a vtipky,
grafické symboly, animace, titulky se jmény tviirci apod. Tato skryta funkce se
nevyvolava obvyklym zplsobem (menu, tlac¢itko apod.), ale netradi¢ni kombinaci
béznych uzivatelskych Cinnosti, stiskem mysSi na néjakém neobvyklém misté,
zvlastni posloupnosti stisku konkrétnich klaves apod. Casto byvaji vajicka skryta
v obrazovce ,,0 programu‘ (,,About”), kde se daji zobrazit napf. po poklepani na
rizné ¢asti tohoto panelu s podrzenim klavesy ALT apod.

Hidden and officially undocumented function or property of a computer
programme, DVD or CD. Mostly these are puns and jokes doing no harm, graphics
symbols, animations, subtitles with authors' names and similar. This hidden
function is not activated in the usual way (menu, key, etc.) but by an unorthodox
combination of the usual user activities, pushing a mouse key on an unusual place,
a special sequence of keys, and so on. Often, eggs are hidden on the screen under
"4bout" where these can be displayed by tapping on various parts of this panel
while holding the key ALT and similar.
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Ventil Valve

Mechanické zafizeni regulujici prutok tekutin (plynt, kapalin, zkapalnénych
tuhych latek, kald atd.) v potrubi. Mize pferusit pritok, regulovat jeho objem nebo
ho presmérovat do jiné vétve systému. Pojem ventil v ¢eské strojaiské terminologii
zahrnuje také kohouty, Soupatka a klapky.

A mechanical device regulating the flow of fluids (gases, fluidised solids, slurry,
etc.) in piping. It may interrupt the flow, regulate its volume and direct it to another
branch of the system. In the Czech mechanical engineering terminology, the vent
also includes taps, slide valves and flap valves.

Veiejna IP adresa Public IP address

IP adresa, ktera je smérovatelna v Internetu. Takova adresa je tedy dostupna z celé
sit¢ Internetu, pokud tomu nebrani napiiklad konfigurace firewallu ¢i routeru.

The IP address that is routable on the Internet. Such an address is then accessible
from the whole Internet network unless prohibited, for example, by firewall or
router configuration.

Vetejna komunikaéni sit’ Public telecommunication network

Sit’ elektronickych komunikaci, ktera slouzi zcela nebo pievazné k poskytovani
vefejné dostupnych sluzeb elektronickych komunikaci, a ktera podporuje prenos
informaci mezi koncovymi body sité, nebo sit’ elektronickych komunikaci, jejimz
prostiednictvim je poskytovana sluzba Sifeni rozhlasového a televizniho vysilani.

A network of electronic communications serving, wholly or predominantly to
provide publicly available services of electronic communications, and which
supports information transfer among the endpoints of the network, or a network of
electronic communications through which radio and television broadcast are
provided as a service.

Veiejna telefonni sit’ Public telephone network

Sit’ elektronickych komunikaci, ktera slouzi k poskytovani vetejné dostupnych
telefonnich sluzeb a ktera umoziiuje mezi koncovymi body sité pfenos mluvené
feci, jakoz i jinych forem komunikace, jako je faksimilni a datovy pfenos.

A network of electronic communications to provide publicly available telephone
services, and which allows for the transmission of voiced speech as well as other
forms of communications, such as facsimiles and data transmissions, among the
endpoints of the networks.
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Vetejné dostupna sluzba Publicly available electronic
elektronickych komunikaci communications service

Sluzba elektronickych komunikaci, z jejthoz vyuzivani neni nikdo pfedem
vyloucen.

Service of electronic communications from whose use no one may be a priori
excluded.

Veiejné  znamy  kryptograficky Published cryptographic algorithm
algoritmus

Algoritmus, ktery byl publikovan, je vefejné dostupny a je zalozeny na otevienych
zdrojich. Zpravidla se jedna o kryptograficky standard, ktery je mozno vyuzivat
bez omezeni. Bezpe¢nost systému je zavisla na kryptografickém klici, ktery neni
znamy (Kerckhoffuv princip). Jedna se nejen o symetrické a asymetrické Sifrovaci
algoritmy ale i dalsi funkce pouzivané v kryptografii. Tyto algoritmy a funkce jsou
vefejnosti neustale testovany na ruzné typy utokd, a pokud jim odolavaji, jsou
povazovany za bezpe¢né. Soucasné ma ale potencialni Gito¢nik veskeré informace
k cilenému ttoku (krom¢ kryptografického kli¢e). Nové typy utokd a zvySovani
vypocetni kapacity pocitact vede ke zvySovani velikosti kryptografickych klica a
prijimani novych standardd pro zachovani bezpecnosti téchto algoritmd.

An algorithm, which has been published, is publicly available and based on open
sources. Usually, it is a cryptographic standard to be used without any limitations.
System security is based on a cryptographic key which not known (Kerckhoff's
principle). It applies to symmetric and asymmetric encryption algorithms as well
as other functions used in cryptography. These algorithms and functions keep being
tested by the public against all sorts of attacks and if they withstand these, are
considered secure. At the same time, a potential attacker has all the information
for a targeted attack (except the cryptographic key). New types of attacks and an
increase in computing power led to an increase in the length of cryptographic keys
and the adoption of new standards to keep these standards secure.

Veiejny informacni systém Public information system
Informacni systém poskytujici sluzby vetejnosti, ktery ma vazby na informacni
systémy vetejné spravy.

Information system providing services to the public and having relations to
information system of the public administration.
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Vetejny kli¢ Public key

Kli¢ v asymetrické kryptografii, ktery muze byt zvefejnén. Vetejny klic¢ tvoii par
se soukromym kli¢em. Soukromy kli¢ je tajny kli¢, zna jej pouze uzivatel pro
Sifrovani textu.

A key in asymmetric cryptography that can be publicly shared. The public key forms
a pair with the private key. The private key is a secret key known only to the user
for decrypting the text.

Vice faktorova autentizace Multi-factor authentication (MFA)
Ovérovani pomoci dvou nebo vice faktort autentizace.

Authentication using two or more of the authentication factors.

Virtualni aktivum Virtual asset

Zastoupeni aktiva v kyberprostoru. Poznamka: V tomto kontextu lze ménu
definovat bud’ jako prostiedek smény, nebo jako majetek, ktery ma hodnotu v
urcitém prostredi, naptiklad ve videohife nebo v simulaci finanéniho obchodovani.

Representation of an asset in the Cyberspace. Note: In this context, currency can
be defined as either a medium of exchange or a property that has value in a specific
environment, such as a video game or a financial trading simulation exercise.

Virtualni lokalni sit’ Virtual local area network (VLAN)
Logicky nezavisla sit v ramci jednoho nebo vice zafizeni. Virtualni sité lze

definovat jako domény vSesmérového vysilani (Vice LAN) s cilem ucinit logickou
organizaci sit€ nezavislou na fyzické vrstve.

Logically independent network in the framework of one or more devices. Virtual
networks can be defined as the domains of all-directional broadcast (See LAN)
with the objective of making the logical network organisation independent of the
physical network.

Virtualni ména Virtual currency
Virtualni penézni aktiva.

Monetary virtual assets.
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Virtualni privatni sit’ Virtual private network (VPN)

Privatni pocitacova sit’, kterd dovoli pfipojit vzdalené uzivatele do cilené LAN pies
Internet. Bezpecnost se fesi pomoci Sifrovaného tunelu mezi dvéma body (nebo
jednim a nékolika). Pfi navazovani spojeni je totoznost obou stran ovéfovana
pomoci digitalnich certifikati.

A private computer network allowing for the connection of remote users to the
target LAN via the Internet. Security is tackled using an encrypted tunnel between
two points (or among one and several points). The identity of both parties is verified
using digital certificates when making the connection.

Virtualni stroj Virtual machine (VM)
Softwarové definovany kompletni provadéci zasobnik sestavajici z
virtualizovaného hardwaru, opera¢niho systému (hostujiciho OS) a aplikaci.

Software-defined complete execution stack conmsisting of virtualized hardware,
operating system (guest OS), and applications.

Virus Virus

Typ malware, ktery se §ifi z pocitace na pocitac tim, Ze se ptipoji k jinym aplikacim.
Nasledné miize plsobit nezadouci a nebezpecnou ¢innost. Ma v sobé obvykle
zabudovan mechanismus dal§iho Sifeni ¢i mutaci.

Type of malware spreading from one computer to another by attaching itself to
other applications. Consequently, it may cause unwanted and dangerous activity.
Usually, it has a built-in mechanism for further distribution or mutations.

Vlastnik aktiva Asset owner
Jedinec, nebo entita, ktery ma vedenim organizace pfidélenou odpovédnost za
vyrobu, vyvoj, udrzbu, pouZiti a bezpecnost aktiva.

An individual or entity whom the organisation management has assigned the
responsibility for production, development, maintenance, use and security of an
asset.

Vlastnik aplikace Application owner
Organizac¢ni role odpovédna za spravu, vyuzivani a ochranu aplikace a jejich dat.

Poznamka: Vlastnik aplikace ¢ini veskerd rozhodnuti tykajici se zabezpeceni
aplikace.
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Organizational role responsible for the management, utilization and protection of
the application and its data. Note: The application owner makes all decisions
pertaining to the application's security.

Vlastnik rizika Risk owner

Osoba nebo entita s odpovédnosti a opravnénim fidit riziko.

Person or entity with the accountability and authority to manage a risk.

Vnéjsi kontext External context

Vnéjsi prostiedi, ve kterém se organizace snazi dosahnout svych cilt.

The external environment in which an organisation seeks to achieve its objectives.
Vnitini kontext Internal context

Vnitini prostiedi, ve kterém se organizace snazi dosahnout svych cilt.

The internal environment in which an organisation seeks to achieve its objectives.
Vnitini, interni skupina Internal group

Cast organizace poskytovatele sluzeb, ktera uzaviela dokumentovanou dohodu

s poskytovatelem sluzeb o svém podilu na navrhu, pfechodu, dodavce a zlepsSovani
sluzby nebo sluzeb.

Part of an organisation of a service provider, which has concluded a documented
contract with the service provider about its share in the design, handover, delivery
and improvement of a service or services.

Vrcholové vedeni Top management

Osoba nebo skupina osob, ktera na nejvyssi urovni vede a fidi organizaci.

A person or a group of persons who lead the organisation at the highest level.
Vstup pres autorizovaného uZivatele Piggyback entry

Neautorizovany piistup k systému prostfednictvim legitimniho  spojeni
autorizovaného uzivatele.
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Unauthorised access to the system using a legitimate link of an authorised user.
Vstup / vystup (I/0) Input/Output (1/0)

Zatizeni, které slouzi ke komunikaci s pocitacem anebo udaje obsazené
v komunikaci.

Equipment that is used to communicate with a computer as well as the data
involved in the communications.

Vstupné-vystupni (I/0) server Input/output (1/0O) server

Ridici prvek ureny ke sbéru, doasnému uloZeni a zpiistupnéni procesnich
informaci z tidicich prvka jako jsou PLC, RTU ¢&i IED. I/O server miize b&zet na
fidicim serveru nebo na samostatném pocitaci. 1/O servery jsou ¢asto vyuZivany
pro komunikaci s fidicimi prvky tietich stran, napfiklad HMI nebo fidici server.

A control component responsible for collecting, buffering and providing access to
process information from control subcomponents such as PLCs, RTUs and IEDs.
An 1/O server can reside on the control server or a separate computer. 1/O servers
are often used for interfacing third-party control components, such as an HMI or
a control server.

Vybaveni pro zpracovani informaci Information processing facilities

Jakykoliv systém, sluzba nebo infrastruktura pro zpracovani informaci anebo
fyzické misto, kde se nachazeji.

Any information processing system, service or infrastructure, or the location where
they reside.

Vybor pro fizeni Kkybernetické Cyber security management committee
bezpecnosti

Definovana bezpecnostni role v souladu se zdkonem o kybernetické bezpecnosti,
piedstavujici organizovanou skupinu tvofenou osobami, které jsou povéieny
celkovym fizenim a rozvojem systémul spadajicich pod zakon o kybernetické
bezpecnosti, anebo se vyznamné podileji na fizeni a koordinaci ¢innosti spojenych
s kybernetickou bezpecnosti téchto systému.

A defined security role in accordance with the Cyber Security Act, representing an
organised group consisting of persons who are entrusted with the overall
management and development of systems covered by the Cyber Security Act, or are
significantly involved in the management and coordination of activities related to
the cyber security of these systems.
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Vycpavka (Padding) Padding

Pfidani dalSich bit do datového fetézce. Napiiklad u blokové Sifry je posledni blok
doplnén témito bity na pozadovanou velikost bloku.

Appending extra bits to a data string. For example, in a block cipher, the last block
is filled up with these bits to the required size of the block.

Vydistit Sanitize

Proces vymazani informaci z ur¢itého media takovym zplisobem, Ze je neni mozné
s danou mirou Usili obnovit.

A process to remove information from media such that data recovery is not possible
at a given level of effort.

Vy¢isténi Clearing

Cilené prepsani nebo vymazani klasifikovanych dat na datovém mediu, které ma
specialni bezpecnostni klasifikaci a bezpecnostni kategorii, takZze dané medium
mize byt opakované pouzito pro zdpis ve stejné bezpecnostni klasifikaci
a bezpecnostni kategorii.

the targeted overwriting or erasure of classified data on a data medium which has
a special security classification and security category so that the given medium
could be repeatedly used for a record in the same security classification and
security category.

Vydavatel autoriza¢nich udaji Credential issuer

Subjekt odpovédny za poskytovani povéfeni zadavateli v uréité doméneé.
Poznamka 1: Povéfeni poskytované vydavatelem povéfeni mize mit fyzickou
podobu, napt. ¢lenskou (Cipovou) kartu.

Poznamka 2: Vydani povéfeni pro zadavatele lze zaznamenat jako atribut
zadavatele, napf. zaznamenanim jedinecného ¢isla vydaného tokenu.

Poznamka 3: Povéteni poskytnuté vydavatelem mize byt uzivatelské jméno a
heslo. Povéfeni ve formé Cipové karty nebo podobného bezpecnostniho zafizeni
mize byt nakonfigurovano tak, aby ovétovalo heslo off-line.

Entity responsible for provisioning of a credential to a principal in a specific
domain.

Note 1: A credential provisioned by a credential issuer can have a physical form,
e.g. a membership (smart) card.

Note 2: The issuance of a credential for a principal can be recorded as an attribute
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for the principal, e.g. by recording the unique number of the token issued.
Note 3: A credential provisioned by an issuer can be a username and password. A
credential in the form of a smart card or similar security device, can be configured
to validate a password off-line.

Vydani, vydana verze Release
Soubor jedné nebo vice novych ¢i zménénych konfiguraénich polozek, které jsou
nasazovany do provozniho prostiedi jako vysledek jedné nebo vice zmén.

The aggregate of one or more new or changed configuration items which are put
into the operational environment as the result of one or more changes.

Vyhnuti se riziku Risk avoidance

Rozhodnuti nedopustit zapojeni se do rizikovych situaci, nebo je vyloucit.
Decision not to allow an involvement into risk situations, or to exclude these.
Vychozi stav konfigurace Configuration baseline

Konfigura¢ni informace formaln¢ se vztahujici k ur¢itému casu béhem zivota
sluzby nebo prvku sluzby.

Configuration information formally related to a certain time in the lifetime of
a service, or element of the service.

Vykonné vedeni Executive management

Osoba nebo skupina osob, na které organ fizeni a spravy svétil odpoveédnost za
uskutecnéni strategii a politik k dosazeni cili organizace. Vykonné vedeni je nékdy
nazyvano vrcholovym vedenim a mize zahrnovat generalniho feditele, finanéniho
feditele, informacniho feditele a podobné role.

A person or group of people who have delegated responsibility from the governing
body for the implementation of strategies and policies to accomplish the purpose
of the organisation. Executive management is sometimes called top management
and can include Chief Executive Officer, Chief Financial Officer, Chief Information

Officer, and similar roles.
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Vykonnost Performance
Meéfitelny vysledek, produktivita.

A measurable result, productivity.

Vymeéna klice Key exchange

Procedura ustaveni spole¢ného kryptografického klice. Metoda vyuziva
asymetrickou kryptografii. Tato metoda umoziiuje pies nezabezpeceny kanal
vytvofit mezi komunikujicimi stranami symetricky Sifrovaci kli¢ bez predchozi
vymeény tajného Sifrovaciho klice.

Procedure to establish a common cryptographic key. The method uses asymmetric
cryptography. This method allows establishing a symmetric enciphering key among
the communicating parties using an insecure channel, without the need for prior
exchange of a secret enciphering key.

Vypadek proudu (rozsahly), Outage (large), Blackout
blackout

Rozsahly vypadek elektrického proudu.
Widespread electrical power outage.

Vyrobni informacéni systém Manufacturing  Execution  System
(MES)

Systém, ktery vyuziva pocitaCové sit€ k automatizaci ftizeni vyroby a
k automatizaci procest. Stazenim receptur a pracovnich pland a zpétnym nahranim
vystupti vyroby MES vypliiuje mezeru mezi fidici a provozni trovni nebo mezi
vyrobnimi a fidicimi systémy.

A system that uses network computing to automate production control and process
automation. By downloading recipes and work schedules and uploading
production results, an MES bridges the gap between control and operational level
or between production and control systems.

Vyrobni Fidici jednotka Process Controller
Typ pocitacového systému, zpravidla montovany do rozvadéce, ktery zpracovava

vstupy ze senzort, aplikuje na né fidici algoritmy a posila vystupy do ak¢nich
¢lent.
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A type of computer system, typically rack-mounted, that processes sensor inputs,
applies on them control algorithms, and issues actuator outputs.

Vystaveni hrozbam Exposure
Moznost, ze konkrétni utok vyuzije specifickou zranitelnost systému zpracovani
dat.

The possibility that a concrete attack would use a specific vulnerability of a data
processing system.

Vystupni proménna Manipulated Variable
Hodnota, nebo podminka, kterou fidici prvek vysila do akéniho ¢lenu, aby ovlivnil
hodnotu fizené proménné.

The value or condition that the control sends to initiate a change in the value of
the regulated variable.

VySetfovani incidentu informaéni Information security incident
bezpedénosti investigation

Ziskavani, zkoumani, analyza a interpretace stop a dikazti s cilem vysvétlit
podstatu incidentu informac¢ni bezpecnosti.

Acquisition, examinations, analysis and interpretation of traces and proofs to aid
understanding the nature of an information security incident.

VytéZovani pocitacové sité Computer network exploitation (CNE)
Zneuziti informaci ulozenych na pocitaci nebo v pocitacové siti.

Abuse of information stored on the computer or computer network.

VyuZziti navnady Baiting

Zptsob utoku, kdy tto¢nik necha infikované CD, flashdisk nebo jiné pamétové
médium na misté, kde jej obét’ s velkou pravdépodobnosti nalezne, napt. ve vytahu,
na parkovisti. Poté jiz nechd pracovat zvédavost, se kterou obét’ diive ¢i pozdéji
vlozi toto médium do svého pocitace. Tim dojde k instalaci viru, za pomoci,
kterého ziska ttoCnik pristup k pocitaci nebo celé firemni pocitatové siti.

Mode of attack when the attacker leaves an infected CD, flash disc or another
storage medium where the victim can find it with a high probability, e.g. in a lift,
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on the car park. This leaves curiosity to play out and sooner or later the victim
inserts the medium into the computer. This results in virus installation with which
the attacker gets access to the computer or the whole companywide computer
network.

Vyvojovy digram Flow chart

Graficky programovaci jazyk vychazejici z vyvojovych diagramt, jejichz
funkcionalitu reprezentuji. Je soucast normy IEC 61113-3.

A graphic programming language based on flowcharts whose functionality they
represent. It is part of IEC 61113-3.

Vyznamna kyberneticka hrozba Significant cyber threat

Kyberneticka hrozba, u niz lze na zakladé jejich technickych charakteristik
predpokladat, Ze ma potencial vazné ovlivnit sité a informacni systémy uréitého
subjektu nebo uzivateli sluzeb takového subjektu tim, Ze zplsobi zna¢nou
hmotnou nebo nehmotnou jmu (smérnice NIS2).

A cyber threat which, based on its technical characteristics, can be assumed to
have the potential to seriously affect the networks and information systems of a
particular entity or its service users by causing significant material or non-material
damage (NIS2 Directive).

Vyznamna sit’ Important network

Sit’ elektronickych komunikaci definovana zdkonem o kybernetické bezpeénosti,
zajiStujici pfimé zahranicni propojeni do vefejnych komunikacnich siti nebo
zajiStujici piimé pripojeni ke kritické informacni infrastruktute.

A network of electronic communications as defined by the law on cyber security

and enabling direct link into foreign communication networks or enabling direct
connection to critical information infrastructure.

Vyznamna udalost Near miss

Udalost, kterd mohla naru$it dostupnost, autenticitu, integritu nebo dvérnost
uchovavanych, predavanych nebo zpracovavanych dat nebo sluzeb, které nabizeji
sit¢ a informacni systémy nebo které jsou jejich prostiednictvim piistupné, ale
plnému vzniku takové udalosti bylo uspésné zabran€éno nebo takova udalost
nenastala (smérnice NIS2).

An event that could have compromised the availability, authenticity, integrity, or
confidentiality of data stored, transmitted, or processed, or of the services offered
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by or accessible through network and information systems, but was successfully
prevented from fully materializing or did not occur at all (NIS2 Directive).

Vyznamny informacni systém Important information system

Komplex informacnich systémi podle zakona o kybernetické bezpecnosti, které
spravuji organy vetejné moci, které nejsou kritickou informaéni infrastrukturou a
u kterych by mohlo poruseni informaéni bezpeénosti omezit nebo vyrazné ohrozit
vykon pasobnosti organu vefejné moci.

Complex of information systems according to the law on cyber security, managed
by the public administration bodies, which themselves are not a part of the critical
infrastructure, and where any infringement of information security would limit or
seriously endanger the function of a public administration body.

Vzdalena diagnostika Remote Diagnostics

Diagnostika provadéna jednotlivei komunikujici z vnéjsku bezpecnostniho
perimetru informac¢niho systému.

Diagnostic activities conducted by individuals communicating externally to an
information system security perimeter.

Vzdalena terminalova jednotka Remote Terminal Unit (RTU)

(1) Pocitac s bezdratovym rozhranim, ktery se pouziva tam, kde neni mozné
optické ¢i metalické pfipojeni. Zpravidla se pouziva pro komunikaci se vzdalenym
vyrobnim vybavenim.

(2) Specificka fidici jednotka, ktera se vyuziva v ramci DCS a SCADA systémi
pro podporu vzdalenych stanic. RTU je vyrobni zafizeni ¢asto vybavené sitovym
rozhranim, které mize byt bezdratové, metalické nebo optické a umoziuje
komunikaci s dohledovou a fidici jednotkou. Nékdy tuto roli plni PLC
s komunikac¢nim rozhranim v takovém ptipadé se o PLC mluvi jako o RTU.

(1) A computer with wireless interfacing used in remote situations where
communications via wire or optics are unavailable. Usually used to communicate
with remote field equipment.

(2) A special purpose data acquisition and control unit designed to support DCS
and SCADA remote stations. RTUs are field devices often equipped with network
capabilities, which can include wired and wireless radio interfaces to communicate
to the supervisory controller. Sometimes PLCs are implemented as field devices to
serve as RTUs; in this case, the PLC is often referred to as an RTU.
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Vzdalena Gdrzba Remote Maintenance

Udrzba provadéna jednotlivei komunikujicimi z vnéjsku bezpecnostniho perimetru
informac¢niho systému.

Maintenance activities conducted by individuals communicating external to an
information system security perimeter.

Vzdaleny prFistup Remote access

Proces vyuziti sitovych zdroju z jiné sité nebo z koncového zatizeni, které neni
stale ptipojené — fyzicky nebo logicky — do sité, do které pristupuje.

A process of accessing network resources from another network, or from a terminal
device, which is not permanently connected, physically or logically, to the network
it is accessing.

Vzdaleny p¥ristupovy bod Remote Access Point

Urcita zafizeni, oblasti a mista fidici sit¢ pro vzdalenou konfiguraci fidiciho
systému a vzdaleny piistup k udajim o vyrobé. Napft. vyuziti mobilniho zafizeni k
pristupu k datim prostfednictvim WLAN, nebo vyuziti laptopu a modemu ke
vzdalenému pfistupu k ICS systému.

Certain devices, areas and locations of a control network for remotely configuring
control systems and accessing process data. E.g. using a mobile device to access
data over a WLAN, or using a laptop and modem connection to remotely access
an ICS system.

Vzdaleny uzivatel Remote User

Uzivatel nachazejici se na jiném misté, nez na kterém se nachazi sitové zdroje,
které prave vyuziva.

User at a site other than the one at which the network resources being used are
located.

Wardriving Wardriving

Vyhledavani nezabezpecenych bezdratovych WIFI siti osobou jedouci
v dopravnim prostiedku, pomoci notebooku, PDA nebo smartphonem.

Searching for insecure wireless WIFI networks by a person sitting in a means of
transport, using a notebook, PDA or smartphone.

233



Cyber Security Glossary

Warez Warez

Slangové oznaceni autorskych dél, se kterymi je naklddano v rozporu s autorskym
pravem. Podle druhu byvéa n€kdy warez rozdélovan na gamez (pocitacové hry),
appz (aplikace), crackz (cracky) a také moviez (filmy). NejcastéjsSim zptisobem
Sifeni warezu je dnes hlavné Internet.

A term from the computer slang denoting copyright-protected creations, which are
treated in violation of the copyright. Warez is sometimes split into gamez (computer
games), appz (applications), crackz (cracks) and also moviez (films). Today, the
most frequent way of distribution is mainly the Internet.

Webovy vandalismus Web vandalism
Utok, ktery pozméni (zohyzdi) webové stranky nebo zptisobi odmitnuti sluzby
(DoS utoky).

The attack which alters (defaces) web pages or causes a service denial (DoS
attacks).

White hat White hat

Eticky hacker, ktery je Casto zaméstnavan jako expert pocitatové bezpecnosti,
programator nebo spravce siti. Specializuje se na penetraéni testy a jiné testovaci
metodiky k zajisténi IT bezpecnosti v organizaci.

An ethical hacker who is often employed as an expert in computer security,
programmer or network administrator. He or she specialises in penetration tests
and other testing methodologies to ensure IT security in an organisation.

Whitelist, bila listina Whitelist
Urcity seznam jednotlivych entit, napfiklad hostl ¢i aplikaci, o kterych je znamo,

ze jsou neskodné a jsou schvalené k pouzivani uvnitf urcité organizace anebo
informacniho systému.

A list of discrete entities, such as hosts or applications that are known to be benign
and are approved for use within an organisation or information system.

Whois Whois

Internetova sluzba, ktera slouzi pro zjiStovani kontaktnich 1daji majitelt
internetovych domén a IP adres.
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Internet service to find contact data of the owners of internet domains and IP
addresses.

WIFI WIFI

Bezdratova technologie pro Sifeni dat (,,vzduchem®), vhodna pro tvorbu sitovych
infrastruktur tam, kde je vystavba klasické kabelové sité nemoznd, obtizna nebo
nerentabilni (kulturni pamatky, sportovisté, veletrhy). Pro pienos dat postaci
vhodné umisténé navazujici ptistupové body, lemujici cestu od vysilace k pfijemci.

Wireless technology for data distribution ("by air"), suitable for the creation of
network infrastructures in places where the building of a classical cable network
is impossible, difficult or not cost-effective (cultural monuments, sports facilities,
fairgrounds). Suitably located successive points of access along the route from the
transmitter to the recipient are sufficient for data transmission.

WiMax WiMax

Telekomunikaéni technologie, ktera poskytuje bezdratovy pienos dat pomoci
nejruzngjSich pfenosovych rezimii, od point-to-multipoint spojeni pro prenos
a plné mobilni internetovy piistup.

Telecommunication technology providing wireless data transmission using various
transmission modes, from point-to-multipoint to completely mobile internet access
for the transmission.

Wireshark Wireshark

Drive Ethereal. Protokolovy analyzér a paketovy sniffer, ktery umoziuje
odposlouchavani vSech protokold, které pocitac pfijima / odesila ptes sitové
rozhrani. Wireshark dokaze cely paket dekodovat a zobrazit tak, jak jej pocitac
odeslal. Jeho vyhodou je, Ze je Sifen pod svobodnou licenci GNU / GPL.

Formerly Ethereal. Protocol analyser and packet sniffler, which enables
eavesdropping of all protocols which the computer receives and sends via an
interface. Wireshark can decode the whole packet and show it in a way as sent out
by the computer. Its advantage is that it is distributed under a free licence

GNU/GPL.
X.509 X.509
Standard pro systémy =zalozené na vefejném klici (PKI) pro jednoduché

podepisovani. X.509 specifikuje napt. format certifikdtu, seznamy odvolanych
certifikatd, parametry certifikatti a metody kontroly platnosti certifikata.
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The standard for systems based on the public key (PKI) for simple signatures.
X509 specifies, for example, the format of a certificate, lists of cancelled
certificates, parameters of certificates and methods for checking the validity of
certificates.

Zadni vratka Backdoor / trapdoor

Skryty softwarovy nebo hardwarovy mechanismus obvykle vytvofeny pro
testovani a odstrafiovani chyb, ktery muze byt pouzit k obejiti pocitacové
bezpecnosti. Metoda v pocitaovém systému nebo v algoritmu, kterd Gtoénikovi
umoziuje obejit béznou autentizaci uzivatele pfi vstupu do programu nebo systému
a zaroven mu umoziuje zachovat tento pfistup skryty pred béznou kontrolou. Pro
vniknuti do operacniho systému mohou obejit firewall naptiklad tim, Ze se vydavaji
za webovy prohlize¢. Tento kod mize mit formu samostatné instalovaného
programu nebo se jedna o modifikaci stavajiciho systému. Samotny vstup do
systému pak miva formu zadani fiktivniho uZzivatelského jména a hesla, které
napadeny systém bez kontroly pfijme a pridéli uzivateli administratorska prava.

Hidden software or hardware mechanism usually created for testing and error
removal, which can be used to bypass computer security. A method in a computer
system or in an algorithm, which allows the attacker to bypass the normal user
authentication at the access to a programme or system and simultaneously allows
to have this access hidden from normal checks. A firewall can be bypassed, to
penetrate the operating system, for example, by pretending to be a web browser.
This code can assume the form of an independently installed programme, or it
could be a modification of an existing system. The access to the system as such
tends to have the form of a fictitious user name and password, which the attacked
system accepts without checking and assigns to the user administrative rights.

Zahlceni pingy Ping flood

Jednoduchy DoS tutok, kdy utoénik zaplavi obét’ s pozadavky ,ICMP Echo
Request™ (ping). Utok je uspésny, pokud utocnik ma vétsi Sitku pasma nez obéet,
nebo mize kooperovat s dal§imi uto¢niky soucasné. Vice ICMP flood.

Simple DoS attack when the attacker floods the victim with requests "ICMP Echo
Request” (ping). The attack is successful provided the attacker has a wider

bandwidth than the victim, or, the attacker can cooperate with another attacker
simultaneously. See ICMP flood.
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Zahlceni TCP SYN TCP SYN flood

Typ utoku DDoS, zasila zaplavu TCP/SYN paketd s padé€lanou hlavickou
odesilatele. Kazdy takovy paket je serverem piijat jako normalni zadost o pfipojeni.
Server tedy odesle TCP/SYN-ACK packet a ¢eka na TCP/ACK. Ten ale nikdy
nedorazi, protoZe hlavicka odesilatele byla zfalSovana. Takto polooteviena zadost
n&jakou dobu blokuje jiné, legitimni zadosti o pfipojeni.

Type of a DDoS attack, it sends a flood of TCP/SYN packets with a forged heading
of the sender. Each such packet is accepted by the server as a normal request for a
connection. Server then sends out a TCP/SYN-ACK packet and waits for
TCP/ACK. This however never arrives as the user heading was forged. Thus, a
half-open request blocks, for some time, other legitimate requests for a connection.

Zahlceni UDP UDP flood

Typ DoS ftoku pomoci User datagram protocol (UDP). Utoénik posle
nespecifikované mnozstvi UDP paketii na nahodny port systému obéti. Ptijimaci
systém obéti neni schopen urcit, ktera aplikace si dany paket vyzadala, coz
vygeneruje ICMP paket nedorucitelnosti UDP paketu. Jestlize na pfijimaci port
obéti piijde vice UDP pakett, mize dojit ke zkolabovani systému.

A type of an attack using the User datagram protocol (UDP). The attacker sends
out an unspecified number of packets to a random port of the system of the victim.
Receiving system of the victim is unable to determine which application requested
such a packet, which generates an ICMP packet of undeliverability of the UDP
packet. If more UDP packets arrive in the receiving port of the victim, the system
may collapse.

Zainteresovana strana Interested party

Osoba nebo organizace, ktera miiZze ovlivnit, mize byt ovlivnéna nebo se mize citit
byt ovlivnéna rozhodnutim nebo ¢innosti.

Person or organisation that can influence, be influenced by, or influenced by a
decision or activity.

Zajisténi bezpecnosti Security assurance

(1) Duvéra, Ze systém splituje pozadavky na nejlepsi bezpecnostni postupy a je
odolny vii¢i znamym zranitelnostem.

(2) Uroven jistoty, Ze bezpe¢nostni opatieni organizace jsou dostateéna a uéinna
pii fizeni bezpecnostnich rizik. Zahrnuje kombinaci procesti, hodnoceni, auditd a
testovani, které zajist'uji, ze bezpecnostni kontroly, politiky a postupy jsou spravné
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implementovany a funguji podle ocekavani. Zajisténi bezpecnosti pomaha
prokazat, Ze organizace dokaze udrzet divérnost, integritu a dostupnost svych
informacnich aktiv a ze je v souladu s relevantnimi bezpe¢nostnimi standardy a
pravnimi pozadavky. Poskytuje také kontinualni jistotu, Ze bezpecnostni postoj
organizace je odolny vici vyvijejicim se hrozbam a zranitelnostem.

(1) The confidence that a system meets the requirements for security best practices
and is resilient against known vulnerabilities.

(2) Level of confidence that an organization's information security measures are
sufficient and effective in managing security risks. It involves a combination of
processes, assessments, audits, and testing to ensure that security controls,
policies, and procedures are implemented correctly and are functioning as
intended. Security assurance helps to demonstrate that an organization can
maintain the confidentiality, integrity, and availability of its information assets, and
that it complies with relevant security standards and legal requirements. It also
provides ongoing assurance that the organization's security posture is resilient
against evolving threats and vulnerabilities.

Zajisténi informaci Information assurance
Soubor opatieni k dosazeni poZzadované trovné divéry v ochranu komunikac¢nich,
informacnich a jinych elektronickych i ne-elektronickych systémi a informaci

ukladanych, zpracovavanych nebo prenasenych v téchto systémech s ohledem na
daveérnost, integritu, dostupnost, neodmitnutelnost a autenti¢nost.

Set of measures to achieve the required level of confidence in the protection of
communication, information and other electronic as well non-electronic systems
and information stored, processed or transferred in these systems with regard to
confidentiality, integrity, availability, undeniability and authenticity.

Zajistovat pomoci vnéjSich zdroji, Outsource
(outsourcovat)

Ucinit dohodu, Ze externi organizace bude vykondvat ¢ast funkce nebo procesu
organizace.

Make an arrangement where an external organisation performs part of an
organisation s function or process

Zakaznik Customer
Organizace nebo ¢ast organizace, kterd pfijima sluzbu nebo sluzby.

An organisation or its part receiving a service or services.
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Zakladni prvky Fizeni Baseline controls
Minimalni soubor ochrannych opatieni ustavenych pro uréity systém nebo
organizaci.

Minimal set of protective measures set for a certain system or organisation.

Zakladni sluzba Essential service
hospodatskych ¢innosti, vefejného zdravi a bezpeénosti nebo Zivotniho prostiedi.

A service which is crucial for the maintenance of vital societal functions, economic
activities, public health and safety, or the environment.

Zakladni vstupné-vystupni systém  Basic input output system (BIOS)
Programové vybaveni, které se pouziva pfi startu pocitace pro inicializaci

a konfiguraci pfipojenych hardwarovych zafizeni a naslednému spusténi
operacniho systému.

Software used during the startup of a computer for initialisation and configuration
of connected hardware devices and subsequent start of the operating system.

Zalohovaci procedura Backup procedure

Postup k zajisténi rekonstrukce dat v ptipadé selhani nebo havarie.
Procedure to enable data reconstruction in case of a failure or contingency.
Zalozni soubor Backup file

Datovy soubor, vytvoieny za ucelem pozdéjsi mozné rekonstrukce dat. Kopie dat
uloZend na jiném nosi¢i (nebo i miste). Zalozni data jsou vyuzivdna v piipadé
ztraty, poskozeni nebo jiné potieby prace s daty ulozenymi v minulosti.

Data file created with the objective of possible future data reconstruction. Copies
of data stored on another carrier (or even in a different place). Backup data are
used in case of a loss, corruption or any other need to work with data stored in the
past.

239



Cyber Security Glossary

Zaplata Patch

Aktualizace, kterd odstrafiuje bezpecnostni problém nebo nestabilni chovani
aplikace, rozsifuje jeji moznosti ¢i zvysuje jeji vykon.

Update which removes a security problem or unstable behaviour of an application,
expands its possibilities and enhances its performance.

Zaplaveni, zahlceni Flooding

Néhodné nebo zamérné vlozeni velkého objemu dat, jehozZ vysledkem je odmitnuti
sluzby.

Accidental or intentional insertion of a large volume of data resulting in a service
denial.

Zaruceni, zajisténi Assurance

Duvod pro opravnéné presvédéeni, ze uréity pozadavek bude nebo byl splnén.
Grounds for justified confidence that a claim has been or will be achieved.
Zaruka totoznosti Identity assurance

Mira zaruceni vysledku ovéfeni totoznosti. Zaruka totoznosti vyjadiuje uroven
davéry v provedeni, integritu a pouZitelnost informaci o totoZnosti véetné daveéry
v udrzbu informaci o totoznosti.

Level of assurance in the result of identification. Identity assurance expresses the
level of confidence in provenance, integrity and applicability of identity
information including confidence in identity information maintenance.

Zavizeni pro uchovani dikaza Evidence preservation facility

Bezpecné prostiedi nebo misto, kde jsou ulozeny ziskané dukazy. Zatfizeni pro
uchovani diikazli by nemélo byt vystaveno magnetickému poli, prachu, vibracim,
vlhkosti ani jinym vliviim prostfedi (jako jsou extrémni teploty a vzdu$na vlhkost),
které by mohli poskodit potencialni elektronické ditkazy v ném ulozené.

Secure environment or a location where acquired evidence is stored. An evidence
preservation facility should not be exposed to magnetic fields, dust, vibration,
moisture or any other environmental elements (such as extreme temperature or air
humidity) that may damage the potential digital evidence within the facility.
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Zasady ochrany soukromi Privacy protection principles

Soubor zasad urcujicich ochranu soukromi osobnich udaji pii jejich zpracovani
Vv systémech informacnich a komunikacnich technologii.

Set of principles governing the privacy protection of personal data when processed
in information and communication technology systems.

Zasifrovany Kkli¢ Encrypted key

Kryptograficky kli¢, ktery byl zasifrovan schvalenou bezpec¢nostni funkci pomoci
klice k Sifrovani klict.

A cryptographic key that was encrypted using an approved security function with
a key encryption key.

Zasifrovany text, Sifrovany text Encrypted text, Ciphertext

Prosty text, ktery byl transformovan za uc¢elem ukryti jeho informac¢niho obsahu.
Plain text, which was transformed to hide its information content.

ZatiZeni klice Key loading

Objem dat v bitech, ktery miize byt zasifrovan jednim kryptografickym klicem bez
ohrozeni bezpecnosti zasifrovani.

A volume of data in bits which can be encrypted by one cryptographic key without
compromising the security of encryption.

Zavazna podnikova pravidla Binding corporate rules (of personal
(ochrany osobnich udaji) data protection)

Koncepce ochrany osobnich udaju, kterou dodrzuje spravce nebo zpracovatel
usazeny na uzemi ¢lenského statu pii jednordzovych nebo soubornych predanich
osobnich udajt spravci nebo zpracovateli v jedné nebo vice tfetich zemich v radmci
skupiny podnikt nebo uskupeni podnikil vykonavajicich spole¢nou hospodarskou
¢innost.

Personal data protection policies which are adhered to by a controller or
processor established on the territory of an (EU) member state for transfers or a
set of transfers of personal data to a controller or processor in one or more third
countries within a group of enterprises, or group of enterprises engaged in a joint
economic activity.
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Zavislost Dependency

Takovy vztah mezi komponenty, Ze je-li pozadavek na zavisejici soucast zahrnut
do PP, ST balicku, musi byt odpovidajici pozadavek na soucast, na které zavisi, byt
rovné€z zahrnut do PP, ST balicku.

A relationship between components such that if a requirement based on the
depending component is included in a PP, ST or package, a requirement based on
the component that is depended upon must normally also be included in the PP, ST
or package.

Zavod Plant

Soubor fyzickych prvkii nezbytnych k realizaci ur¢itého vyrobniho procesu, véetné
mnozstvi statickych dild, které nejsou fizeny ICS. Nicméné ¢innost ICS muze
ovlivnit Géelnost, vykonnost a trvanlivost sou¢asti zavodu.

The set of physical elements necessary to implement a particular production
process, including many of the static components not controlled by the ICS.
However, the operation of the ICS may impact the adequacy, strength, and
durability of the plant’s components.

Zaznam auditnich logt Audit logging records

Zaznamenavani udaji o udalostech tykajicich se informacéni bezpecnosti za ucelem
jejich pozdéjsiho prezkoumani, analyzy a prubézného dohledu.

Recording of data on events related to information security for the purpose of later
examination, analysis and ongoing monitoring.

Zbytkova data Residual data

Data zanechana v datovém médiu po vymazani souboru nebo c¢asti souboru.
Nemusi se vSak jednat pouze o data, kterd zbyla po mazani soubord na disku,
nezadouci zbytkova data miize zanechat na lokalnim pocitaci naptiklad i prace
pomoci vzdaleného piipojeni (VPN). MiiZze se jednat naptiklad o nasbirand (do
cache) data aplikace.

Data left behind in a data medium after the erasure of a file or part of it. It need
not be, however, only data lefi after the erasure of disc files; unwanted residual
data can be left on the local computer, for example, even by work using a remote
connection (VPN). It could be data collected (into a cache), for example, of an
application.
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Zbytkové riziko Residual risk

Riziko zbyvajici po zvladnuti (oSetfeni) rizika.

Risk remaining after risk management (treatment).

Zdroj hrozby Threat Source

Umysl a postup cileny na imysIné vyuziti zranitelnosti, nebo situace ¢ metoda,

ktera mize nemysiné spustit zranitelnost.

The intent and method targeted at the intentional exploitation of a vulnerability or
a situation or method that may accidentally trigger a vulnerability.

Zdroj rizika Risk source
Prvek, ktery sdm nebo v kombinaci s jinymi prvky ma vnitfni potencialni schopnost
zpusobit riziko.

Element, which either alone or in combination with other elements, has the internal
capability to cause a risk.

Zero Trust Zero Trust
Bezpecnostni model, ktery vychazi z ptredpokladu, Ze Zadny uzivatel ani zafizeni
uvnitf ani mimo organizaci nejsou automaticky davéryhodné.

A security model based on the assumption that no user or device, whether inside or
outside an organization, is automatically trusted.

Zjisténi z auditu Audit finding

Vysledek hodnoceni shromazdénych diikazl z auditu podle kritérii auditu.
Results of the evaluation of the collected audit evidence against audit criteria.
Zkresleni v Ul Biasin Al

Téma souvisejici s neumyslnou zaujatosti (zkreslenim) algoritmit UI, ktera miaze
mit vazné dusledky, zejména pokud jde o diskriminaci nebo nespravedlivé
rozhodovani v riznych aplikacich Ul (napf. ve zdravotnictvi nebo pravu). Toto
zkresleni algoritmi Ul muze vést k nespravedlivym nebo nevyvazenym
rozhodnutim, které mohou vyrazné ovlivnit osobu pii rozhodovani o nalozeni
s poskytnutymi informacemi ze strany UL
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A topic related to the unintentional bias (distortion) of Al algorithms, which can
have serious consequences, especially in terms of discrimination or unfair
decision-making in various Al applications (e.g., in healthcare or law). This Al
algorithmic bias can lead to unjust or imbalanced decisions that may significantly
impact individuals when decisions are made regarding the handling of information
provided by Al.

Zkresleni webovych stranek Defacement

Prinik do webového serveru protivnika a nahrazeni jeho internetovych stranek
obsahem, ktery wvytvoril tUto¢nik. Zkresleni neni skryti, naopak, usiluje
o medializaci a jeho psychologicka sila spociva jednak ve vyvolani pocitu ohrozeni
a neduveéry ve vlastni informacni systémy napadené strany, jednak v prezentaci
ideologie ¢i postoju utocnika.

Breaking into the web server of an adversary and replacing its internet pages by
the content created by the attacker. Corruption is not hidden, quite the reverse, it
aims at medialization, and its psychological power rests on the one hand in creating
a feeling of threat and mistrust in own information systems of the infected party, on
the other hand in presenting the ideology or points of view of the attacker.

Zlovolna logika Malicious logic
Program, implementovany v hardwaru, firmwaru nebo softwaru, jehoz ucelem je

vykonat néjakou neautorizovanou nebo Skodlivou akci (napf. logicka bomba,
trojsky kan, virus, ¢erv apod.).

Programme implemented in hardware, firmware or software whose purpose is to
perform some unauthorised or harmful action (e.g. a logical bomb, Trojan horse,
virus, worm, etc.).

Znalostni baze Knowledge base
Databéaze obsahujici inferencni pravidla a informace o zkuSenostech a odbornych
znalostech v urcité oblasti.

Database containing reference rules and information about the experience and
professional knowledge in a certain area.

Znalostni testovani White box testing
Testovani, které zahrnuje zkoumani detailti implementace.

Testing which includes inspection of the implementation details.
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Znama chyba Known error
Problém, ktery ma urcenu primarni pfi¢inu nebo je pomoci nahradniho feSeni
stanovena metoda pro sniZeni ¢i odstranéni dopadi problému na sluzbu.

Problem whose primary cause is known, or for which a method is established, to
decrease or remove the impact of the problems on a service, using a substitute
solution.

ZneuZziti Exploit
Popsany zpiisob, jak narusit bezpe¢nost informac¢niho systému pomoci vyuziti jeho
znamé zranitelnosti.

Defined way to breach the security of information systems through vulnerability.
ZneuZiti pocitace Computer abuse

Zamérnd nebo znedbalosti plynouci neautorizovand Cinnost, ktera ovliviuje
pocitacovou bezpecnost systému zpracovani dat nebo je s ni spojena.

Unauthorised activity caused by intent or negligence which impacts computer
security of a data processing system, or is related to it.

Zodolnéni, hardening Hardening

Proces zabezpeceni urcitého systému zmensenim poctu vyuzitelnych zranitelnosti.
Zodolnéni zpravidla zahrnuje odstranéni software, uzivatelskych ucéti a sluzeb,
které nejsou nezbytné nutné.

A process of securing a system by reducing its number of usable vulnerabilities.
Hardening typically includes the removal of software, user accounts and services
that are not essentially necessary.

Zodolnény operacni systém Hardened operating system

Operacni systém, ktery je zamérn€¢ nakonfigurovan, nebo vyroben tak, aby bylo
minimalizovano riziko naru$eni nebo titoku. MiZe jit o obecny OS (napi. LINUX),
nebo o feSeni vyvinuté na miru.

An operating system that is intentionally configured or designed to minimise the
potential for compromise or attack. This may be a general OS, such as LINUX or
a bespoke solution.
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Zombie Zombie

Infikovany pocitac, ktery je soucasti sit€¢ botnetl.

Infected computer, which is part of botnet networks.

Zpracovani osobnich udaji Processing of personal data

Jakakoliv operace nebo soubor operaci s osobnimi tdaji nebo soubory osobnich
udaju, ktery je provadén pomoci ¢i bez pomoci automatizovanych postupti, jako je
shromazdéni, zaznamenani, uspotradani, strukturovani, uloZeni, ptizptisobeni nebo
pozménéni, vyhledani, nahlédnuti, pouziti, zptistupnéni pfenosem, Sifeni nebo
jakékoliv jiné zpfistupnéni, sefazeni ¢i zkombinovani, omezeni, vymaz nebo
zniceni.

Any operation or set of operations on personal data or sets of personal data,
whether or not performed by automated means, such as collection, recording,
organisation, structuring, storage, adaptation or alteration, retrieval,
consultation, use, disclosure by transmission, dissemination or otherwise making
available, alignment or combination, restriction, erasure or destruction.

Zpracovatel osobnich udaji Processor of Personal Data
Fyzicka nebo pravnicka osoba, organ vefejné moci, agentura nebo jiny subjekt,
ktery zpracovava osobni tidaje pro spravce.

A natural or legal person, public administration body or another subject that
processes personal data for the controller.

Zpisobilost Proficiency

Schopnost vysetfovaciho tymu dosahnout stejné dobrych vysledkti jako jiny
investigativni tym na shodném zdroji potencialnich elektronickych diikazi.

The ability of an investigative team to achieve results equivalent to those of a
different investigative team given the same sources of potential digital evidence.

Zranitelnost Vulnerability

(1) Slabina aktiva nebo opatfeni, které mize byt vyuZzito jednou nebo vice
hrozbami.

(2) Slabina, snizenéd odolnost nebo chyba produktti ICT nebo sluzeb ICT, ktera
muze byt vyuzita kybernetickou hrozbou.
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(3) Slabina, snizena odolnost nebo chyba aktiva, systému, procesu nebo opatreni,
jichz miize byt vyuzito.

(1) A weakness of an asset or control that can be exploited by one or more threats.
(2) A weakness, susceptibility or flaw of ICT products or ICT services that can be
exploited by a cyber threat.

(3) 4 weakness, susceptibility or flaw of an asset, system, process or control that
can be exploited.

Zranitelnost CVE CVE vulnerability

Zranitelnost uvedena v seznamu CVE (B&Zné chyby zabezpeceni a ohrozeni).
Vulnerability listed in CVE (Common Vulnerabilities and Exposures).

Ztrata Loss

Snizeni hodnoty aktiva.

Reduction in the value of an asset.

Zverejnéni Disclosure

Vice Prozrazeni

See Disclosure

Zvladani bezpe¢nostnich incidenti  Security incident management

Cinnosti detekce, hlaSeni a posuzovani bezpecnostnich incidentdi, odezvy na
bezpecnostni incidenty, zachazeni a pouceni se z bezpecnostnich incidentl.

Actions of detecting, reporting, assessing, responding to, dealing with, and
learning from information security incidents.

Zvladani rizika, oSeti‘eni rizika Risk treatment
Proces vedouci k modifikaci (zméné) rizika.

Process to modify (change) risk.
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Zadost o sluzbu Service request
Z4adost o informace, radu, piistup ke sluzbé nebo o predem dohodnutou zménu.
Request for information, advice, access to service, or for a previously agreed

change.

Zadost 0 zménu Request for change

Névrh na provedeni zmény sluzby, prvku sluzby nebo systému fizeni sluzeb.
Proposal to make a change of a service, element of a service or a system of service
control.

Zivotni cyklus Life cycle

Posloupnost vyvojovych stadii systému, produktu, sluzby nebo jiné entity
vytvorené ¢lovékem od jejiho navrhu az po ukonceni Zivotnosti.

Evolution of a system, product, service, project or other human-made entity from
conception through retirement.
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Poznamky:
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Anglicko - ¢esky slovnik / English - Czech Glossary

2FA Dvou-faktorova autentizace
See Two-Factor Authentication.

Aborted connection Pied¢asné ukoncené spojeni

Connection terminated earlier, or in another way, than prescribed. It can often
provide unauthorised access to unauthorised persons.

Acceptance criteria Akceptacni kritéria

Criteria to be applied when performing the acceptance procedures (e.g. successful
document review, or successful testing in the case of software, firmware or
hardware).

Acceptance statement Akceptaéni prohlaseni

Formal management declaration to assume responsibility for risk ownership, risk
treatment and residual risk.

Access control Rizeni p¥istupu

Means to ensure that access to assets is authorised and restricted based on business
and security requirements.

Access control certificate Certifikat Fizeni pFistupu
Security certificate containg information on access control.

Access control information (ACI) Informace Fizeni pristupu

Any information used for the purpose of access control including context
information.

Access control list (ACL) Seznam pro Fizeni pFistupu

List of permissions to grant access to an object (e.g. a disc file); it determines, who
or what has the right to access the object and which operations it can do with it. In
the security model using the ACL system, it searches ACL before performing any
operation and looks up the corresponding record and by it makes a decision if the
operation may be executed.
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Access control policy Politika ¥izeni pFistupu

Set of principles and rules, which define conditions to provide access to a certain
object.

Access level Uroveii pFistupu
Level of authorisation required to access protected sources.
Access period Obdobi pFistupu
Time period during which access to a certain object is allowed.
Access permission Povoleni pFistupu

All access rights of a subject related to a certain object.

Pristupovy bod, Bezdratovy
pristupovy bod

A device or piece of equipment that allows wireless devices to connect to a wired or
optical network. The connection uses a wireless local area network (WLAN) or
related standard.

Access point / Wireless access point

Access right Piistupové pravoe

Permission for a subject to access a concrete object for a specific type of operation.
Access type Typ pfistupu

In cybersecurity, a type of operation specified by access rights.

Accountability Odpovédnost

A property that ensures that the actions of an entity can be traced uniquely back to
the entity. The accountability follows from the obligation to perform activities and
tasks given by current and past activities.

Accreditation Akreditace

An attestation by a national accreditation body that a conformity assessment body
meets the requirements set by harmonised standards and, where applicable, any
additional requirements including those set out in relevant sectoral schemes, to
carry out a specific conformity assessment activity.

Accredited user Autorizovany uZivatel

User having certain right or permission to work in the information system and with
the applications in accordance with defined access guidelines.
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Active cyber defence Aktivni kyberneticka obrana

(1) A set of measures to detect, analyse, identify and mitigate threats in and from the
cyberspace, in real time, combined with the capability and resources to take
proactive or attack action against threat agents in those agents”™ home networks.
(2) Proactive measures to detect or obtain information about a cyber intrusion,
cyber-attack or an imminent cyber operation, or to find the source of an operation,
which includes launching a pre-emptive, preventive or counter-operation against the
source.

Active threat AKktivni hrozba

Any threat of an intentional change in the state of a data processing system or
computer network. Threat, which would result in messages modification, the
inclusion of false messages, false representation, or service denial.

Actuator AKéni ¢len, aktuator

A device for moving or controlling a mechanism or system. It is operated by a source
of energy, typically electric current, hydraulic fluid pressure, or pneumatic pressure,
and converts that energy into motion. An actuator is a mechanism by which a control
system acts upon an environment. The control system can be simple (a fixed
mechanical or electronic system), software-based (e.g. a printer driver, robot
control system), or a human or another agent.

Address resolution protocol (ARP) Protokol ARP

Protocol defined in the document RFC 826 enables the translation of network
addresses (IP) to hardware (MAC) addresses. ARP does not use authentication.
Hence it cannot be misused for attacks, e.g. of the MITM type.

Address space Adresovy (adresni) prostor

A continuous range of IP addresses. Address space is made up of a set of unique
identifiers (IP addresses). In the Internet environment, IANA organisation is the
administrator of the address range.

Administrativni / proceduralni
bezpecnost

Administrative measures to ensure computer security. These measures can be
operational procedures or procedures related to responsibility, procedures for
examining security incidents and revision of audit records.

Administrative / procedural security

Administrator Administrator

The person responsible for the management of a part of a system (e.g. information
system) for which he/she usually has the highest access privileges (supervisor
rights).
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Advanced persistent threat (APT) Pokrocila a trvala hrozba

Typical purpose of APT (groups) is a long-term and persistent infiltration into, and
abuse of, the target system using advanced and adaptive techniques (unlike usual
single attacks).

Adverse actions Nepratelské jednani
Actions performed by a threat agent on an asset.

Adware Adware

Advertising application which shows the user unsolicited advertising. Often it
acquires information about behaviour. Note: the application may be installed
without user knowledge or consent or may be pushed to the user under licencing
conditions of other software.

Advanced Encryption Standard (AES) AES

AES is a standardized algorithm used to encrypt data. It is a symmetric block
cipher that encrypts and decrypts with the same key. AES has a fixed block size of
128 bits and a key size of 128, 192, or 256 bits.

Affected area PostiZena oblast

Location that has been impacted by a disruptive event (incident, accident,
disaster).

Aggregation Agregace

Controlled loss or limitation of information or equipment, usually by aggregation,
merge, or statistical methods.

Agreement Dohoda

A mutual agreement on the terms and conditions under which a specific employment
(civil legal relationship) or business relationship is established.

Al Ethics Etika umélé intelligence

A topic related to the development and implementation of artificial intelligence in a
way that is ethical, fair, and respects human rights.

Al Hallucination Halucinace AI

The generation of incorrect or nonsensical outputs by artificial intelligence.

Alarm Alarm

(1) A device or function that signals the existence of an abnormal condition by
making audible or visible signals. (2) In process control, an alarm means an event /
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condition that is dangerous for the process. These states are stored in the alarm
system. The alarm must be confirmed (reset) after the occurrence. Otherwise, it still
remains active in the Alarm System.

Alarm system Alarm system
System for alarms registering, saving and viewing.

Alert Varovani

“Instant” indication that an information system and network may be under attack,
or in danger because of accident, failure or human error.

Algorithm Algoritmus

Unambiguously defined mathematical process for the execution of a set of
computational rules that, if followed, will give a prescribed result.

Anonymisation Anonymizace

The process by which personal data is irreversibly altered in a way that a data
subject can no longer be identified directly or indirectly, either by the perosnal data
controller alone or in collaboration with any other party.

Anonymity Anonymita

The specific characteristic of information that prevents to identify the subject
concerned.

Anonymized data Anonymizované udaje

Data produced as the output of a personally identifiable information anonymisation
process.

Anonymous login Anonymni p¥ihlaseni

Login to a network or computer or mobile devices and granting access to its
resources without verifying the identity of the participant.

Antispam Antispamovy filtr

Sophisticated software comparing each email with a number of defined rules and if
the email satisfies a rule, counts in the weight of the rule. The weights can vary in
value, positive and negative. When the total of weights exceeds a certain value, it is
labelled as spam.

255



Cyber Security Glossary

Anti-stealth technique Anti-stealth technika

Ability of an antivirus programme to detect even stealth-viruses (sub-stealth-
viruses) which are active in memory, for example by using direct disc reading
bypassing the operating system.

Antivirus Antivir
See Antivirus programme.

Antivirus programme Antivirovy program

Single-purpose or multipurpose programme doing one or more of the following
functions: searching for computer viruses (by a single or several different
techniques, often with a possibility of their selection or setting mode for search —
scanning, heuristic analysis, methods of checksums, monitoring of suspicious
activities), healing of infected files, backup and recovery of system sectors on the
disc, storing control information on files on disc, providing information on viruses,
etc.

Application Aplikace

IT solution, including application software, application data and procedures,
designed to support selected organisational processes or functions.

Vlastnik aplikace / Garant
aplikace

Organizational role responsible for the management, utilization and protection of
the application and its data. Note: The application owner makes all decisions
pertaining to the application's security.

Application Security Control (ASC) Opatieni aplika¢ni bezpecnosti

Application owner

A data structure containing a precise enumeration and description of security
activities and the associated verification measurement to be performed at a specific
point in an application's life cycle.

Application Server Aplikaéni server
Software specialised for operating shared applications.

Application service provider Poskytovatel aplikac¢nich sluZeb

Operator who provides a hosted software solution that provides application services
which includes web based or client-server delivery models. Example: Online game
operators, office application providers and online storage providers.
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Application services Aplikaéni sluzby

Software whose functions are delivered to subscribers using an on-line model, which
has a web or client-server application.

Architecture Architektura

(1) Fundamental concepts or properties of a system in its environment embodied in
its elements, relationships, and in the principles of its design and evolution.

(2) A highly structured specification of an acceptable approach within a framework
for solving a specific problem. An architecture contains descriptions of all the
components of a selected, acceptable solution while allowing certain details of
specific components to be variable to satisfy related constraints (e.g., costs, local
environment, user acceptability).

Artificial Intelligence Uméla inteligence
Systems designed to mimic human intelligence and decision-making.
Artificial General Intelligence (AGI) Uméla obecna inteligence
A hypothetical AI capable of performing any intellectual task like a human.

Artificial Intelligence Act Akt o umélé inteligenci

EU Regulation 2024/1989, which establishes harmonized rules for artificial
intelligence. This regulation sets a risk-based framework of rules for Al developers
and operators regarding specific AI applications. At the same time, it ensures safety
and fundamental rights for citizens using AI and strengthens the gradual integration
of Al innovations across the EU.

Artificial Narrow Intelligence (ANI) Uméla nzka inteligence

Al specialized in specific tasks, such as image recognition.

Systém umélé inteligence /
Systém UI

A machine-based system that is designed to operate with varying levels of autonomy
and that may exhibit adaptiveness after deployment, and that, for explicit or implicit
objectives, infers, from the input it receives, how to generate outputs such as
predictions, content, recommendations, or decisions that can influence physical or
virtual environments.

Artificial Intelligence System / AI System

Assessor Hodnotitel

Person who leads and conducts a privacy impact assessment. Note: The assessor
may be supported by one or more other internal and/or external experts as part of
their team.
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Asset Aktivum

Anything that has value for an individual, organization, or public administration,
such as long-term or short-term assets.

Asset guarantor Garant aktiva

Security role defined in accordance with the law on cyber security and representing
a natural person commissioned to develop, utilise and secure an asset. It is a role
similar to that of the asset owner in a number of standards ISO/IEC 27 000.

Asset owner Vlastnik aktiva

An individual or entity whom the organisation management has assigned the
responsibility for production, development, maintenance, use and security of an
asset.

Assets Manager (information system Spravce aktiva (provozovatel
operator) informaé¢niho sytému)

Individual (entity) who enables information processing or service providing and acts
towards other natural and legal persons in the information system as the bearer of
rights and obligations connected to operating the system.

Assets value Hodnota aktiva

Obijective expression of a generally perceived value or a subjective evaluation of the
importance (criticality) of an asset, or a combination of both approaches.

Assurance Zaruceni, zajiSténi
Grounds for justified confidence that a claim has been or will be achieved.
Asymmetric Algorithm Asymetricky algoritmus
Encryption algorithm to implement Asymmetric cryptography.

Asymmetric cryptography Asymetricka kryptografie

A group of cryptographic methods (sometimes referred to as public-key
cryptography) in which two distinct yet mathematically related keys are used for
encryption and decryption: a public key and a private key. One key is used for
encryption, while the other is used for decryption. Asymmetric cryptography is
primarily employed for key agreement, allowing both parties to establish a shared
key for subsequent communication using symmetric cryptography, or for digital
signatures, which authenticate the signer s identity.

Attack Utok

Attempting to destroy, compromise, alter, disable, steal or gain unauthorised access
to an asset or to make unauthorised use of an asset.
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Attack potential Uto&ny potencial

Measure of the attack effort to be expended in attacking a target, expressed in terms
of an attacker's expertise, resources and motivation.

Attack surface Attack surface
Code within a computer system that can be run by unauthorized users.

Attack vector Vektor atoku

A path or means by which an attacker can gain access to a computer or network
server to deliver a malicious outcome.

Attacker Utoénik

A person deliberately exploiting vulnerabilities in technical and non-technical
security controls in order to steal or compromise information systems and networks,
or to compromise availability to legitimate users of the information systems.

Attribution Atribuce

The process of attributing malicious activities in cyberspace to a specific source—
either to the actions of a particular state or to activities independent of state
structures. It is carried out at technical, non-technical, and all-source levels. At the

political level, the attribution is then approved and a decision is made on how it
will be used.

Audit Audit

Systematic, independent and documented process for obtaining audit evidence and

evaluating it objectively to determine the extent to which the audit criteria are
Sulfilled.

Audit Criteria Kritéria auditu

Set of requirements used as a reference against which objective evidence is
compared.

Audit event Auditovana udalost

Event detected by the system and resulting in
triggering and recording the audit.

Audit evidence Dikazy z auditu

Records, statements of fact or other information, which are relevant to the audit
criteria and verifiable.
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Audit finding Zjisténi z auditu
Results of the evaluation of the collected audit evidence against audit criteria.

Audit logging Auditni logovani

Recording of data on information security events for the purpose of review and
analysis, and ongoing monitoring.

Audit logging records Ziznam auditnich logt

Recording of data on security events related to information security for the purpose
of later re-examination, analysis and ongoing monitoring.

Audit scope Piedmét auditu
Extent and boundaries of an audit.

Audit trail, audit log Auditni zaznam

A chronological record of those system activities, which suffice for restoring,
backtracking and evaluation of the sequence of states in the environment as well as
activities related to operations and procedures from their inception to the final
result.

Auditor Auditor

Person who conducts an audit.

Authentication Ovéreni totoZnosti

(1) Providing a guarantee that the stated characteristics of a particular entity are
correct.

(2) The process of verifying the identity of a user or device before granting access to
a system.

(3) An electronic procedure that allows confirming the electronic identification of a
natural or legal person, or the origin and integrity of data in electronic form.

Authentication exchange Autentiza¢ni vyména

Mechanism whose objective is to find out the identity of an entity (subject) by way of
information exchange.

Authentication factor Autentizaéni faktor

A piece of information and/or process used to authenticate or verify the identity of
an entity. Authentication factors are divided into four categories: 1) something an
entity has (e.g., device signature, passport, hardware device containing a credential,
private key); 2) something an entity knows (e.g., password, PIN); 3) something an
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entity is (e.g., biometric characteristic); or 4) something an entity typically does
(e.g., behaviour pattern).

Authentication information Informace o autentizaci
Information used to establish validity of proclaimed identity of a given entity.

Authentication protocol Autentizaéni protokol

Defined sequence of messages between an entity and a verifier that enables the
verifier to perform authentication of an entity.

Authenticity Autenticita
Property that a certain entity is identical with what it claims to be.

Authorization Autorizace

Granting rights including granting access on the basis of access rights. Process of
rights granting to a subject to perform defined activities in the information system.

L Automatické monitorovani
Automated security incident measurement « ;
vyskytu bezpecnostniho
(ASIM) A
incidentu

Automated monitoring of network operations with detection of unauthorized
activities and undesirable events.

Availability Dostupnost
Property of being accessible and usable upon demand by an authorised entity.

Backdoor / trapdoor Zadni vratka

Hidden software or hardware mechanism usually created for testing and error
removal, which can be used to bypass computer security. A method in a computer
system or in an algorithm, which allows the attacker to bypass the normal user
authentication at the access to a programme or system and simultaneously allows to
have this access hidden from normal checks. A firewall can be bypassed, to penetrate
the operating system, for example, by pretending to be a web browser. This code can
assume the form of an independently installed programme, or it could be a
modification of an existing system. The access to the system as such tends to have
the form of a fictitious user name and password, which the attacked system accepts
without checking and assigns to the user administrative rights.

Backup file Zalozni soubor

Data file created with the objective of possible future data reconstruction. Copies of
data stored on another carrier (or even in a different place). Backup data are used
in case of a loss, corruption or any other need to work with data stored in the past.
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Backup procedure Zalohovaci procedura
Procedure to enable data reconstruction in case of a failure or contingency.

Baiting Vyuziti navnady

Mode of attack when the attacker leaves an infected CD, flash disc or another
storage medium where the victim can find it with a high probability, e.g. in a lift, on
the car park. This leaves curiosity to play out and sooner or later the victim inserts
the medium into the computer. This results in virus installation with which the
attacker gets access to the computer or the whole companywide computer network.

Baseline controls Zakladni prvky Fizeni

Minimal set of protective measures set for a certain system or organisation.

Zakladni vstupné-vystupni
systém

Software used during the startup of a computer for initialisation and configuration
of connected hardware devices and subsequent start of the operating system.

Basic input output system (BIOS)

Batch Processing Davkové zpracovani
Running one or more programmes using scripts.

Batch viruses Davkové viry

Computer viruses created using batch files. An interesting possibility for some
operating systems (e.g. UNIX), exist however even for MS-DOS. They are not too
widespread and are more of a rarity.

Priklad dobré praxe, osvédceny
zpiusob

Well-tested method or procedure, which in the given area offers the most effective
solution, which has been repeatedly proven as right and leads towards optimum
results.

Bias in Al Zkresleni v Ul

A topic related to the unintentional bias (distortion) of Al algorithms, which can
have serious consequences, especially in terms of discrimination or unfair decision-
making in various Al applications (e.g., in healthcare or law). This Al algorithmic
bias can lead to unjust or imbalanced decisions that may significantly impact
individuals when decisions are made regarding the handling of information
provided by Al.

Best practice
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Binding corporate rules (of personal data Zavazna podnikova pravidla
protection) (ochrany osobnich udaji)

Personal data protection policies which are adhered to by a controller or processor
established on the territory of an (EU) member state for transfers or a set of transfers
of personal data to a controller or processor in one or more third countries within
a group of enterprises, or group of enterprises engaged in a joint economic activity.

Biometric data Biometrické tdaje

Personal data resulting from specific technical processing relating to the physical,
physiological or behavioural characteristics of a natural person, which allow or
confirm the unique identification of that natural person, such as facial images or
fingerprints.

Biometric system Biometricky systém

System for the purpose of the automated recognition of individuals based on their
behavioural and physiological characteristics.

Biometrics Biometrie

Automatic recognition of a specific individual based on their behavioural or
biological characteristics.

BitTorrent BitTorrent

Tool for peer-to-peer (P2P) distribution of files, which spreads out the load of data
transfers among all clients downloading data.

Black box testing Slepé testovani

Examining a process using known inputs and comparing the results against
predicted outputs, which reflect the requirements for the process.

Black hat Black hat
See Cracker.

Blacklist Cerna listina

A list of specific entities, such as hosts or applications that are known to be malign
and are thus denied, rejected, or disregarded.

Blended attack Kombinovany ttok

Attack that seeks to maximize the severity of damage and speed of contagion by
combining multiple attacking methods.
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Blockchain Blockchain

A type of distributed, decentralized database that stores growing lists of records
(blocks) that are protected against unauthorized intervention both from the outside
and from the peer-to-peer network nodes themselves.

Block Cipher Blokova Sifra

Symmetric encryption system with the property that the encryption algorithm
operates on a block of plaintext, i.e. a string of bits of a defined length, to yield a
block of ciphertext.

Bluetooth Bluetooth
Wireless technology standard for data transfer over short distances.

Bot Bot (Robot)

1t is software designed to perform specific automated tasks on the internet. This bot
can control a computer in a network and use it to carry out malicious activities, such
as distributed attacks (DDoS) or mass distribution of unsolicited commercial emails.
Individual bots are the foundation of large groups of robots known as botnets. A
computer fully or partially controlled by a bot is known as a "zombie*.

Bot Herder / Bot Wrangler Piivodce botnetu

(1) A cracker who controls a large number of compromised machines (robots, bots,
zombies).

(2) The topmost computer in the botnet hierarchy controlling compromised
computers of the given botnet.

Botnet Sit’ botu

(1) A network of compromised computers controlled by an attacker without the
owners' knowledge.

(2) Software for the remote control of bots, which run on infected computers. The
software ensures that the Cracker can access the computing power of many
machines simultaneously. It allows for illegal activities on a large scale-in particular
DDoS attacks and spam distribution.

Breach NarusSeni, prolomeni
A breach or an abuse of information security or a breach of a security policy.

Breach of Data Protection NaruSeni ochrany udaja

A breach of security, intentional or unintentional that leads to the destruction, loss,
alteration, unauthorised disclosure of, or access to, protected data during
transmission or procession.
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Bring Your Own Device (BYOD) BYOD

1t is the term for a policy that applies to employees and allows them to use their
personal devices, which they bring, use, and connect to the workplace, such as their
own laptop or mobile device.

Broadcast Plo$né vysilani

Transmission to all devices in a network without any acknowledgment by the
receivers.

Brute force attack Utok hrubou silou

Method to find passwords when the attacking programme tries all existing character
combinations for a possible password. This method is very time-consuming. Its
success depends on password length and the computing power of the computer used.

BSD licence BSD licence

A family of permissive free software licenses, imposing minimal restrictions on the
redistribution of covered software

Buffer Overflow Preteceni zasobniku

A condition at an interface under which more input can be placed into a buffer or
data holding area than the capacity allocated, overwriting other information.
Adversaries exploit such conditions to crash a system or to insert a specially crafted
code that allows them to gain control of the system.

Bug Chyba

A programming error, which causes a security problem in software. The attacker
can utilise the bug to control the computer, make a running service dysfunctional or
running improperly, to modify data and similar.

Building automation Automatizace budov

Central ventilation, temperature, humidity, lighting and other building control
system. The reason is efficient energy management and simplification of
maintenance. The building management system is a typical example of a DCS
(Distributed Control System).

Business continuity Kontinuita ¢innosti organizace

Capability of the organisation to continue delivery of products or services at
acceptable predefined levels following disruptive incident.

Business continuity management (BCM) Rizeni kontinuity organizace

A holistic management process that identifies potential threats to an organisation
and the impacts to business operations those threats, if realised, might cause, and
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which provides a framework for building organisational resilience with the
capability of an effective response that safeguards the interests of its key
stakeholders, reputation, brand and value-creating activities.

Business continuity management system Systém Fizeni kontinuity
(BCMS) organizace

Part of the overall management system that establishes, implements, operates,
monitors, reviews, maintains and improves business continuity.

Business continuity plan (BCP) Plan kontinuity ¢innosti

Documented procedures that guide organisations to respond, recover, resume, and
restore to a pre-defined level of operation following disruption.

Analyza dopadid na cinnosti
organizace

(1) Process of analysing the impact over time of a disruption on the organization.
(2) Process used to identify and evaluate the potential effects of disruptions to
critical business operations. It assesses the impact of various risks, such as natural
disasters, cyberattacks, or operational failures, on the organizations ability to
deliver key products and services. The goal of BIA is to prioritize business functions
based on their importance and establish recovery strategies to minimize downtime
and ensure business continuity during crises.

Business impact analysis (BIA)

Caesar Cipher Césarova Sifra

A simple encryption algorithm shifting letters in the alphabet by a fixed number of
places.

Certificate Certifikat

A digital document that contains the identification details of a specific entity
(person). This certificate is signed by a certification authority using its private key,
ensuring the integrity and authenticity of the data.

Certification Certifikace

(1) Third-party attestation related to products, processes, systems or persons.
(2) Process for verification of the competence of communication and information
systems for handling classified information, approval of such competence and
issuance of a certificate.

Certification authority (CA) Certifika¢ni autorita

In computer security, a third party that issues digital certificates, validating the
accuracy of the information contained in the publicly available portion of the
certificate through its authority.
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Certification body Certifika¢ni organ

Third party which assesses and certifies a system, for example system for the control
of computer security for a client organization, with regard to international standards
and other documentation needed for a certified system.

Certification document Certifika¢ni dokument

Document stating that any system of control, for example system for the control of
information security, meets the required standard, and other documentation needed
for a certified system.

Chain letter Retézovy dopis

A letter sent to many recipients containing information that each recipient is
expected to forward to many other recipients, often using pressure. This can be
associated with chain letters or similar mass distribution schemes.

Chain of custody Retézec péce (o ditkazy)

(1) Demonstrable possession, movement, handling, and location of material
(especially evidence) from one point in time until another.

(2) A process that tracks the movement of evidence through its collection,
safeguarding, and analysis lifecycle by documenting each person who handled the
evidence, the date/time it was collected or transferred, and the purpose for the
transfer

Chat Chat
Way of direct (online) communication of several persons using the Internet.

Chief privacy officer (CPO) Povéienec

Senior management individual who is accountable for the protection of personally
identifiable information in an organization.

Clearing Vy¢isténi

the targeted overwriting or erasure of classified data on a data medium which has a
special security classification and security category so that the given medium could
be repeatedly used for a record in the same security classification and security
category.

Closed-security environment Uzaviené bezpecnostni prostiedi

Environment where special attention (by a form of authorisations, security checks,
configuration control, etc.) is given to protection of data and sources from
accidental or intentional actions.
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Cloud computing Cloud computing

Mode of utilisation of computing technology whereby scalable and flexible IT
functions are accessible to users as a service. The advantage of clouds: easy
software upgrade, unsophisticated client stations and software, cheap access to a
mighty computing power without hardware investments, guaranteed availability.
Disadvantages: confidential data are available also to the cloud provider.

Common Criteria Spolecna kriteria

The Common Criteria for Information Technology Security Evaluation (abbreviated
as Common Criteria or CC) is an international standard (ISO/IEC 15408) for
computer security certification. It is currently in version 3.1 revision 4. Common
Criteria is a framework in which computer system users can specify their security
functional and assurance requirements (SFRs and SARs respectively) through the
use of Protection Profiles (PPs), vendors can then implement and/or make claims
about the security attributes of their products, and testing laboratories can evaluate
the products to determine if they actually meet the claims. In other words, Common
Criteria assures that the process of specification, implementation and evaluation of
a computer security product has been conducted in a rigorous and standard and
repeatable manner at a level that is commensurate with the target environment for
use.

Communication security (COMSEC) Bezpeénost komunikaci

Use of such security measures in communications which prohibit unauthorised
persons from obtaining information which could be gained from access to
communication traffic and its evaluation, or which ensure the authenticity of the
communication process. Computer security as applied to data communications —
data transfer.

Communication system Komunikaéni systém

System, which provides for the transfer of information among end users. It includes
end communication devices, transfer environment, system administration, handling
by personnel and operational conditions and procedures. It may also include means
of cryptographic protection.

Competence Odborna zpusobilost

Ability to apply knowledge and skills to achieve intended results.

Completely automated public Turing test to

tell computers from humans apart CAPTCHA

(CAPTCHA)

Turing test used on the web to automatically differentiate real users from robots, for
example, when entering comments, at registration, etc. The test usually consists of
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an image with a deformed text and the task for the user is to rewrite the pictured text
into the entry field. It is assumed that the human brain can properly recognise even
corrupted text, but an internet robot using OCR technology cannot do. The
disadvantage of the image CAPTCHA is its unavailability for users with visual
impairment; hence usually there is the option of having the letters from the image
read aloud.

Compromising Kompromitace

Compromise of information security, which may result in programme or data
modification, their destruction, or their availability to unauthorised entities.

Computer abuse Zneuziti poditace

Unauthorised activity caused by intent or negligence which impacts computer
security of a data processing system, or is related to it.

Pocitacova kriminalita /
Kyberneticka kriminalita

Crime committed using a data processing system or computer network or directly
related to them.

Computer emergency response team Skupina  pro  reakci na
(CERT) kybernetické hrozby

CERT is another name for CSIRT; unlike CSIRT, CERT is a registered trademark.
See CSIRT.

Computer fraud Pocitacovy podvod

Computer crime / Cyber crime

Fraud committed using a data processing system or computer network or directly
related to them.

Computer incident response capability Schopnost reagovat na
(CIRC) pocitatové hrozby

A cyber defence capability, which ensures fast and effective reaction to risks and
vulnerabilities in systems; provides methodology for reporting and managing
incidents; provides support and help to the operational and security managements
of systems. It is part of the emergency (crisis) planning for system recovery.

Computer network Poditacova sit’

A collection of computers together with a communication infrastructure
(communication lines, hardware, software and configuration data) through which
they (computers) can send and share data with each other.

Computer network attack (CNA) Utok na po&itatovou sit’

Activity done to corrupt, block, degrade or destroy information stored in a computer
or on a computer network, or the computer or computer network as such. The attack
on a computer network is a certain sort of cyber-attack.
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Computer network exploitation (CNE) Vytézovani pocitacové sité
Abuse of information stored on the computer or computer network.

Computer security (COMPUSEC) Pocitacova bezpecnost

Branch of informatics dealing with securing of information in computers
(discovering and lowering risks connected to the use of the computer). Computer
security includes:(1) enabling protection against unauthorised manipulation with
the devices of a computer system, (2) protection against unauthorised data
manipulation, (3) protection of information against pilferage (illegal creation of
data copies), (4) secure communication and data transfer (cryptography), (5) secure
data storage, (6) availability, integrity and authenticity of data.
Itis also the introduction of security properties of hardware, firmware and software
into the computer system so that it is protected against unauthorised disclosure,
amendments, changes or erasure of facts or to prevent these, or against access
denial — protection of data and sources against accidental or harmful activities.

Computer security audit Audit poc¢itacové bezpecnosti

Process of systematically evaluating and verifying security measures, policies, and
controls in the area of computer systems and information security within an
organization. The goal is to determine whether computer systems are protected
against threats, vulnerabilities, and risks, and whether they comply with established
standards and legal requirements. Audits involve analyzing the implemented security
controls, assessing their effectiveness, and identifying areas that need improvement
or adjustment. This audit ensures that an organization's security measures effectively
protect the confidentiality, integrity, and availability of information and that
computer systems do not contain security gaps.

Computer security incident response team Skupina pro reakcl ha
P y P kybernetické bezpecnostni

(CSIRT) incidenty

A team of experts to support the handling of cyber security incidents. CSIRT
provides its clients with the necessary services for solutions to incidents and helps
them in recovering the system after a disruption. To minimise incident risks and
minimise their number, CSIRT offices also provide preventive and educational
services. For clients, they provide information on detected weaknesses of used
hardware and software instruments and about possible attacks, which make use of
these weaknesses so that the clients may quickly address these weaknesses

Computer system audit Audit pocitacového systému

Analysis of procedures used in data processing in order to evaluate their efficiency
and correctness, and to recommend improvements.
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Computer virus Pocitacovy virus

A computer programme, which replicates itself by attaching its copies to other
programmes. It may contain a part which activates it when certain conditions are
met (e.g. time) in the host device. It is distributed using the Internet (electronic mail,
downloading programmes from unreliable sources), using mobile storage media and
others. This is done to obtain various types of data, for identity theft, for putting the
computer out of operation, etc.

Computer, personal computer (PC) Osobni pocita¢

In accordance with the wording of CSN 36 9001 this is "a data processing machine
executing independent sequences of various arithmetic and logical operations.” In
other words: a machine characterised by processing data according to a previously
created programme stored in its memory.

Confidential information Duvérna informace

Information that should not be made available or disclosed to unauthorized
individuals, entities or processes.

Confidentiality Duvérnost

Property that information is not made available or disclosed to unauthorised
individuals, entities or processes.

Konfigurace (systému nebo
zarizeni)

Step in system design; for example, selecting functional units, assigning their
locations, and defining their interconnections.

Configuration (of a system or device)

Configuration baseline Vychozi stav konfigurace

Configuration information formally related to a certain time in the lifetime of
a service, or element of the service.
Configuration Control Rizeni konfigurace

Process for controlling modifications to hardware, firmware, software, and
documentation to ensure the information system is protected against improper
modifications before, during, and after system implementation.

Configuration item (CI) Konfiguracni polozka

Element, which must be controlled in order to deliver a service or services.

Configuration  management  database
(CMDB)

Data warehouse used for records of configuration items' attributes and relations
among configuration items during their whole life cycle.

Konfiguraéni databaze
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Conformity Shoda
Fulfilment of a requirement.

Consent of the data subject Souhlas subjektu udajia

Any freely given, specific, informed and unambiguous indication of the data subject's
will by which they, by a statement or by a clear affirmative action, signify agreement
to the processing of their data.

Consequence Nasledek
Outcome of an event affecting objectives.

Contamination Kontaminace

Input of data with a certain security classification or security category into a wrong
security category.

Contingency plan Havarijni plan

Plan for backup procedures, response to an unforeseen event and recovery after a
contingency.

Contingency procedure Havarijni postup

Procedure, which is an alternative to the normal procedure in case of an occurrence
of an unusual but assumed situation.

Continual improvement Neustalé zlepSovani
Recurring activity to enhance performance.

Continuous Process Prabézny proces

A process that operates on the basis of a continuous flow, as opposed to batch,
intermittent, or sequenced operations.

Control Opatieni

A measure that is modifying risk, including all policies, strategies, procedures,
directives, usual procedures (practices) or organisational structures, which may be
of an administrative, technological, management or legal character.

Control Ridici prvek

The part of the ICS used to perform the monitoring, control and regulation of the
physical process. This includes all control servers, field devices, actuators, sensors,
and their supporting communication systems.
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Control Algorithm Ridici algoritmus
A mathematical representation of a control action.

Control Centre Ridici sti‘edisko

An equipment structure or group of structures from which a process is measured,
controlled, and monitored.

Control Loop Ridici smy¢ka

A control loop consists of sensors for measurement, controller hardware such as
PLCs, actuators such as control valves, breakers, switches and motors, and the
communication of variables. Controlled variables are transmitted to the controller
from the sensors. The controller interprets the signals and generates corresponding
manipulated variables, based on set points, which it transmits to the actuators.
Process changes from disturbances result in new sensor signals, identifying the state
of the process, to again be transmitted to the controller.

Control Network Ridici sit’

A network that connects the supervisory control level to lower-level control modules
and typically connects equipment that controls physical processes and that is time
or safety critical. The control network can be subdivided into zones, and there can
be multiple separate control networks within one enterprise and site.

Control Objectives for Information and COBIT

Related Technology (COBIT)

Control Obijectives for Information and Related Technology (COBIT) is a
framework created by ISACA for information technology (IT) management and IT
governance. It is a supporting toolset that allows managers to bridge the gap
between control requirements, technical issues and business risks.

Control Server Ridici server

A controller that also acts as a server that hosts the control software that
communicates with lower-level control devices, such as Remote Terminal Units
(RTUs) and Programmable Logic Controllers (PLCs), over an ICS network. In a
SCADA system, this is often called a SCADA server, MTU, or supervisory
controller.

Control System Ridici systém

A system in which deliberate guidance or manipulation is used to achieve a
prescribed value for a variable. Control systems include SCADA, DCS, PLCs and
other types of industrial measurement and control systems.
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Controlled access system (CAS) Systém Fizeného pristupu

Means for automating of the physical control of access (e.g. use of badges equipped
with magnetic strips, smart cards, biometric sensors).

Controlled Variable Rizena proménna

The variable that the control system attempts to keep at the set point value. The set
point may be constant or variable.

Controller Ridici jednotka
A device or programme that automatically regulates a controlled variable.

Controller (of personal data) Spravce osobnich udaja

A natural or legal person, public authority, agency or another body, which alone or
jointly with others, determines the purposes and means of the processing of personal
data; where the purposes and means of such processing are determined by Union or
Member State law, the controller or the specific criteria for its nomination may be
provided for by Union or Member State law.

Cookie / HTTP cookie Cookie / HTTP cookie

Data exchanged between an HTTP server and a browser to store state information
on the client side and retrieve it later for HTTP server use. A cookie is at present
mostly used for the recognition of a user who visited the application before, or for
storing user setting of the web application. Nowadays, discussions are underway
about cookies in connection to watching the movements and habits of users by some
webs.

Copy protection Ochrana pied kopirovanim

Use of a special technique for the detection or prevention of unauthorised copying
of data, software and firmware.

Core network Patefni sit®

The central part of a telecommunication network that provides various services to
customers who are connected by the access network.

Strategie informaéni bezpe¢nosti
spolecnosti

Document that describes management direction and support for information security
in accordance with business requirements and relevant laws and regulations.

Corporate information security strategy

Correction Naprava

Action to eliminate a detected nonconformity.
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Corrective action Napravné opati‘eni

Action to eliminate the cause of a noncompliance and prevent recurrence.
Countermeasure Protiopati‘eni

Activity, equipment, procedure, technology intended to minimise vulnerability.

Covert Channel Skryty kanal

A transmission channel that could be used for data transfer in a way impairing
security policy.

Crack Crack

Unauthorised infringement of programme or system security protection, its integrity
or system of its registration/activation.

Cracker Prolamova¢

An individual trying to obtain an unauthorised access to a computer system. These
individuals are often harmful and possess means for breaking into a system.

CRAMM CRAMM

CRAMM (CCTA Risk Analysis and Management Method) is a risk management
methodology, currently on its fifth version, CRAMM Version 5.0. CRAMM
comprises three stages, each supported by objective questionnaires and guidelines.
The first two stages identify and analyse the risks to the system. The third stage
recommends how these risks should be managed.

Creative commons (CC) Creative commons

A non-profit organisation headquartered in Mountain View, California, United
States devoted to expanding the range of creative works available for others to build
upon legally and to share. The organisation has released several copyrights —
licenses known as Creative Commons licenses free of charge to the public

Credential issuer Vydavatel autoriza¢nich udaja

Entity responsible for provisioning of a credential to a principal in a specific
domain.

Note 1: A credential provisioned by a credential issuer can have a physical form,
e.g. a membership (smart) card.

Note 2: The issuance of a credential for a principal can be recorded as an attribute
for the principal, e.g. by recording the unique number of the token issued.
Note 3: A credential provisioned by an issuer can be a username and password. A
credential in the form of a smart card or similar security device, can be configured
to validate a password off-line.
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Poskytovatel sluzby
autorizacnich udaji

Trusted entity related to a particular domain responsible for management of
credentials issued in that domain.

Credential service provider (CSP)

Credentials Autoriza¢ni idaje

Data transferred in order to establish proclaimed identity of a given entity,
credentials.

Crisis Krize

A situation where the equilibrium among the basic components of the system on the
one hand, and approach of the environment on the other hand, is disrupted seriously.

Crisis / Emergency situation Krizova situace

The emergency as per the law on an integrated emergency system, compromise of
the critical infrastructure, or any other danger when a state of hazard, state of
emergency, or threat to the state is announced (henceforth only "emergency”).

Crisis management Krizové Fizeni

Collection of management activities of the bodies of crisis management aimed at the
analysis and evaluation of security risks and planning, organisation, implementation
and verification of activities conducted in connection with preparation for crises and
their solution or protection of critical infrastructure.

Crisis measure Krizové opatfeni

Organisational or technical measure to solve a crisis situation and remedy its
consequences, including measures interfering with the rights and obligations of
people.

Crisis plan Krizovy plan

Aggregate planning document elaborated by entities set forth by law and which
contains a set of measures and procedures to solve crises.

Crisis planning Krizové planovani

The activity of the relevant bodies of crisis management aimed at minimising
(prevention of) the origin of crises. Searching for the most suitable ways of anti-
crisis intervention, optimisation of methods and forms to handle these unwanted
phenomena (that is, reduction of the impacts of crises) and establishing the most
rational and economical ways of recovery for the affected systems and their return
into the normal daily state.
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Crisis preparedness Krizova piipravenost

Preparation of measures to solve own crisis situations and partially participate in
solving crisis situations in the neighbourhood.

Crisis state Krizovy stav

The legislative measure announced by the Parliament of the Czech Republic (threat
to the state, and the state of war), by the Government of the Czech Republic (state of
emergency) or governor of the region/mayor (state of danger), to solve a crisis.

Critical asset Kritické aktivum

Asset which can have a direct impact on production or generation, transmission,
storage and distribution of electric power, gas, oil and heat.

Critical communication infrastructure (of Kriticka komunikaéni
the state) infrastruktura (statu)

A complex of communication systems, services, or electronic communications
networks classified as critical information infrastructure, whose failure could have
a serious impact on national security, the provision of essential needs of the
population, public health, or the national economy.

Critical entity Kriticky subjekt

Critical entities are organizations providing essential services that are crucial for
maintaining vital societal functions, economic activities, public health and safety,
and the environment.
Kriticka informacéni
infrastruktura
The complex of information and communication systems (meeting the defined
criteria across and inside the branches of cyber security) whose dysfunctionality
would result in a serious impact on state security, provision of the basic daily needs
of the population, public health or the economy of state.

Critical infrastructure Kriticka infrastruktura

Critical information infrastructure

(1) Systems and services whose disruption would have a serious impact on national
security, the provision of essential needs of the population, public health, or the
national economy.

(2) An asset, a facility, equipment, a network or a system, or a part of an asset, a
facility, equipment, a network or a system, which is necessary for the provision of an
essential service.

Critical infrastructure protection Ochrana Kritické infrastruktury

Measures aimed at lowering the risk of corruption of an element of the critical
infrastructure.
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Cross-section criteria Priirezova kritéria

A set of viewpoints to assess how serious is the corruption of an element in the
critical infrastructure with bounds that include the scope of life losses, impact on the
health of people, extraordinary serious economic impact or impact on the public due
to an extensive limitation of providing the necessary services or any other serious
intervention into the daily life.

Cross-site scripting (XSS) Mezi webové skriptovani

The attack on web applications consisting in an attempt to find a security error in
the application and using this for the insertion of own code. The inserted code
usually tries to get personal data of users, the content of the database or to bypass
the security elements of an application.

Cryptanalytic attack Kryptograficky utok
Attack against a cipher that makes use of properties of the cipher.

Crypto Ignition Key (CIK) Kryptograficky inicia¢ni kli¢

Physical (usually electronic) token to store keys, intended for the storing, transport
and protection of cryptographic keys and initialising data. It contains part of key
material without which the encryption device cannot encrypt and decrypt data. A
cryptographic device without the inserted CIK does not contain open cryptographic
keys nor other secret data.

Crypto officer Spravce kryptografie

Role taken by an individual or a process (i.e. subject) acting on behalf of an
individual that accesses a cryptographic module in order to perform cryptographic
initialisation or management functions of a cryptographic module.

Cryptoanalysis Kryptoanalyza

1) Cryptanalysis is the science concerned with methods for obtaining the content of
encrypted information without access to the secret information that is typically
required, such as the secret key. Cryptanalysis is essentially the reverse of
cryptography, which creates ciphers.

(2) In a non-technical context, this term is commonly used to refer to code-breaking,
or a cryptographic attack.

Cryptographic algorithm Kryptograficky algoritmus

A well-defined computational procedure that takes variable inputs, which may
include cryptographic keys, and produces an output. It is usually used for data
encryption or decryption.
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Cryptographic device Kryptograficky prostiedek

Cryptographic device (encryptor) is a hardware and software device using
mathematical methods and procedures together with cryptographic algorithms and
cryptographic keys, in order to transform (encrypt and decrypt) data. The encryption
function is the dominant one for this device. The encryption/decryption function can
be implemented also by a cryptographic (HW and SW) module which may be part
of another device.

Cryptographic key Kryptograficky kli¢

Sequence of symbols that controls the operation of a cryptographic transformation.
The cryptographic key can contain, in addition to a random sequence of data, other
data to ensure the integrity, time of validity, name and number of keys.

Cryptographic protocol Kryptograficky protokol
Protocol which performs a security-related function using cryptography.

Cryptography Kryptografie

The science of creating encryption systems. It develops tools for securing messages,
for example, by using an encryption key.

Cryptojacking Cryptojacking
Unauthorized use of computer systems for cryptocurrency mining.
Customer Ziakaznik

An organisation or its part receiving a service or services.

CVE vulnerability Zranitelnost CVE

Vulnerability listed in CVE (Common Vulnerabilities and Exposures).
Cyber attack Kyberneticky utok

A malicious ICT-related incident caused by means of an attempt perpetrated by any
threat actor to destroy, expose, alter, disable, steal or gain unauthorised access to,
or make unauthorised use of, an asset.

Cyber counterattack Kyberneticky protiutok

Attack on IT infrastructure as a response to a previous cyber-attack. It is used most
often in the context of either politically or militarily motivated attacks.
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Cyber crime Kyberneticka kriminalita

A criminal activity where services or applications in the cyberspace are used for or
are the target of a crime, or where the cyberspace is the source, tool, target, or place
of a crime.

Cyber defence Kyberneticka obrana

(1) Defence against a cyber-attack and mitigation of its consequences. Also,
resistance of the subject towards an attack and a capability to defend itself
effectively.

(2) Cyber defence is an autonomous and specific area within the broader concept of
cybersecurity. In this context, it refers to ensuring the defence of the state as defined
by the Act on the Defense of the Czech Republic, which encompasses a set of
measures to ensure sovereignty, territorial integrity, democratic principles, the rule
of law, and the protection of the lives and property of the population from external
aggression. Cyber defence includes the establishment of an effective national
defence system, the preparation and use of appropriate forces and resources, and
participation in a collective defence system.

Cyber espionage Kyberneticka $pionaz

Obtaining strategically sensitive or strategically important information from
individuals or organisations by using or targeting 1T means. It is used most often in
the context of obtaining political, economic or military supremacy.

Cyber harassment Pocitacové obtéZovani

Internet harassment (even an individual case) usually of an obscene or vulgar
character. It is often part of cyberstalking. See also Cyberstalking.

Cyber incident Kyberneticky incident

(1) An event that disrupts the availability, authenticity, integrity, or confidentiality of
data stored, transmitted, or processed, or of services offered through network and
information systems, or accessible via them (NIS2 Directive).

(2) An event in the digital environment that disrupts the confidentiality, availability,
or integrity of information systems, networks, or data. It can include unauthorized
access, operational disruptions, data breaches or loss, malware attacks, phishing,
or other forms of cyber threats.

Cyber operations Kyberneticka operace

The employment of cyber capabilities or cyberspace with the primary purpose of
creating an effect and/or achieving objectives.
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Cyber protection Kyberneticka ochrana

The condition of being protected against physical, social, spiritual, financial,
political, emotional, occupational, psychological, educational or other types or
consequences of failure, damage, error, accidents, harm or any other event in the
cyberspace which could be considered non-desirable.

Cyber Resilience Act (CRA) Akt o kybernetické odolnosti

Regulation (EU) 2024/2847, which strengthens cybersecurity standards for
products with digital elements.

Cyber security Kyberneticka bezpe¢nost

(1) Collection of legal, organisational, technological and educational means aimed
at protecting cyberspace.

(2) Preservation of confidentiality, integrity and availability of information in the
cyberspace.

(3) The activities necessary to protect network and information systems, the users of
such systems, and other persons affected by cyber threats.

Cyber Security Act (CSA) AKt o kybernetické bezpecnosti

(1) EU Regulation 2019/0881, which strengthens the European Union Agency for
Cybersecurity (ENISA) and establishes a cybersecurity certification framework for
products and services.

(2) The legal framework for the cybersecurity certification of products, services, and
processes in the EU.

Architekt kybernetické
bezpecnosti

A defined security role in accordance with applicable legal regulations in the field
of cybersecurity, representing a person responsible for the design and
implementation of security measures, who is professionally qualified for this task
and can demonstrate their competence through practice.

Cyber Security Audit Audit kybernetické bezpecnosti

Cyber Security Architect

Systematic, independent and documented process for obtaining audit evidence and

evaluating it objectively to determine the extent to which the cyber security

requirements are fulfilled.

Cyber Security Auditor Auditor kybernetické
bezpecnosti

A person conducting a cybersecurity audit. This role is regulated by applicable legal

legislation in the field of cybersecurity.
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Cyber Security certification Certifikace kybernetické
bezpecnosti

The process of verifying that a product, service, or process meets the established

security requirements according to the approved certification scheme.

Vybor pro fFizeni kybernetické

bezpecnosti

A defined security role in accordance with the Cyber Security Act, representing an

organised group consisting of persons who are entrusted with the overall

management and development of systems covered by the Cyber Security Act, or are

significantly involved in the management and coordination of activities related to

the cyber security of these systems.

Cyber security management committee

Cyber strategy Kyberneticka strategie

The general approach to the development and use of capabilities to operate in
cyberspace, integrated and coordinated with other areas of operation, to achieve or
support the set objectives by using identified means, methods and instruments in a
certain timetable.

Cyber terrorism Kyberterorismus

Criminal activity done using or targeting primarily IT means with the objective of
creating fear or inadequate response. It is used most often in the context of attacks
having an extremist, nationalistic or politically motivated character.

Cyber threat Kyberneticka hrozba

(1) Any potential circumstance, event or action that could damage, disrupt or
otherwise adversely impact network and information systems, the users of such
systems and other persons.

(2) An event that has a real adverse impact on the security of networks and
information systems.

Cyber war, Cyber warfare Kyberneticka valka

Use of computers and the Internet to wage a war in cyberspace. System of extensive,
often politically or strategically motivated, related and mutually provoked organized
cyber-attacks and counterattacks.

Pocitacova /  Kyberneticka
Sikana

Type of bullying using electronic means such as mobile phones, emails, pagers,
internet, blogs and similar for sending harassing, offending or attacking emails and
text messages, the creation of pages and blogs defaming selected individuals or
groups of people.

Cyberbullying
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Kybergrooming (Child
grooming)

The behaviour of users of internet communication instruments (chat, 1CQ, et al.)
who try to get the trust of a child to either abuse the child (especially sexually) or
misuse the child for illegal activity.

Cybergrooming (Child grooming)

Cyber-incident Kyberneticky incident

Cyber-event that involves a loss of information security or impacts business
operations.

Cyber-insurance Kybernetické pojisténi

Insurance that covers or reduces financial loss to the insured caused by a cyber-
incident.

Cybernetics Kybernetika

(1) A science that deals with the general principles of control and information
transmission in machines, living organisms, and communities. It is based on the
understanding that certain processes occurring in living organisms are described by
the same equations as analogous processes in technical devices. Cybernetics
examines the relationships between the elements of a system and the processes that
act on the system and through which the system influences its environment, all of
which contain informational content.

(2) The science of control and communication in living organisms and machines.
(Norbert Wiener)

Cyber-risk Kybernetické riziko
Risk caused by a cyber-threat.

Cyberspace Kyberneticky prostor

Digital environment enabling the origin, processing and exchange of information,
made up of information systems and the services and networks of electronic
communications.

Cybersquatting Doménové piratstvi

Registration of the domain name related to the name or trademark of another
company, with the purpose of subsequent offering the domain to this company at a
high financial amount.

Cyberstalking Kyberstalking

Various kinds of stalking and harassment using electronic media (especially using
emails and social networks), the objective being for example to instil a feeling of
fear in the victim. The culprit obtains information about the victim most often from
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web pages, forums, or other mass communication tools. Often such activity is merely
an intermediate step to a criminal act which may include a substantial limitation of
human rights of the victim, or misuse the behaviour of the victim to steal, defraud,
blackmail, etc.

Cycle Time, period time Doba cyklu, ¢as cyklu

Time, usually in seconds, in which the control unit completes one control loop
(reading sensor data to memory, evaluation of control algorithms, the output of
control signals to actuators, process regulation, the input of new signals from
Sensors).

Czech cyberspace Cesky kyberprostor
Cyberspace under the jurisdiction of the Czech Republic.

DarkWeb / DarkNet Temna sit’

(1) An overlay network that uses the Internet but requires specific software (e.g. TOR
browser, Freenet, I2P anonymous network, etc.), configurations, or authorization.
(2) A section of the internet that is not indexed by standard search engines and is
often associated with illegal activities. While this term is frequently linked to cyber
threats, it may not always be included in all dictionaries.

Data Udaje

From the ICT point of view, this is a representation of information in a formalised
way suitable for communication, explanation and processing.
Autentizace dat / Ovéfeni
totoZnosti dat
Process used to verify data integrity (verification that received and sent data are
identical, verification that programme is not infected by a virus, for example).

Data authentication

Data breach Naruseni dat

Compromise of security that leads to the accidental or unlawful destruction, loss,
alteration, unauthorized disclosure of, or access to protected data transmitted,
stored or otherwise processed.

Data centre Datové centrum

A data center is a facility used to house computer systems and associated
components, such as telecommunications and storage systems. It generally includes
redundant or backup power supplies, redundant data communications connections,
environmental controls (e.g., air conditioning, fire suppression) and various security
devices.
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;

Data concerning health Udaje o zdravotnim stavu

Personal data related to the physical or mental health of a natural person, including
the provision of health care services, which reveal information about his or her
health status.

Data corruption Poskozeni dat
Accidental or intentional corruption of data integrity.

Data diode Datova dioda

Data diode is a device to provide for automatic unidirectional communication in
critical systems. Data diode allows transfer of data from a system with lower security
to a system with higher security.

Data Encryption Standard (DES) DES

Data Encryption Standard is a symmetric block enciphering algorithm. It is a
publicly available standard with key length of 56 bits. See also 3DES for more.

Data Historian Historian

A centralized database with the support of data analysis using statistical procedures
to analyse processes.

Data integrity Integrita dat

Assurance that data were not changed. In the figurative sense denotes also the
validity, consistency and accuracy of data, e.g. databases or file systems. It tends to
be implemented by checksums, hash functions, self-correcting codes, redundancy,
journalling, etc. In cryptography and information security in general, integrity
means data validity.

Data protection Ochrana dat

Administrative, technological, procedural, staffing or physical measures
implemented in order to protect data against an unauthorised access or against
corruption of data integrity.

Data reconstruction Rekonstrukce dat
Method of data reconstruction by analysing the original sources.

Data restoration/ Data recovery Obnova dat

The act of re-creation, or reacquisition, of data lost, or whose integrity was
compromised. Methods include copying from an archive, restoration of data from
source data, or repeated establishment of data from alternative sources.
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Data security Bezpecénost dat

Computer security applied to data. Includes for example control of access, definition
of policies and processes and ensuring data integrity.

Data subject Subjekt udaji
A natural person to whom the personal data relates.

Data validation Validace dat

A process used to determine or verify whether data is accurate, complete, or meets
specified criteria. Data validation may include format checks, completeness checks,
key test validations, logical checks, and boundary checks.

Database Databaze

Set of data arranged by a notional structure, which describes properties of these
data and relations among corresponding entities, serves one or more application
areas.

Dataset Mnozina dat, sada dat
Collection of data.

DC Servo Driver Ovlada¢ DC Serva

A driver that works specifically for direct-current servo motors. It transmits
commands to the motor and receives feedback from the servo motor resolver or
encoder.

Decryption, deciphering Desifrovani, rozsifrovani
Reverse process to encryption.

Deep packet inspection (DPI) Podrobna inspekce paketi

A form of computer network packet filtering that examines the data part (and
possibly also the header) of a packet as it passes an inspection point, searching for
protocol non-compliance, viruses, spam, intrusions, or defined criteria to decide
whether the packet may pass or if it needs to be routed to a different destination, or,
for collecting statistical information.

Defacement Zkresleni webovych stranek

Breaking into the web server of an adversary and replacing its internet pages by the
content created by the attacker. Corruption is not hidden, quite the reverse, it aims
at medialization, and its psychological power rests on the one hand in creating a
feeling of threat and mistrust in own information systems of the infected party, on
the other hand in presenting the ideology or points of view of the attacker.
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Defence infrastructure Obranna infrastruktura

Set of objects, buildings, ground plots and equipment including necessary services,
production and non-production systems needed to ensure their operation, regardless
of the form of ownership and the way of utilisation; whose destruction, damage or
limitation of activity would, under situation of threat to the state or a state of war,
put in danger fulfilment of tasks: (1) of Armed Forces of the Czech Republic (CZE)
during the implementation of the Plan of defence of CZE as well as operational plans
including plans for mobilisation, (2) of experts during implementation of their
partial plans of defence and other elements of security system of CZE, (3) of allied
armed forces during the implementation of their operational plans, (4) of protection
of population.

Demilitarized zone (DMZ) Demilitarizovana zéna

A segregated network that serves as a "neutral zone" between two networks, most
commonly between an organization's internal network and the internet. The
demilitarized zone (DMZ) typically hosts services provided to external parties or the
entire internet. It is used to place servers and services that must be accessible from
the external network (e.g., web servers, email gateways, or VPN access points).
Thanks to this separation, a successful attacker gains access only to the DMZ, not
to the organization's internal network. To enhance security, the DMZ is protected by
firewalls, monitoring, and other security measures. These external (public) services
are usually the easiest target for internet-based attacks; however, a successful
attacker will only gain access to the DMZ, not directly to the organization's internal
network.

Denial of service (DoS) Odmitnuti sluzby

Denial of service is the technique of attack by many coordinated attackers on the
internet services or pages resulting in flooding by requests and breakdown or
unfunctionality or unavailability of the system for other users.

Dependency Zavislost

A relationship between components such that if a requirement based on the
depending component is included in a PP, ST or package, a requirement based on
the component that is depended upon must normally also be included in the PP, ST
or package

Diagnostic information Diagnosticka informace

Information concerning known failure modes and their characteristics. Such
information can be used in troubleshooting and failure analysis to help pinpoint the
cause of a failure and help define suitable corrective measures.
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Dialler Dialer

The harmful programme which connects the computer or smartphone of the user to
the Internet by a commuted line using a very expensive service provider (usually of
the attacker).

Dictionary attack Slovnikovy utok

Attack on a system that employs a search of a given list of passwords. This is a
relatively fast method, depending on the size of the dictionary and whether the victim
uses a password that may be detected using the dictionary.

Digest Otisk

Result of a hash operation.

Digital device Digitalni zafizeni
Electronic equipment used to process or store digital data.

Digital evidence Digitalni diikaz

Information or data, stored or transmitted in binary form which has been
determined, through the process of analysis, to be relevant to the investigation. Note:
This should not be confused with legal digital evidence or potential digital evidence.

Digital Operational Resilience Digitalni provozni odolnost

(1) The ability of a financial entity to build, secure, and review its operational
integrity and reliability by ensuring, either directly or indirectly through services
provided by third-party ICT service providers, all ICT-related capabilities
necessary to address network and information system security issues. These
capabilities contribute to the continuous provision of financial services and their
quality, including during disruptions.

(2) The ability of financial institutions to withstand and recover from cyberattacks.

Digital services provider Poskytovatel digitalnich sluzeb
Legal person that provides a digital service.

Digital signature Digitalni podpis

An electronic signature is inseparably linked cryptographically to the message so
that it makes it possible to verify the identity of the author and the message integrity
and thus protect the message against forgery by, say, the recipient. A digital
signature is often used by asymmetric cryptography (the signature is created using
a private key of the author and is verified by the public key of the author).
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Directory service Adresarova sluzba

A service to search and retrieve information from a catalogue of well-defined
objects, which may contain information about certificates, telephone numbers,
access conditions, addresses, etc.

Disaster recovery plan / Contingency plan  Plan obnovy / Havarijni plan

Plan for backup procedures, response to an unforeseen event and recovery after a
disaster.

Disclosure Odhaleni / Prozrazeni

In IT context it is usually used for the expression of the fact that data, information
or mechanisms were disclosed which should be hidden on the basis of policies and
technical measures.

Discrete Processing Diskrétni (nespojité) zpracovani

A type of processings where a specified quantity of material moves as an independent
unit (part of group of parts) among workplaces and each unit maintains its unique
identity.

Disruption NaruSeni

An incident, whether anticipated or a random unanticipated or an attack on ICT
infrastructure, which disrupts the normal course of operations at a specific location.
Distribuované vypocetni
prostiedi

A software system developed in the early 1990s by a consortium that included Apollo
Computer (later part of Hewlett-Packard), IBM, Digital Equipment Corporation,
and others. The DCE supplies a framework and toolkit for developing client/server
applications.

Distributed Control System (DCS) Distribuovany Fidici systém

A control system whose control units are placed in several locations and jointly
influence a specific process.

Distributed computing environment (DCE)

Distributed denial of service (DDoS) Distribuované odmitnuti sluzby

Distributed denial of service is the technique of attack by many coordinated
attackers on the internet services or pages resulting in flooding by requests or
breakdown or unfunctionality or unavailability of the system for other users.

Distributed manufacturing Distribuovana vyroba

A geographically separate plant that is accessible through the Internet to a specific
enterprise.
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Disturbance Ruseni

An undesired change in an input variable being applied to a system that tends to
adversely affect the value of a controlled variable.

Documented information Dokumentovana informace

Information required to be controlled and maintained by an organisation and the
medium on which it is contained.

Domain Doména

(1) Set of entities operating under a single security policy, e.g. public key certificates
created by a single authority or by a set of authorities using the same security policy.
(2) An environment or context that includes a set of system resources and a set of
system entities that have the right to access the resources as defined by a common
security policy, security model, or security architecture.

Domain name Doménové jméno

Name to identify a computer, equipment or service in the network (including the
Internet). Example of a domain name: www.kybercentrum.cz.

Domain name registry Registr doménovych jmen

A database of all domain names registered in a top-level domain or second-level
domain extension.

Domain name system (DNS) Systém doménovych jmen

Distributed hierarchical name system used on the Internet network. It translates
domain names into numerical IP addresses and back, contains information about
which machines provide the relevant service (e.g. accepts electronic mail or show
the content of web pages).

Domain name system security extensions Bezpe¢nostni rozsifeni systému
(DNSSEC) doménovych jmen

Set of specifications which enable the security of information provided to DNS by a
system in IP networks (Internet, for example). DNSSEC uses asymmetric encryption
(one key for encryption and the second one for decryption). The owner of the domain,
which uses DNSSEC generates both the private and the public key. Using its private
key it then electronically signs technical data about the domain, which are then input
into DNS. Using the public key, which is stored at an authority superior to the
domain, it is possible to verify the authenticity of the signature. Some large servers
use DNSSEC at present.

Domain name system server (DNS server)  DNS server / Jmenny server

Distributed hierarchical name system used in the Internet network. It translates the
names of domains to numerical IP addresses and back, contains information about
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which machines provide the relevant service (e.g. receive emails or show the content
of web applications) etc.

Doxingware Doxingware

A type of ransomware, which includes methods for collecting file contents and a
threat of disclosing these files together with a threat of mediatisation and disclosing
the name of the attacked person or organisation.

Easter egg Velikono¢ni vaji¢ko (Easter Egg)

Hidden and officially undocumented function or property of a computer programme,
DVD or CD. Mostly these are puns and jokes doing no harm, graphics symbols,
animations, subtitles with authors’ names and similar. This hidden function is not
activated in the usual way (menu, key, etc.) but by an unorthodox combination of the
usual user activities, pushing a mouse key on an unusual place, a special sequence
of keys, and so on. Often, eggs are hidden on the screen under "About" where these
can be displayed by tapping on various parts of this panel while holding the key ALT
and similar.

Odposlech / Nezadouci

Eavesdropping odposlech

Unauthorised catching of information.
Edge Al Edge Al

The use of artificial intelligence directly on edge devices instead of cloud
processing.

Effectiveness, usefulness Efektivnost, icelnost

Extent to which planned activities are realized and planned results achieved.
Efficiency Ukelnost

Relation between the achieved results and how well have the sources been used.

Electromagnetic analysis (EMA) Elektromagneticka analyza

Analysis of the electromagnetic field emanated from a cryptographic module as the
result of its logic circuit switching, for the purpose of extracting information
correlated to security function operation and subsequently the values of secret
parameters such as cryptographic keys.
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Electromagnetic compromising emanations Elektromagnetické

(EME) kompromitujici vyzafovani
Intelligence-bearing signal, which, if intercepted and analysed, potentially discloses
the information that is transmitted, received, handled, or otherwise processed by any
information-processing equipment.

Electromagnetic valve Elektromagneticky ventil

A valve actuated by an electromagnetic coil, typically with only two states: open and
closed.

Electronic archive Elektronicky archiv

Long-term repository of electronically stored information. Electronic archives can
be accessed online or offline. Backup systems (e.g. tape, virtual tape, etc.) are not
considered to be electronic archives, but rather data protection systems (i.e.
mechanisms for disaster recovery and business continuity).

Electronic attack Elektronicky utok

Use of electromagnetic energy for the purposes of an attack. Includes weapons with
directed energy, high-power microwave and electromagnetic pulses and RF
equipment.

Sluzba elektronickych
komunikaci

Service usually provided for a fee, which consists wholly or predominantly of signal
transmission over electronic communication networks, including telecommunication
services and transmission services in networks used for radio and television
broadcast and networks for cable television, excluding services which provide
content using the networks and services of electronic communications or have
editing supervision of the content transmitted over the networks and provided
services of electronic communications; it does not include services of the
information society which do not rest wholly or predominantly on the transmission
of signals over networks of electronic communications.

Electronic communication service

Electronic defence Elektronicka obrana

Use of electromagnetic energy to provide protection and to secure useful utilisation
of the electromagnetic spectrum (includes protection of forces, spaces, etc.).

Electronic evidence Elektronicky dilkaz

Information or data, stored or transmitted in binary form that may be relied on as
evidence.
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Electronic mail (email) Elektronicka posta

Text, voice or picture message sent using public network of electronic
communications, which can be stored in the network or enduser terminal until
collected by the user.

Electronic means Elektronické prostiedky

Primarily a network of electronic communications, electronic communication
equipment, terminals, automatic call and communication  systems,
telecommunication and electronic mail.

Electronic signature Elektronicky podpis

A signature made in an electronic form that has the same legal effect as a
handwritten signature, if legal conditions are met (e.g. eIDAS in EU, NIST-DSS in
the USA or ZertES in Switzerland). Unlike the Digital signature, which is based on
cryptography, the electronic signature is a legal concept.

Electronic storage medium Elektronické pamét’ové médium
A device, on which data files may be recorded and transferred among computers.

Electronic warfare Elektronicky boj

Military activity using electromagnetic energy in support of offensive and defensive
actions in order to achieve offensive and defensive supremacy. This means engaging
in fighting in the environment using electromagnetic radiation. It is a separate
discipline but as one of the elements, it supports cyber security within NNEC.

Electronically Stored Information (ESI) Elektronicky uloZena informace

Data or information of any kind and from any source, whose temporal existence
is evidenced by being stored in, or on, any electronic medium. ESI includes
traditional e-mail, memos, letters, spreadsheets, databases, office documents,
presentations, and other electronic formats commonly found on a computer. ESI also
includes operating systems, applications, and file-associated metadata (such as
timestamps, revision history, file type, etc.).

Element of the critical infrastructure Prvek Kkritické infrastruktury

Building, equipment, device or public infrastructure, in particular, determined using
the cross-criteria and sector criteria; if the element in the critical infrastructure is a
part of the critical European infrastructure, it is considered to be an element of the
critical European infrastructure.

Elliptic curve Elipticka krivka

A mathematical structure (a set of elements and numerical operations on elements)
used in asymmetric cryptography.
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Emulation Emulace

Use of a data processing system to emulate another data processing system;
emulating system receives the same data, runs the same programmes and exhibits
the same results as the emulated system.

Encrypted key Zasifrovany kli¢

A cryptographic key that was encrypted using an approved security function with a
key encryption key.

Encrypted text, Ciphertext Zagifrovany text, Sifrovany text
Plain text, which was transformed to hide its information content.

Encryption algorithm Sifrovaci algoritmus

Process which transforms plaintext into ciphertext.

Encryption system Sifrovaci systém

Cryptographic technique used to protect the confidentiality of data, and which
consists of three component processes: an encryption algorithm, a decryption
algorithm, and a method for generating keys.

Encryption, Ciphering Sifrovani

(1) Cryptographic transformation of data (called “plaintext”) into a form (called
“ciphertext”) that conceals the data’s original meaning to prevent it from being
leaked or used. If the transformation is reversible, the corresponding reversal
process is called decryption and restores the encrypted data to plaintext.

(2) The process of converting information into a format readable only by authorized
individuals.

Endpoint device Koncové zafizeni

Network connected ICT hardware device like desktop computers, laptops, smart
phones, tablets, thin clients, printers or other specialized hardware including smart
meters and 10T devices.

Energy-independent storage Energeticky nezavislé uloZisté

Storage that retains its contents even after power is removed.

Enterprise Resource Planning
System

A system that integrates enterprise-wide information including human resources,
financials, manufacturing and logistics as well as connects the organisation to its
customers and suppliers.

(ERP) Podnikovy informa¢ni systém
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Entity Entita

A specific person, group, device or process.

Autentizace / Ovéreni totoznosti

Entity / identity Authentication entity / identity

A verification that an entity is the one claimed.

Entrapment Lécka

Intentional placement of obvious defects into a data processing system in order to
detect penetration attempts, or to deceive an adversary who should use the defect.

Essential service Zakladni sluzba

A service which is crucial for the maintenance of vital societal functions, economic
activities, public health and safety, or the environment.

Establishing the context Stanoveni kontextu

Establishing the limits of external and internal parameters to be taken into account
during risk management and setting of the risk validity ranges and risk criteria for
the risk management policy.

EU Directive Smérnice EU

A Union legislative act that sets out a goal that EU countries must achieve. However,
it is up to the individual countries to devise their own laws on how to reach these
goals.

Evropska kriticka
infrastruktura

Critical infrastructure in the territory of the Czech Republic whose infringement
would result in a serious impact also on another member of the European Union.
European union agency for cybersecurity Agentura Evropské unie pro
(ENISA) kybernetickou bezpecnost
Agency founded in 2004 by the European Union as a cooperative centre in the area
of network and information security. Its role is to create an information platform for
the exchange of information, knowledge and "best practices" and thus help EU, its
member states, the private sector and the public in the prevention and solutions of
security problems.

ENISA changed its statute by regulation of the European Parliament (EU) 2019/881
of the European Parliament and of the EU Council of 17 April 2019 (Cybersecurity
Act) on ENISA (the European Union Agency for Cybersecurity) and on information
and communications technology cybersecurity certification and repealing
Regulation (EU) No 526/2013.

European critical infrastructure
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Event Udalost
Occurrence or change of a particular set of circumstances.

Evidence Dikaz

Information which is used, either by itself or in conjunction with other information,
to establish proof about an event or action. Note: Evidence does not necessarily
prove the truth or existence of something, but can contribute to the establishment of
such a proof.

Evidence preservation facility Zavizeni pro uchovani dukazu

Secure environment or a location where acquired evidence is stored. An evidence
preservation facility should not be exposed to magnetic fields, dust, vibration,
moisture or any other environmental elements (such as extreme temperature or air
humidity) that may damage the potential digital evidence within the facility.

Executive management Vykonné vedeni

A person or group of people who have delegated responsibility from the governing
body for the implementation of strategies and policies to accomplish the purpose of
the organisation. Executive management is sometimes called top management and
can include Chief Executive Officer, Chief Financial Officer, Chief Information
Officer, and similar roles.

Exercise, skill training Cviceni, procvi¢ovani

Process of training to assess, verify and improve performance.

Exploit Zneuziti

Defined way to breach the security of information systems through vulnerability.

Exposure Vystaveni hrozbam

The possibility that a concrete attack would use a specific vulnerability of a data
processing system.

External context Vnéjsi kontext
The external environment in which an organisation seeks to achieve its objectives.

Extranet Extranet

Extension of an organisation's Intranet, especially over the public network
infrastructure, enabling resource sharing between the organisation and other
organisations and individuals that it deals with by providing limited access to its
Intranet.
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Failover Failover

Automatic switching to a backup system or process in the event of a failure of the
previous system or process to achieve minimal downtime and enhance reliability.

Failure access Chybny piistup

Unauthorised and usually unintentional access to data in a data processing system,
which is the result of hardware or software failure.

False negative Fale$né ticho, chybné zamitnuti
System (e.g. IDPS) reports no alert when there is an attack.
False positive Falesny poplach, chybné prijeti
System (e.g. IDPS) reports an alert when there is no attack.

Fault Tolerant System Systém odolny vii¢i selhani

A system with the built-in mechanisms to provide the correct execution of its function
even in the presence of a hardware or software fault.

Federated identity Federovana identita
Identity for use in multiple domains, and which contains more identities.

Federated learning Federované uceni

A machine learning technique where models are trained on devices (e.g.,
smartphones) and data is never sent to a central server, thereby protecting privacy
and security.

Field Device Provozni zarizeni

Equipment that is connected to the field side on an ICS. Types of field devices include
RTUs, PLCs, actuators, sensors, HMIs, and associated communications.

Fieldbus Provozni datova sbérnice

A digital, serial, multi-drop, a two-way data bus or communication path or link
between low-level industrial field equipment such as sensors, transducers, actuators,
local controllers, and even control room devices. Use of fieldbus technologies
eliminates the need for point-to-point wiring between the controller and each device.
A protocol is used to define messages over the fieldbus network with each message
identifying a particular sensor on the network.
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File Soubor

General named set of data. It can be a document, multimedia data, database
or practically any other content, which the user or software may find useful to have
permanently available under a concrete name.

File protection Ochrana souboru

Implementation of suitable administrative, technological or physical means for the
protection against unauthorised access, modification or erasure of a file.

File system Souborovy systém

Method of organisation and storage of data in the form of files so that access to them
would be easy. File systems are stored on a suitable type of electronic memory,
which can be located directly in the computer (hard disc) or can be made accessible
using a computer network.

File transfer protocol (FTP) File transfer protocol (FTP)
An Internet standard (RFC 959) for transferring files between a client and a server.

Firewall Firewall

(1) A security barrier placed between two network environments through which all
traffic must pass from one network to the other and vice versa. Only authorized
traffic, in accordance with the local security policy, is allowed. A firewall can be
either software-based, hardware-based, or a combination of both.

(2) A security device or software that monitors and filters network traffic between
trusted and untrusted networks. A firewall is a security system that examines and
restricts network traffic based on predefined or dynamic rules and policies.

Firmware Firmware
Programme controlling hardware.

Flaw / loophole Vada / skulina

Operational dysfunction, omission, or oversight making it possible to bypass
protective mechanisms or put them out of action.

Flooding Zaplaveni, zahlceni

Accidental or intentional insertion of a large volume of data resulting in a service
denial.

298



Vykladovy slovnik kybernetické bezpe¢nosti

Flow chart Vyvojovy digram

A graphic programming language based on flowcharts whose functionality they
represent. It is part of IEC 61113-3.

Forensic analysis / investigation Forenzni analyza / vySetiovani

It is a specialized scientific discipline used in the field of cybersecurity that deals
with the identification, collection, analysis, and presentation of digital evidence with
the aim of investigating cyber incidents and crimes, especially in the area of
cybercrime. This investigative procedure over digital data is therefore used to obtain
evidence of user (attacker) activities in the field of information and communication
technologies. In law enforcement, this discipline belongs to the Department of
Criminalistics and Technical Expertise (OKTE).

Forum for incident response and security FIRST

teams (FIRST)

Worldwide organisation uniting about 200 workplaces of the CSIRT/CERT type.

Freeware Freeware

Proprietary software usually distributed free (or for a symbolic reward). We speak
sometimes about a kind of software licence. Conditions for the free use and
distribution are defined in the licence agreement. The author of the freeware usually
retains the copyright.

Function Block Function block (Funkéni bloky)

Graphic programming language. Programming is done by combining functional
blocks. This representation is part of IEC 61113-3.

Gateway Brana
Device that converts a specific protocol to another protocol.

Generative Artificial Intelligence Uméla generativni inteligence

Generative artificial intelligence is a type of Al that can create new information,
content, or objects based on existing data. This type of Al is used for generating
texts, images, music, videos, or other creative products. Generative models, such as
Generative Adversarial Networks (GANSs) or transformer models, learn patterns
from training data and then generate new, original outputs.

Generic TLD Generické TLD
See TLD
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Generic traffic flood Obecné zahlceni
Form of a DDoS attack.

GNU /GPL GNU / GPL

General public licence GNU - licence for free software requesting that related
creations be available under the same licence.

GNU privacy guard (GPG) GPG
Free version of PGP. See PGP.

Governance of information security Sprava informaéni bezpe¢nosti

The system by which an organisation’s information security activities are directed
and controlled.

Governing body Organ spravy a fizeni

Person or group of people who are accountable for the performance and
conformance of the organisation.

Grey hat Grey hat

An individual who falls between the ethics of a White hat and a Black hat hacker.
Such a person may exploit a security vulnerability in a system or product to publicly
highlight its weakness, often acting without the permission of the system owner.
While the motivation may be positive (e.g., to improve security), the disclosure of
sensitive information can lead to unintended misuse by Black hat hackers, who may
exploit the identified vulnerabilities for criminal activities.

Guideline Smérnice

A (binding) recommendation describing what is expected to be done in order to
achieve a specific objective.

Hack / Hacking Hack / Hacking
(1) Intentionally accessing a computer system without the authorisation of the user
or the owner.

(2) A fitting, unusual, witty, or fast solution of an issue using a programme or a
computer system in a way that its designer did not intend.

Hacker Hacker

Person:

(1) who engages in the study and analysis of details of programmable systems most
often for an intellectual inquisitiveness and keeps on improving this ability (White
hat);
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(2) who enjoys programming and who programs well and fast;
(3) who is an expert for a certain operating system or a programme, e.g. UNIX. The
idea of Hacker is often improperly used for persons who abuse their knowledge
during breaking into an information system and thus break the law. See Cracker.

Hackers for hire (H4H) Hackers for hire

Acronym for hackers who offer their services to other criminal, terrorist or extremist
groups (hired hackers).

Hactivism Hactivismus
Hacking for a politically or socially motivated purpose.

Hardened operating system Zodolnény operacni systém

An operating system that is intentionally configured or designed to minimise the
potential for compromise or attack. This may be a general OS, such as Linux or a
bespoke solution.

Hardening Zodolnéni, hardening

A process of securing a system by reducing its number of usable vulnerabilities.
Hardening typically includes the removal of software, user accounts and services
that are not essentially necessary.

Hardware Technické prostiedky (vybaveni)

Physical components of a system (equipment) or their parts (e.g. a computer, printer,
peripheral devices).

Hardware (Physical) random number Fyzikalni generator nahodnych
generator Cisel

A hardware device using the randomness of a physical phenomenon (for example,
unpredictability in the behaviour of atomic and subatomic processes, randomness of
radioactive material decay or more often the randomness of the white noise of a
noise diode) to generate a random sequence of numbers. Such a generator is usually
denoted as ,, true random number generator (TRNG).

Hardwarovy bezpecnostni
modul

Hardware implementation of a secure crypto-processor using a certificate and a
private key to provide secure authentication.

Hardware security module (HSM)

Hash function HaSovaci funkce

A one-way mathematical transformation of input data (text) into a file (digest, hash).
It is computationally practically unrealistic to get the original data back from the
hash return. This function is used in applications of data security (eg. authentication,
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digital signature, integrity check). Security infringement of a hash function is
denoted a collision.

Autentiza¢ni kod zpravy
Hash message authentication code (HMAC) zaloZeny na haSovaci funkci
(HMAC)

Authentication code of a message based on a hash function (see Hash function).

Help desk Horka linka

Online (as a rule, telephone) service offered by an automated information system
and through which users can get help for using shared or specialised services of the
system.

Hoax Poplasna zprava

It tries to create an impression of trustworthiness by its content. It informs, for
example, about the spread of viruses or it inveighs against the social feeling of the
addressee. It may contain harmful code or a link to internet pages with harmful
content.

Honeypot Honeypot

Generic term for a decoy system used to lure the attacker to spend time on
information that appears to be very valuable, but actually is fabricated and would
not be of interest to a legitimate user.

Host Host
A system or computer in a TCP/IP-based network with an assigned network address.

Human-machine interface (HMI) Rozhrani ¢lovék-stroj

Software and hardware that allow human operators to monitor the state of a process
under control, modify control settings to change the control objective, and manually
override automatic control operations in the event of an emergency. It also allows a
control engineer or operator to configure set points or control algorithms and
parameters in the controller. The HMI displays process status information,
historical information, reports and other information to operators, administrators,
managers, business partners, and other authorised users. The location, platform,
and interface may vary a great deal. For example, an HMI could be a dedicated
platform in the control centre, a laptop on a WLAN or a browser on any system
connected to the Internet.

Hypertext transfer protocol (HTTP) Hypertext transfer protocol

An application protocol for distributed, collaborative, hypermedia information
systems. HTTP is the foundation of data communication for the World Wide Web.
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Hypertext transfer  protocol
secure

A widely used communications protocol for secure communication over a computer
network, with especially wide deployment on the Internet. Technically, it is not a
protocol in and of itself; rather, it is the result of simply layering the Hypertext
Transfer Protocol (HTTP) on top of the SSL/TLS protocol, thus adding the security
capabilities of SSL/TLS to standard HTTP communications.

Hypertext transfer protocol secure (HTTPS)

Hypervisor Hypervisor
Computer software that creates and runs one or more virtual machines.

ICMP flood ICMP zaplava

An attack using the ICMP protocol. Most often used are ICMP echo (Ping) packets,
which serve to establish if the remote (target) equipment is available. Sending out a
large number of these ICMP messages (or large ICMP echo packets) may result in
clogging the remote system and its slowdown or total unavailability. This is a simply
executed attack of the DDoS type.

ICT Disaster Recovery Obnova po havarii ICT

The ability of the ICT elements of an organisation to support its critical business
functions to an acceptable level within a predetermined period following a
disruption.

ICT disaster recovery plan (ICT DRP) Plan obnovy po havarii ICT

Clearly defined and documented plan which recovers ICT capabilities when a
disruption occurs. Note: It is called ICT continuity plan in some organizations.
ICT readiness for business continuity Pfipravenost ICT na zajisténi
(IRBC) kontinuity provozu

Capability of an organisation to safeguard its business operations by detection and
response to disruption and recovery of ICT services.

Identifiability Identifikovatelnost

Condition which results in a personally identifiable information principal being
identified, directly or indirectly, on the basis of a given set of personally identifiable
information.

Identification Identifikace

A process when a certain entity in a given domain is differentiated from the other
entities. Submitted or visible attributes of the entity are verified during the
identification. Usually, the identification is part of information exchange among the
entity, domain services and used resources. ldentification may be made repeatedly
even though the entity is known in the network.
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Identifier / 1D Identifikator / ID

Identity information that unambiguously distinguishes one entity from another one
in a given domain.

ldentity Identita
Set of properties, which uniquely define a definite object —a thing, person, and event.

Identity assurance Zaruka totoznosti

Level of assurance in the result of identification. Identity assurance expresses the
level of confidence in provenance, integrity and applicability of identity information
including confidence in identity information maintenance.

Identity management (IdM) Rizeni identit

Processes and policies involved in managing the lifecycle and value, type and
optional metadata of attributes in identities known in a particular domain. Note: In
general identity management is involved in interactions between parties where
identity information is processed. Processes and policies in identity management
support the functions of an identity information authority where applicable, in
particular to handle the interaction between an entity for which an identity is
managed and the identity information authority.

Identity Management System (IdMS) Systém Fizeni identit

System controlling entity identity information throughout the information lifecycle
in one domain.

Identity proofing / Initial
authentication

A form of authentication based on producing an identity card that is the condition
for access rights.

entity Prokazani totoZnosti

Identity register / IMS register Registr identit

Repository of identities for different entities.

Kradez totoznosti / Kkradez

Identity theft identity

Result of a successful false claim of identity.
Identity token Identifika¢ni pFfedmét
Token used to find out and verify (authenticate) the identity.
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Identity validation Validace identity

Execution of tests enabling a system to recognise and validate entities on the basis
of data processing.

Imaging PoFizeni bitového obrazu

Process of creating a bitwise copy of an electronic storage medium.

Impact Dopad

(1) Adverse change in the attained degree of objectives.
(2) Consequences of a certain act or event.

Important information system Vyznamny informaéni system

Complex of information systems according to the law on cyber security, managed by
the public administration bodies, which themselves are not a part of the critical
infrastructure, and where any infringement of information security would limit or
seriously endanger the function of a public administration body.

Important network Vyznamna sit’

A network of electronic communications as defined by the law on cyber security and
enabling direct link into foreign communication networks or enabling direct
connection to critical information infrastructure.

Incident Incident

(1) An event compromising the availability, authenticity, integrity or confidentiality
of stored, transmitted or processed data or of the services offered by, or accessible
via, network and information systems (NIS2 Directive).

(2) An unplanned interruption to a service, a reduction in the quality of a service or
an event that has not yet impacted the service to the customer.

(3) An event which has the potential to significantly disrupt, or that disrupts, the
provision of an essential service, including when it affects the national systems that
safeguard the rule of law.

Incident handling ReSeni incidenti

Actions of detecting, reporting, assessing, responding to, dealing with, and learning
from information security incidents.

Incident response Reakce na incidenty

(1) Actions taken to protect and restore the normal operational conditions of
information systems and the information stored in it when an attack or intrusion
occurs.

(2) The process of managing and resolving cyber incidents to minimize their impact.
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Incident response team (IRT) Tym reakce na incidenty

A team of appropriately skilled, able and trusted members of the organisation that
handles incidents during their lifecycle. CERT (Computer Emergency Response
Team) and CSIRT (Computer Security Incident Response Team) are commonly used
terms for IRT.

Incinerate Spalovani
Destruct by burning media completely to ashes.

Industrial computer (IPC) Priamyslovy podita¢

A computer, the cover and inner construction of which are made in the industrial
modification. Industrial modification means a mechanically modified structure for
its resistance to dust, water, and mechanical damage. The goal is to increase the life
of components that are particularly sensitive to dust, humidity or vibrations and
other mechanical stress. Often, the touch screen is a part of the cover.

Industrial Control System (ICS) Priamyslovy Fidici systém

A control system, including supervisory control and data acquisition (SCADA)
systems, distributed control systems (DCS), and other control system configurations
such as Programmable Logic Controllers (PLC) often found in the industrial sectors
and critical infrastructures. An ICS consists of combinations of control components
(e.g., electrical, mechanical, hydraulic, pneumatic) that act together to achieve an
industrial objective (e.g., manufacturing, transportation of matter or energy).

Information Informace

Any sign expression, which makes sense for the communicator and receiver.

Informacni (kyberneticka)
spolecnost

A society capable of utilising, and indeed utilising, information and communication
technologies. The basis is an incessant exchange of knowledge and information and
handling them under the assumption of understanding these. This society considers
creation, distribution and manipulation of information as the most significant
economic and cultural activity.

Information and communication technology Informaéni a  komunikaéni
(ICT) technologie

Any technology dealing with processing and transfer of information, in particular
computing and communication technology and software.

Information (cyber) society
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Information and Cyber Security Architektura informac¢ni a
Architecture kybernetické bezpecnosti

An integral part of the organization's information infrastructure that describes the
structure and behaviour of the organization's information and cybersecurity
processes, information and cybersecurity management systems, personnel and
organizational units, and demonstrates their alignment with the organization's
mission and strategic plans.

Information asset Informaéni aktivam
Knowledge and information of value (importance) to an organisation.

Information assurance Zajisténi informaci

Set of measures to achieve the required level of confidence in the protection of
communication, information and other electronic as well non-electronic systems and
information stored, processed or transferred in these systems with regard to
confidentiality, integrity, availability, undeniability and authenticity.

Information Criminality Informacni kriminalita

Criminal activity (also ,, Cyber Crime ) with a determined relation to software, data,
more precisely to stored information, more precisely all activities resulting in
unauthorised reading, handling, erasing, abusing, changing or other data
interpreting.

Information need Informaéni potieba
Insight necessary to manage objectives, goals, risks and problems.

Information operation (10) Informacni operace

Planned, goal-oriented and coordinated activity done in support of political and
military objectives of operation, to influence the decision-making process of a
possible adversary and its allies by affecting its information, information processes
and communication infrastructure and at the same using information and protection
for own information and communication infrastructure. 10 is exclusively a military
activity, which has to coordinate military information activities with the objective of
influencing the thinking (will), understanding and capabilities of the adversary or
potential adversary. All information activities should be conducted in line with the
objectives of the military operation and to support them at the same time.
Vybaveni pro zpracovani
informaci

Any information processing system, service or infrastructure, or the location where
they reside.

Information processing facilities
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Information security (INFOSEC) Informaéni bezpeénost

(1) Preservation (protection) of confidentiality, integrity and availability of
information.

(2) Implementation of general security measures and procedures for:
(a) protection of information against loss or compromise (loss of confidentiality,
integrity and reliability), or as the case may be for their detection and adoption of
remedial actions.
(b) continuation of information availability and the ability to work with them within
the scope of functional rights. Measures INFOSEC cover security of computers,
transmission, emissions and encryption security and exposing threats to facts and
systems and prevention thereof.

Information Security Audit (ISMS Audit) Audit informa¢ni bezpec¢nosti

Systematic and independent examination of an organization's information security
management system (ISMS) to determine whether it complies with established
policies, procedures, and controls. The purpose of the audit is to assess the
effectiveness and efficiency of the ISMS, identify areas for improvement, and ensure
that information security risks are being appropriately managed. Audits are typically
conducted at regular intervals or in response to specific concerns or changes within
the organization. They help verify that information security measures are being
followed and that the system is functioning as intended to protect the confidentiality,
integrity, and availability of information.

Information security breach Naruseni informacni bezpecnosti

Compromise of security that leads to the undesired destruction, loss, alteration,
disclosure of, or access to, protected information transmitted, stored or otherwise
processed.

Kontinuita informacni

Information security continuity bezpetnosti

Processes and procedures for ensuring continued information security operations.

Information security event Udalost infomacni bezpecnosti

Identified occurrence of a system, service or network state indicating a possible
breach of information security policy or a failure of controls, or a previously
unknown situation that may be security relevant.

Rizeni incidentii informaéni
bezpecnosti

Processes for detecting, reporting, assessing, responding to, dealing with and
learning from security incidents.

Information security incident management
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Vysetiovani incidentu
informacni bezpecnosti
Acquisition, examinations, analysis and interpretation of traces and proofs to aid
understanding the nature of an information security incident.

Information security investigation

Information security management (ISM) Rizeni informaéni bezpeénosti

Managing the preservation of confidentiality, integrity and availability of
information.

Information security management system Systém Fizeni informacni
(ISMS) bezpecnosti (ISMS)

Part of the management system, based on the attitude towards security risks,
definition, implementation, operation, monitoring, re-analysing, administration and
improvement of information security.

Information security management system Odbornik na systém Fizeni
(ISMS) professional informaé¢ni bezpec¢nosti (ISMS)
Person who establishes, implements, maintains and continuously improves one or
more information security management system processes.

Plan/program informacni
bezpecnosti

A formal document that provides an overview of the security requirements for an
organisation-wide information security programme and describes the programme
management controls and common controls in place or planned for meeting those
requirements.

Information Security Programme / Plan

Information security risk Riziko informacni bezpec¢nosti

(1) Effect of uncertainty on information security objectives.
(2) Aggregate of possibilities that a threat would utilise the vulnerability of an asset
or group of assets and thus cause damage to an organisation.

Information security threat Bezpec¢nostni hrozba
See Threat.
Information society service Sluzba informacéni spole¢nosti

Any service normally provided for remuneration, at a distance, by electronic means
and at the individual request of a recipient of services. For this definition:
(a) ‘at a distance’ means that the service is provided without the parties being
simultaneously present;

(b) ‘by electronic means’ means that the service is sent initially and received at its
destination using electronic equipment for the processing (including digital
compression) and storage of data, and entirely transmitted, conveyed and received
by wire, by radio, by optical means or by other electromagnetic means;
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(c) ‘at the individual request of a recipient of services’ means that the service is
provided through the transmission of data on individual request.

Information system Informacéni systém

A functional unit enabling goal-oriented and systematic acquisition, processing,
storage and access to information and data. Includes data and information sources,
media, hardware, software and utilities, technologies and procedures, related
standards and personnel.

Bezpecnostni politika
informacniho systému

General purpose of management and direction in the control of information system
security with the definition of criteria to assess risks.

Information system security policy

Information warfare measures Prosti‘edky informacni valky

Integrated use of all military capabilities including information security, deception,
psychological operations, electronic warfare, and destruction. All forms of
reconnaissance, communication and information systems contribute to it. The
objective of information warfare is to put obstacles in the flow of information,
influence and decrease efficiency or liquidate the system of command and control of
the adversary, and at the same time to protect own systems of command and control
from similar actions of an adversary.

Informatisation of society Informatizace spole¢nosti

Process of promoting new literacy in a society focused on adopting new methods of
work with computers, information and information technology.

Infoware Infoware

Application for the automatic support of classical battle events, more precisely a set
of activities serving to protect, mine out, damage, suppress or destroy information
or information sources, with the objective of achieving a significant advantage in a
battle or victory over a concrete adversary. The notion of Infoware must not be
mistaken with the notion Infowar that is information war.

Infrastructure as a Service (laaS) Infrastruktura jako sluzba

The capability provided to the consumer is to provision processing, storage,
networks, and other fundamental computing resources where the consumer is able
to deploy and run arbitrary software, including operating systems and applications.
The consumer does not manage or control the underlying cloud infrastructure but
has control over operating systems, storage, and deployed applications; and
possibly limited control of select networking components (e.g., host firewalls).
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Initialisation vector Inicializaéni vektor

Initialisation vector puts the appropriate algorithm always into a different (random)
initial state, and thus even with the same secret key generates in each case a different
output sequence. It is a uniquely generated data stream, in case of stream cyphers it
is a vector, and with block cyphers, it is the ,,zero block“. Initialising vector tends
to be transferred openly and allows the same initial setting of cypher devices.

Input/Output (1/0) Vstup / vystup (I/0)

Equipment that is used to communicate with a computer as well as the data involved
in the communications.

Input/output (1/O) server Vstupné-vystupni (I/0) server

A control component responsible for collecting, buffering and providing access to
process information from control subcomponents such as PLCs, RTUs and IEDs.
An 1/0O server can reside on the control server or a separate computer. 1/0O servers
are often used for interfacing third-party control components, such as an HMI or a
control server.

Insider Insider

Dangerous user (employee, intern) who abuses a legal access to the communication
and information system of an organisation, in particular in order to perform
unauthorised pilferage of sensitive data and information.

Integrity Integrita
The property of accuracy and completeness. See also Data integrity.

Intelligent electronic device (IED) Inteligentni electronické zaFizeni

A “smart” sensor containing the intelligence required to acquire data, communicate
to other devices, and perform local processing and control. It could combine an
analogue input sensor, analogue output, low-level control capabilities, a
communication system, and programme memory in one device. The use of IEDs in
SCADA systems for automatic control at the local level.

Interested party Zainteresovana strana

Person or organisation that can influence, be influenced by, or influenced by a
decision or activity.

Interface Rozhrani

(1) Location and mode of interconnecting systems or their parts.
(2) Means of interaction with a component or module.
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Internal context Vnitini kontext
the internal environment in which an organisation seeks to achieve its objectives.

Internal group VnitFni, interni skupina

Part of an organisation of a service provider, which has concluded a documented
contract with the service provider about its share in the design, handover, delivery
and improvement of a service or services.

Internet Internet

A global system of interconnected computer networks which use the standard
internet protocol (TCP/IP). Internet serves billions of users around the world. It is
a network of networks consisting of millions of private, public, academic,
commercial and government networks, with a local to global outreach, that are all
interconnected by a wide range of electronic, wireless and optical network
technologies.

Internet  assigned numbers authority U¥ad pro piidélovani &isel na
(IANA) Internetu

Authority overseeing IP address assignment, administration of DNS zones
(assignment of TLD domains and the creation of generic domains) and the
administration and development of internet protocols. At present, IANA is one of
the departments of the ICANN organization.

Internet control message
protocol

This is a service protocol, which is part of the IP protocol. Its main mission is to
report error messages regarding the availability of services, computers or routers.
For these purposes, ping or tracer out instruments are used, for example.

. . Internetova  spolenost pro
Internet corporation for assigned namesand ..., . «
pridélovani jmen a Cisel na

numbers (ICANN) internetu

The non-profit organisation responsible for the administration of domain names
assignment as well IP addresses, for the maintenance of operational stability of
internet, support of economic competition, achievement of a broad representation of
the global internet community, and which develops its mission by bottom-to-top
management and consensual processes.

Internet control message protocol (ICMP)

Internet crime Internetova kriminalita

Criminal activity where services or applications in the Internet are used for or are
the target of a crime, or where the Internet is the source, tool, target, or place of a
crime.
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Internet gateway Internetova brana
Entry point to access the internet.

Internet of things (IoT) Internet véci

A network of physical objects (“things”) embedded with sensors, software, and
other technologies for the purpose of connecting and exchanging data with other
devices and systems over the internet.

Internet protocol (1P) Internet Protocol

Protocol by which all equipment in the Internet mutually communicate. Today, the
most used is the fourth revision (IPv4); however, step by step there will be
a transition to a newer version (IPv6).

Internet relay chat (IRC) IRC

A form of live (real-time) communication of text messages (chat) or synchronous
conferences. These are systems intended primarily for group communications in
discussion forums, so-called channels, but it also enables one-to-one communication
via a private message, as well as a chat and data transfer using direct client-to-
client. Today, it is not used so much; it has been replaced by newer instruments such
as Skype, 1CQ or Jabber.

Internet security Bezpecnost internetu

Protection of confidentiality, integrity and availability of information in the Internet
network.

Internet service provider (ISP) Poskytovatel sluzeb internetu

The organisation that provides Internet services to users and enables its customers
access to the Internet.

Internet services Internetové sluzby

Services provided to a user to enable access to the Internet via an assigned IP
address, which typically include authentication, authorisation and domain name
services.

Interoperability Interoperabilita

Capability to act jointly in fulfilling set objectives, or the capability of systems, units
or organisations to provide services to other systems, units or organisations and
accept these from them and thus use shared services for an effective common activity.
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Intranet Intranet

, Private” (internal) computer network using the classical Internet technology
making it possible for employees of an organisation to communicate effectively and
share information.

Intrusion Prunik

Unauthorised, illegal access to a network or a network-connected system, i.e.,
deliberate or accidental unauthorised access to an information system, or
unauthorised use of resources within an information system.

Intrusion detection Detekce priniku

The formalised process of detecting intrusions, generally characterised by gathering
knowledge about abnormal usage patterns using HW and SW means, including the
recognition which vulnerability was used, how and when it happened.

Intrusion Detection and Prevention Systems Systémy detekce a prevence
(IDPS) priniku

Software that automates the process of monitoring events occurring in a computer
system or network, analyses them for signs of potential incidents, and attempts to
stop the detection of possible incidents.

Intrusion detection system (IDS) Systém detekce priniku

A technical system that is used to identify that an intrusion has been attempted,
is occurring, or has occurred and possibly responds to intrusions in information
systems and networks.

Intrusion prevention Prevence pruniku
Formal process of actively responding to prevent intrusions.

Intrusion prevention system (IPS) Systém prevence priniku

A variant on intrusion detection systems that are specifically designed to provide an
active response capability.

Investigative lead Vedouci tymu vySetiovateld
All individuals directly involved in conducting the investigation of a given incident.

Investigative team Tym vySetfovateli
All persons directly involved in the conduct of the investigation.
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IP address IP adresa

Number, which uniquely identifies a network interface, which uses IP (internet
protocol) and serves for the differentiation of interfaces connected in the computer
network. At present, the most widespread version IPv4 uses a number of 32 bits
written in decimal in groups of eight bits (e.g. 123.234.111.222).

IP Masquerade Maskovani IP

A mechanism of hiding, or pretending, another IP address, and thus posing as
another identity.

IP masquerading IP maskovani

The mechanism, which allows connecting to the Internet a large number of devices
for which no so-called public IP addresses are available. These devices are assigned
so-called private IP addresses, and access to the Internet is implemented through
the mechanism of address translation (NAT, Network Address Translation).

IP spoofing PodvrZeni IP adresy

Spoofing of the source IP address on a device (a computer) which triggers
connection (with a recipient) in order to hide the real sender. This technique is used
particularly in attacks of DoS type.

IPSec IPSec

A security-based extension of the IP protocol predicated on authentication and
encryption of each IP datagram. It is secured at the network layer. IPSec is defined
in a number of RFCs issued by IETF, the fundamental ones are 2401 and 2411.

ISMS project Projekt ISMS
Structured activities undertaken by an organisation to implement an ISMS.

IT network IT sit’

Geographically distributed system formed by interconnected IT systems for
information exchange and containing different components of the interconnected
systems and their interfaces with data communication networks, which complement
them.

IT security policy Bezpeénostni politika IT

Rules, directives and practices deciding how are assets including sensitive
information administered, protected and distributed inside the organisation and its
ICT systems.

315



Cyber Security Glossary

IT system IT systém

Set of devices, methods, data, metadata, procedures and sometimes persons that are
arranged to fulfil some functions during information processing.

Kerberos Kerberos

Kerberos is a computer network authentication protocol which works by ,, tickets *
to allow nodes communicating over a non-secure network to prove their identity to
one another in a secure manner. Its designers aimed it primarily at a client-server
model, and it provides mutual authentication—both the user and the server verify
each other's identity. Kerberos protocol messages are protected against
eavesdropping and replay attacks.

Key Klié

Sequence of symbols that controls the operations of a cryptographic transformation
(e.g. encryption, decryption, cryptographic check function computation, signature
calculation, or signature verification).

Key authentication Ovéfeni totoznosti klice

(1) A process to verify the identity (authentication) of a user, the user not necessarily
being human. A user is considered authenticated if the ownership of a key is justified.
(2) Process of verification that the public key truly belongs to that person.

Key destruction Niceni kli¢h

A service for the secure destruction of keys that are no longer needed.

Key distribution centre (KDC) Stiredisko distribuce Kkli¢u
An entity entrusted to generate or acquire and distribute keys to other entities.
Key encryption key (KEK) KIi¢ pro Sifrovani klic¢a
Cryptographic key that is used for the encryption or decryption of other keys.

Key exchange Vymeéna klich

Procedure to establish a common cryptographic key. The method uses asymmetric
cryptography. This method allows establishing a symmetric enciphering key among
the communicating parties using an insecure channel, without the need for prior
exchange of a secret enciphering key.

Key Generation Center (KGC) Stiedisko generovani kli¢i

Organisation body that enables the generation of cryptographic keys and their
loading into tokens for an independent distribution into cryptographic devices.
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Key loading ZatiZeni klice

A volume of data in bits which can be encrypted by one cryptographic key without
compromising the security of encryption.

Key management Sprava kli¢a

Administration, generation, registration, certification, distribution, installation,
storage, deregistration, archiving, revocation, derivation and destruction of keys in
accordance with a security policy.

Key pair Par klica

Pair consisting of a public key and a private key associated with an asymmetric
cipher.

Key validity period Doba platnosti klice

The time period during which a cryptographic key may be used to encipher or
decipher data. After the expiration of key validity, an extension period may be
defined to use the key for data deciphering.

Keylogger (Keystroke logger) Keylogger (Keystroke logger)

Software reading when individual keys are pushed; may, however, be regarded as a
virus by an antivirus programme, in case of software it may be a certain form of
spyware but there are even hardware keyloggers. It is often used for secret
monitoring of all PC activities, is invisible for other users and protected by a
password. It enables automatic logging of all keystrokes (written text, passwords,
etc.), visits to www pages, chats and discussions over ICQ, MSN and similar,
running applications, screenshots of computer work, user file handling and other.
Logged data could be secretly sent by email.

Knowledge base Znalostni baze

Database containing reference rules and information about the experience and
professional knowledge in a certain area.

Known error Znama chyba

Problem whose primary cause is known, or for which a method is established, to
decrease or remove the impact of the problems on a service, using a substitute
solution.

Ladder Ladder (Zeb¥ik)

Type of graphical programming language. It consists of connecting the supply and
output bus with logic functions. It is also referred to as the language of contact
schemes. This representation is part of IEC 61113-3.
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Lamer Lamer

Person, usually a complete beginner, who is unfamiliar with the given IT issues.

Rrozsahly kyberneticky

Large scale cybersecurity incident bezpegnostni incident

An incident that causes a level of disruption exceeding the ability of a Member
State to respond to it, or that has a significant impact on at least two Member State
(NIS2 Directive).

Leetspeak Leetspeak

Language replacing the letters of the Latin alphabet by numerals and printable
ASCII characters. It is used quite a lot on the Internet (chat and online games). This
computer dialect, usually of the English language, has no fixed grammatical rules
and words may be formed by shortening, e.g. by omissions of letters or corruption
("nd" —end, "U" —you, "r" —are).

Legal digital evidence Legalni elektronicky dikaz
Digital evidence, which is accepted in a judicial process.

Level of risk / risk level Uroveii rizika

The magnitude of the risk expressed in terms of the combination of consequences
and their likelihood.

Licence Licence
Permission as well as the document recording that permission.

Life cycle Zivotni cyklus

Evolution of a system, product, service, project or other human-made entity from
conception through retirement.

Life cycle model Model Zivotniho cyklu

A model of a set of processes and activities concerned with the life cycle that may be
organised into stages, which also acts as a common reference for communication
and understanding.
Likelihood Pl:avdépodobnost, moznost
vyskytu

The possibility of something happening.
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Linkage / Fusion Spojovani / Fuze

Useful combination of data or information from one data processing system, with
data or information from another system, so as to declassify protected information.
Local area network (LAN) Lokalni sit’

The term for small networks, usually within administratively uniform aggregates —
companies, buildings, communities, which are formed with the aim to facilitate
sharing of means (IS, data, services, equipment) and to enable effective protection
against undesirable phenomena.

Local internet registry (LIR) Lokalni internetovy registr

The organisation, usually active in one network, which is assigned a block of IP
addresses from RIR. LIR assigns the IP address blocks to its customers connected
to the given network. Most LIRs are internet service providers, companies or
academic institutions. Related expressions — RIR.

Log Log
Shortened expression for Log file. See Log file.

Log file Soubor logi

File containing information on the activities of subjects in the system, access to this
file is controlled.

Logical access control Logické Fizeni pFistupu
Use of mechanisms related to data or information to enable control of access.

Logical bomb Logicka bomba

Harmful logic causing damage to a data processing system and being triggered by
certain specific system conditions. Programme (a subset of Malware) which is
secretly put into applications or into an operating system where, under
predetermined conditions, it performs destructive activities. The logical bomb is
composed of two basic components: trigger and action. Predetermined specified
condition triggering the logic bomb may be, for example, a fixed date (anniversary
of a certain event — for example "Virus 17 November"). In this case, the type is a so-
called time bomb.

Loss Ztrata
Reduction in the value of an asset.
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MAC address MAC adresa

MAC = Media Access Control. Unique identifier of a network device allotted by the
manufacturer.

Machine Controller Ridici jednotka stroje

A control system that electronically synchronises drives within a machine system
instead of relying on synchronisation via a mechanical linkage.

Machine Learning Strojové uceni
A subfield of artificial intelligence (Al) that enables systems to learn from data.

Maintenance Udriba

(1) Any act that either prevents a failure or malfunction of equipment or restores its
operating capability.

(2) Any change in an application after its delivery (e.g. error correction, added
functionality, enhanced performance or improvement of the application's
functionality).

Malformed query Spatné utvoFeny dotaz

(1) Erroneous query, which may result in triggering a nonstandard or unexpected
behaviour of a system.
(2) Mode of an attack.

Malicious contents Skodlivy obsah

Applications, documents, files, data or other resources that have malicious features
or capabilities embedded or hidden.

Malicious logic Zlovolna logika

Programme implemented in hardware, firmware or software whose purpose is to
perform some unauthorised or harmful action (e.g. a logical bomb, Trojan horse,
virus, worm, etc.).

Malware Malware (gkodlivy software)

Malicious software designed to damage or gain unauthorized access to computer
systems.
Man in the middle (MITM) Clovék uprostied

Attack in which an attacker is able to read, insert, and modify messages between two
communicating parties without their awareness.
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Management system Systém Fizeni

Set of interrelated or interacting elements of an organisation to establish policies
and objectives and processes to achieve those objectives.

Manipulated Variable Vystupni promnénna

The value or condition that the control sends to initiate a change in the value of the
regulated variable.

Manipulation detection Detekce manipulace
Procedure to ascertain whether data were modified, either by accident or by design.

Manufacturing Execution System (MES) Vyrobni informacni systém

A system that uses network computing to automate production control and process
automation. By downloading recipes and work schedules and uploading production
results, an MES bridges the gap between control and operational level or between
production and control systems.

Master Terminal Unit (MTU) Master Terminal Unit
See Control Server.

Maximum acceptable outage (MAO) Maximalni pf¥ijatelny vypadek

Time, it would take for adverse impacts, which might arise as a result of not
providing a product/service or performing an activity, to become unacceptable (see
also Maximum tolerable period of disruption).

Maximum tolerable period of disruption Maximalni pFijatelna  doba
(MTPD) naruseni

Time, it would take for adverse impacts, which can arise because of not providing a
product/service or performing activities, to become unacceptable (see also maximum
acceptable outage).

Mean Time Between Failures Stfedni doba mezi poruchami
Expected time between consecutive failures in a system or its component.

Mean Time To Repair Stifedni doba opravy

Expected or observed duration to return a malfunctioning system or component to
normal operations.
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Measures to protect privacy Opati‘eni ochrany soukromi
Measures that treat privacy risks by reducing their likelihood or their consequences.

Message authentication Ovéfeni totoZnosti zpravy

Verification that message was sent by the alleged originator to the intended receiver
and that this message was not changed in transmission. Verification of the identity
of information source-sender of the message. Frequently, digital signature is used.

Message authentication code (MAC) Autentiza¢ni kod zpravy

Code to check the integrity and secure the authentication of a message. It serves to
protect against contingent or intended alterations or errors in the data file. Bit
string, which is a function of data (in an encrypted or plain form) and the secret key,
and is attached to data in order to authenticate them. A portion from the last block
of this encrypted data is taken out, and this short code is denoted MAC.

Metadata Metadata
Metadata are data that provide information about other data.

Minimal disclosure Minimalni odhaleni

Principle of identity management to restrict the transfer of identity information to a
third party to the minimum possible level required for a particular purpose.
Minimum business continuity objective Minimalni uroven chodu
(MBCO) organizace

Minimum level of services and/or products that is acceptable to the organisation to
achieve its business objectives during a disruption.

Modbus Modbus
A communication protocol used in industrial automation.

Modem Modem

A device used to convert serial digital data from an end device to an analogue signal
then transmitted over a telephone network to another end device and decoded there.

Monitoring Monitorovani

Determining the status of a system, a process or an activity. Note: To determine the
status there may be a need to check, supervise or critically observe.

Monitoring means Monitorovaci prostiedky

Tools and means to monitor system operation.
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Motion Control Network Motion Control Network

A specific network enabling the applications to control the movement of parts of
specific industrial settings, including sequencing, speed control, regulation and
incremental motion.

Multi-factor authentication Vice faktorova autentizace
Authentication using two or more of the authentication factors.

National authority Narodni autorita
State authority responsible for the issues of cyber security (guarantee).

National security council Bezpecnostni rada statu

Permanent working body of the government of the Czech Republic (CZE) for the
coordination of security of CZE and preparation of proposals to implement them.
The National security council of the State is established pursuant to Article 9 of
Constitutional Act No. 110/1998 Coll., on the Security of the Czech Republic.

NATO computer incident response NATO CIRC - Technické
capability — Technical centre (NCIRT TC) centrum (NCIRC TC)

NATO CIRC technical support centre — second level. It enables the capability to
respond to incidents, monitor incidents, perform system recovery, and provides
direct technical support and help to the operational and security management of the
operational NATO information systems.
NATO Cooperative cyber defence centre of NATO CCD COE
excellence

NATO centre for cooperation in cyber security, based in Tallinn, Estonia,
http://www.ccdcoe.org.

Near miss Vyznamna udalost
An event that could have compromised the availability, authenticity, integrity, or
confidentiality of data stored, transmitted, or processed, or of the services offered

by or accessible through network and information systems, but was successfully
prevented from fully materializing or did not occur at all (NIS2 Directive).

Network Sit’

Set of computer terminals (workstations) and servers which are mutually
interconnected in order to exchange data and communicate.
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Network address translation (NAT) Pi‘eklad sitovych adres

The mechanism enabling access of several computers from a local network to the
Internet under one public IP address. Computers from the local address are
assigned so-called private IP addresses. The border element of such a local network
provides for the translation of a private IP address to a public one. See also Private
IP address.

Network administration Administrace sité

Day-to-day servicing and management of infrastructure, focused on processes,
maintenance and development of networks.
Network Behavior Anomaly Detection
(NBAD)

A solution for helping protection against zero-day attacks. NBAD is an integral part
of network behaviour analysis, which offers security in addition to that provided by
traditional anti-threat applications such as firewalls, antivirus software and
spyware-detection software.

Detekce anomalniho chovani sité

Network integrity Integrita sité

Functionality and operability of interconnected networks of electronic
communications, protection of these networks against failures caused by
electromagnetic jamming or operational loading.

Network Interface Card (NIC) Sitova karta

A circuit board or card that is installed in a computer so that it can be connected to
a network.

Network management Sprava sité

Process of planning, designing, implementing, operating, monitoring and
maintaining a network.

Network of electronic communications Sit’ elektronickych komunikaci

Transmission systems, or as the case may be, communication and routing equipment
and other devices, including elements of the network which are not active, which
make for the transmission of signals over wire lines, by radio, optical or other
electromagnetic devices, including satellite networks, fixed lines with commuted
circuits or packets, and mobile ground networks, networks for the distribution of
electrical energy in the extent to transmit signals, networks for radio and television
broadcast and networks for cable television, regardless of the type of transmitted
information.
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Network sniffer Sitovy analyzator
Device or software used to capture information flowing in networks.
Neural network Neuronova sit’

A model inspired by the human brain, used for machine learning.
Nonconformity Neshoda
Non-fulfilment of a requirement.

Non-repudiation Nepopiratelnost

Ability to prove the occurrence of a claimed event or action and its originating
entities.

Normal operation BéZny provoz

Operation where the entire set of algorithms, security functions, services or
processes are available or configurable.

Object Linking and Embedding (OLE) for Object Linking and Embedding
Process Control pro Procesni Fizeni

A set of open standards developed to promote interoperability between disparate
field devices, automation/control, and business systems.

Objective Cil
Result to be achieved.

One-way function Jednosmérna funkce

Function with the property that it is easy to compute the output for a given input but
it is mathematically infeasible to find an input for a given output.

Online service Online sluzba

A service which is implemented by hardware, software or a combination of these,
and provided over a communication network. Online services include, for example,
a search engine, online backup services, Internet-hosted email, and software as a
service (Saas).

Open communication system Otevieny komunikaéni systém

It represents (includes) a global computer network including all its functions and
supported both by private companies and public institutions.
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Open software foundation (OSF) Open software foundation

A non-profit organization founded in 1988 under the "U.S. Cooperative Research
Act of 1984" to create an open standard for the implementation of the UNIX
operating system.

Open-security environment (OSE) Oteviené bezpecnostni prostiedi

Environment where data and source protection against accidental or intentional
acts is achieved by using standard operational procedures.

Operating system Operaéni systém

Software which controls programme executions and which can offer various
services, e.g. assignment of devices, scheduling, control of input and output and data
administration. Examples of operating systems are the MS-DOS system, LINUX,
UNIX, Solaris, and others.

Operational controls Provozni opatieni

It is a process act by which a certain affair does not terminate; only some issues are
taken care of to expedite matters. This differentiates it from a decision. It may have
the form of a directive, order or other normative legal acts.

Operational documentation Provozni dokumentace

Documentation of the information system of public administration describing the
functional and technological features of the information system.

Operational environment Provozni prostiedi

Set of all software and hardware including the operating system and hardware
platform required for the module to operate securely.

Operational technology (OT) Operacni technologie (OT)

Operational technology (OT) is hardware and sofiware that detects or causes a
change, through the direct monitoring and/or control of industrial equipment,
assets, processes and events. The term has become established to demonstrate the
technological and functional differences between traditional information
technology (IT) systems and industrial control systems environment as they are for
examples PLC, SCADA, CNC, BAS systems.

Operator of the information system of Spravce informaéniho systému
public administration. verejné spravy

A subject, who according to the law provides services of a public administration
information system, determines the purpose and means of processing information,
and is responsible for the information system.
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Organisation Organizace

Person or group of people that has its own functions with responsibilities, authorities
and relationships to achieve its objectives.

Organisational Measures Organizaéni opatieni

Processes that collect and use the information to evaluate the performance of
various organisational resources, as human, physical, financial ones, as well as of
the organisation as a whole in the light of the organisational strategies and while
doing so, they influence the behaviour of information resources during the
implementation of organisational strategies.

Vypadek proudu (rozsahly),

Outage (large), Blackout blackout

Widespread electrical power outage.

Zajistovat pomoci  vnéjSich
zdroji, (outsourcovat)

Make an arrangement where an external organisation performs part of an
organisation’s function or process.

Outsource

Outsourcing Outsourcovani

Acquisition of IT services (with or without products) in support of a business function
for performing activities using supplier’s resources rather than the acquirer’s.

Packet Paket

Block of data transferred in computer networks and using the technology of "packet
switching". A packet consists of control data and user data. Control data contain
information necessary for packet delivery (destination address, source address,
checksums, and information on packet priority). User data contain those data items,
which should be delivered to the target (destination addressee).

Padding Vycpavka (Padding)

Appending extra bits to a data string. For example, in a block cipher, the last block
is filled up with these bits to the required size of the block.

Passive threat Pasivni hrozba

The threat of making access to data without actually changing the state of the data
processing system or the computer network.

Password Heslo

String of characters used to authenticate an identity or to verify access
authorisation.
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Password cracker Prolamovac hesel

A programme designed to crack passwords, codes, keys.

Password verification data Udaje pro ovéfeni hesla
Data that is used to verify an entity’s knowledge of a specific password.

Patch Zaplata

Update which removes a security problem or unstable behaviour of an application,
expands its possibilities and enhances its performance.

Peer to peer (P2P) Rovny s rovnym

This is a computer network where individual clients communicate directly. This
model is primarily used in interchangeable networks. Total transmission capability
grows as a rule with the growing number of users in this model. In the classic model
client-server this is quite the reverse.

Penetration Proniknuti / pranik
Unauthorised access to a computer system, network or service.

Penetration testing Penetracni testovani

(1) Analysis of functions of a computer system and networks with the objective of
finding out weak spots in computer security so that these could be removed.
(2) A simulated cyberattack on a system to identify vulnerabilities.

Performance Vykonnost
A measurable result, productivity.

Peripheral equipment Periferni zafizeni

Equipment controlled by a computer and able to communicate with it, e.g.
input/output devices and auxiliary memory.

Personal data Osobni udaje

The process of ensuring that personal data is collected, stored, and processed in
compliance with legal regulations.

Poruseni  ochrany osobnich
udaji

A breach of protection and security of personal data leading to the accidental or
unlawful destruction, loss, alteration, disclosure or publication of personal data
transmitted, stored or otherwise processed.

Personal data breach
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Personal identification number (PIN) Osobni identifikacni ¢islo / PIN

Numeric code used to authenticate an identity.

Personally identifiable information (data) Osobné identifikovatelné
(PI1) informace (udaje)

See Personal data

Pharming Pharming

The fraudulent method used on the Internet to obtain sensitive data from the victim
of the attack. The principle is an attack on DNS and rewriting the IP address, which
results in redirecting the client to a false address of internet banking, email, social
network, etc., after inserting the URL into the browser. These pages are as a rule
indistinguishable from the real pages of a bank and even experienced users may not
recognise this change (unlike the related technique of phishing).

S Phishing (,,rybateni®,
Phishing w»rhybareni®, ,hazeni udic*)
A fraudulent method having the objective of stealing the digital identity of a user,
the sign-on names, passwords, bank account numbers and accounts etc. to
subsequently misuse these (drawing cash from the account, unauthorised access to
data etc.). Creation of a fraudulent message distributed mostly by electronic mail
trying to elicit the mentioned data from the user. The messages may be masqueraded
to closely imitate a trustworthy sender. It may be a forged request from a bank whose
services the user accesses with a request to send the account number and PIN for a
routine check (use of the dialogue window purporting to be a bank window — so-
called spoofing). Thus, the fraudster tries to convince accessing persons that they
are at the right address, whose security they trust (pages of electronic shops etc.).
Also, very often credit card numbers and PINS are stolen in this fashion.

Photo Eye Svételna zavora

A light-sensitive sensor that converts a light signal into an electrical signal,
producing a binary signal based on an interruption of a light beam.

Phreaker Phreaker

Person doing "hacking" on the phone, using various tricks manipulating the services
of telephone companies.

Phreaking Phreaking

Denotation for tapping into a somebody else's telephone line in distribution panels,
public telephone booths or directly in the ground/below ground telephone lines and
thanks to these: (1) it is possible to call anywhere free of charge, (2) surf the internet
free of charge, and (3) listen to somebody else's telephone conversations. Payment
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for the call is of course at the cost of the victim (registered user of the line, or the
telephone company). Tapping into a mobile network by using various methods or the
manufacture of listening devices are also considered phreaking.

Physical access control Fyzické Fizeni piistupu

Use of physical mechanisms to enable control of access (e.g. placing the computer
in a locked room). See Access Control.

Hmotny majetek / Fyzické
aktivum

Asset that has a tangible or material existence. Physical assets usually refer to cash,
equipment, inventory and properties owned by the individual or organisation.
Software is considered an intangible asset.

Physical asset

Vstup pies autorizovaného

Piggyback entry uZivatele

Unauthorised access to the system using a legitimate link of an authorised user.

Ping Ping

Instrument used in computer networks for testing computer availability over IP
networks. Ping measures the time of response and records the volume of lost data
(packets).

Ping flood Zahlceni pingy

Simple DoS attack when the attacker floods the victim with requests "ICMP Echo
Request" (ping). The attack is successful provided the attacker has a wider
bandwidth than the victim, or, the attacker can cooperate with another attacker
simultaneously. See ICMP flood.

Ping of death Ping smrti

Type of an attack on a computer, which includes a dangerous ICMP packet sent in
error e.g. a packet sent larger than the maximum size of IP packet which collapses
the target computer, or, by sending the packet the attacker exceeds the maximum
size of IP packets which results in the failure of the system.

Pivoting Pivoting

Use of a system that has been successfully attacked, to attack other systems in the
shared network.

Plain text, clear text Prosty text, otevi‘eny text
Information that is not encrypted.
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Plant Tovarna / Zavod

The set of physical elements necessary to implement a particular production process,
including many of the static components not controlled by the ICS. However, the
operation of the ICS may impact the adequacy, strength, and durability of the plant’s
components.

Platform as a Service (PaaS) Platforma jako sluzba

The capability provided to the user to deploy onto the cloud infrastructure user-
made or acquired applications created by programming languages, libraries,
services, and tools supported by the user. The user does not manage or control the
underlying cloud infrastructure including network, servers, operating systems, or
storage, but has control over the deployed applications and possibly configuration
settings for the application-hosting environment.

Point of contact (PoC) Kontaktni bod

Defined organisational role or function serving as the coordinator or focal point of
information concerning incident management activities.

Policy Politika

The overall intention and direction of an organisation, as formally expressed by its
top management.

Port Port

It is used for communication using the TCP or UDP protocols. It defines the
individual net applications running on one computer. It may take on values in the
range 0 — 65535. For example, web pages are usually accessible on port 80, server
to send out electronic mail on port 25, FTP server on port 21. These values may be
changed, and with some network services, the administrators sometimes set other
than normally used port numbers to deceive a potential attacker.

Port Knocking Klepani na porty

Denotes a method in computer networks how to gain access from an untrusted
computer into a computer or computer network protected by a firewall, without the
need to sign on with the computer protected by a firewall and change the setting like
an administrator. This way creates a semblance that the firewall is closed to
untrusted computers and yet gives a chance of changing the setting by a special
secret sequence. The method bypasses abuse of security errors in programmes
serving permanently open ports.

Port scanner Port scanner

Programme to test open ports.
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Port Scanning Skenovani porti

Using a programme to remotely determine which ports on a system are open (e.g.,
whether the system allows connections through these ports).

Port Trunking / Teaming Port Trunking / Teaming
Linked aggregation of several physical ports making up one logical channel.

Portal Portal

Information (content regions, pages, applications, and data from external sources)
concentrated in one central place, which can be accessed using a web browser.

Post-Quantum cryptography (PQC) Post-kvantova kryptografie

Post-Quantum cryptography (also known as Quantum-resistant cryptography)
focuses on developing cryptographic algorithms that are resistant to attacks using
quantum computing on quantum computers. Post-Quantum cryptography aims to
find new algorithms that will remain secure even in the era of quantum computers.

Potential electronic evidence Potencialni elektronicky diikaz

Information or data, stored, or transmitted in binary form, for which it has not yet
been determined, through the process of analysis, to be relevant to the investigation.

Predisposing Condition Piedpoklad (k nééemu)

A condition that exists within an organisation, a mission/business process,
enterprise architecture, or information system including its environment of
operation, which contributes to (increases or decreases) the likelihood that one or
more threats, once initiated, will result in undesirable consequences or adverse
impact to organisational operations and assets, individuals, other organisations, or
the state.

Pressure Regulator Regulator tlaku
A device used to control the pressure of gas or liquid.

Pressure Sensor Tlakovy senzor

A certain sensor that sends an electrical signal related to the pressure acting on it
by its surrounding medium. Pressure sensors can also use differential pressure to
obtain level and flow measurements.

Pretexting Pretexting

One kind of social engineering. It creates and uses fictitious screenplay with the
objective of convincing the victim to perform the required action or to obtain the
required information.
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Pretty good privacy (PGP) PGP

Mechanism/programme enabling encryption and signature of data. Most typically it
is used for encrypting the content of messages (emails) and for providing these
messages with an electronic signature.

Prioritised activities Upi‘ednostnéné ¢innosti

Activities that must be prioritised in the immediate aftermath of an incident to
mitigate impacts

Priority call Prioritni volani

A phone call by specific terminals in the event of emergencies, which should be
handled with priority by restricting public calls.

Privacy Soukromi

Privacy is the capability or right of an individual or group to retain information
about themselves. Privacy is also the material or mental space of the subject.
Strana zucastnéna na (ochrané)
soukromi

A natural or legal person, public authority, agency or any other body that can affect,
be affected by or perceive themselves to be affected by a decision or activity related
to personal data processing.

Privacy (protection) stakeholder

Poruseni soukromi / Poruseni
zabezpeceni osobnich udaju

(1) A state where personally identifiable information is processed in violation of one
or more relevant privacy safeguarding requirements.

(2) A breach of security leading to the accidental or unlawful destruction, loss,
alteration, disclosure of, or publication of personal data transmitted or otherwise
processed.

Privacy breach

Techniky zlepsSujici (ochranu)
soukromi

Measures of privacy protection, consisting of information and communication
technology (ICT) measures, products, or services that protect privacy by eliminating
or reducing personal data or by preventing unnecessary and undesired processing
of personal data, all without losing the functionality of the ICT system.

Privacy enhancing technology (PET)

Privacy protection Ochrana soukromi

Specific choices made by a subject of personal data about how personal data should
be processed for a particular purpose.

Privacy protection policy Politika ochrany soukromi

Overall concepts, rules and commitment, as formally expressed by the controller of
personal data related to the processing of personal data in a particular setting.
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Privacy protection principles Zasady ochrany soukromi

Set of principles governing the privacy protection of personal data when processed
in information and communication technology systems.

Privacy risk Riziko (ochrany) soukromi

Effect of uncertainty on (protection of) privacy.

Posouzeni rizik (ochrany)
soukromi

An overall process of risk identification, risk analysis and risk evaluation with
regard to the processing of personal data; see also Data protection impact
assessment.

Privacy risk assessment

Pozadavky na  zabezpeceni
(ochrany) soukromi
Set of requirements an organisation has to take into account when processing
personal data with respect to the privacy protection of personal data.

Private IP address Privatni IP adresa

Groups of IP addresses defined under RFC 1918 as reserved for use in internal
networks. These IP addresses are not routed from the internet. Here are these
ranges: 10.0.0.0 — 10.255.255.255, 172.16.0.0 — 172.31.255.255 and 192.168.0.0 —
192.168.255.255.

Private key Soukromy Kkli¢

A key in asymmetric cryptography, which belongs to a specific entity and should be
known only to this entity. It is paired with a public key.

Privacy safeguarding requirements

. . - Opravnéni Fistupové
Privilege, Access right / Permission pravnen, P P
opravnéni
Authorisation of a subject to access a resource.
Problem Problém
Primary cause of one or more incidents.
Procedure Postup

A prescribed process or guideline for taking action. It can also refer to a medical
procedure, an administrative process, a stored procedure, or in programming, a
synonym for a subroutine; procedural programming refers to imperative
programming.
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Process Proces
Set of interrelated or interacting activities, which transforms inputs into outputs.

Process Control Procesni Fizeni

A discipline devoted to architecture, mechanisms and algorithms that control the
output of a specific process within the required limits. For this purpose, industrial
automation tools are used.

Process control system Ridici systém vyroby

A system that serves to control and monitor the generation, transmission, storage
and distribution of electric power, gas and heat together with the control of
supporting processes.

Process Controller Vyrobni fidici jednotka

A type of computer system, typically rack-mounted, that processes sensor inputs,
applies on them control algorithms, and issues actuator outputs.

Processing of personal data Zpracovani osobnich udaji

Any operation or set of operations on personal data or sets of personal data, whether
or not performed by automated means, such as collection, recording, organisation,
structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure
by transmission, dissemination or otherwise making available, alignment or
combination, restriction, erasure or destruction.

Processor of Personal Data Zpracovatel osobnich adaji

A natural or legal person, public administration body or another subject that
processes personal data for the controller.

Proficiency Zpisobilost

The ability of an investigative team to achieve results equivalent to those of a
different investigative team given the same sources of potential digital evidence.
Programovatelny logicky
automat

A small industrial computer originally designed to perform the logic functions
executed by electrical hardware (relays, switches and mechanical timer/counters).
They have evolved into controllers with the capability of controlling complex
processes, and they are used substantially in SCADA and DCS systems. In SCADA
environments, PLCs are often used as field devices because they are more
economical, versatile, flexible and configurable than special-purpose RTUs.

Programmable logic controller (PLC)
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Sometimes PLCs are implemented as field devices to serve as RTUSs; in this case,
the PLC is often referred to as an RTU.

Programme Program

Syntactic unit satisfying the rules of a certain programming language; it consists of
descriptions (declarations) and commands or instructions necessary to fulfil some
function or solve some task or problem.

Proof of identity, Evidence of identity Priikaz totoZnosti

Identity information for an entity required for authentication of that entity. ldentity
evidence includes information related to a claimant that is needed for a successful
authentication.

Protocol Protokol

Agreement or standard, which controls or enables a link, communication and data
transfer among computers, in general among end devices. Protocols can be
implemented by hardware, software, or a combination of both.

Protocol Analyser Analyzator protokoli

See Network Sniffer

Proximity Sensor Senzor vzdalenosti

A non-contact sensor with the ability to detect an item within a specified range.

Proxy Server Proxy Server

A server that services the requests of its clients by forwarding those requests to other
servers.

Proxy trojan Proxy trojan

Masks other computers as infected. Enables the attacker to abuse the infected
computer for an access to other computers in the network and thus aids the attacker
to hide its identity.

Pseudonym Pseudonym

An alternative name of an entity, synonyms are alias and aka (also known as). Entity
cannot be identified using pseudonym without additional information about
connection between a pseudonym and an entity identity.

Pseudonymisation Pseudonymizace

The processing of personal data in such a manner that the personal data can no
longer be attributed to a specific data subject without the use of additional
information, provided that such additional information is kept separately and is
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subject to technical and organisational measures to ensure that the personal data
are not attributed to an identified or identifiable natural person.

Pseudo-Random Number  Generator Generator  pseudoniahodnych
(PRNG) Cisel

A deterministic programme which generates a statistically random sequence of
numbers. As such programmes are deterministic, the generated sequence starts to
repeat (after long time) itself with a period. Input data for the pseudo-random
generators are random sequences called ,,random seed®, which uniquely
determine the course of the programme (generator). Data obtained from an HW
system (e.g., temperature, time) or an output sequence from a physical generator
(TRNG) can serve as the ,,random seed .

Poskytovatel sluZeb veiejného

Public cloud service provider
cloudu

Party which makes cloud services available according to the public cloud model

Public domain software Software veiejné domény

Software that has been placed in the public domain, in other words there
is absolutely no ownership such as copyright, trademark, or patent.

Public information system Verejny informacni systém

Information system providing services to the public and having relations to
information system of the public administration.

Public IP address Veiejna IP adresa

The IP address that is routable on the Internet. Such an address is then accessible
from the whole Internet network unless prohibited, for example, by firewall or router
configuration.

Public key Verejny kli¢

A key in asymmetric cryptography that can be publicly shared. The public key forms
a pair with the private key. The private key is a secret key known only to the user for
decrypting the text.

Public key certificate Certifikat verejného klice

Public key information of an entity signed by an appropriate certification authority
and thereby protected against forgery.

Public key encryption Sifrovani vefejnym kli¢em
Encryption performed using an asymmetric algorithm.
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Public Key Infrastructure (PKI) Infrastruktura veiejnych kli¢t

This in cryptography denotes infrastructure for the management and distribution of
public keys from asymmetric cryptography. PKI, thanks to the transfer of
confidence, enables the use of unfamiliar public keys for the verification of electronic
signature without having to verify each individually. The transfer of confidence can
be implemented either using the certification authority (X.509) or by the trusted
network (e.g. PGP).

Public sector portal Portal verfejné spravy

The public administration portal is an information system of public administration
that ensures access to information from public authorities and communication with
public authorities. The portal is managed by the Digital Information Agency. This
portal is an information system created and operated with the aim of facilitating
remote access for the public to the information they need from public administration
and communication with it.

Public telecommunication network Verejna komunikaéni sit’

A network of electronic communications serving, wholly or predominantly to provide
publicly available services of electronic communications, and which supports
information transfer among the endpoints of the network, or a network of electronic
communications through which radio and television broadcast are provided as a
service.

Public telephone network Veiejna telefonni sit’

A network of electronic communications to provide publicly available telephone
services, and which allows for the transmission of voiced speech as well as other
forms of communications, such as facsimiles and data transmissions, among the
endpoints of the networks.

Publicly available electronic Verejné dostupna sluzba
communications service elektronickych komunikaci
Service of electronic communications from whose use no one may be a priori
excluded.

Veiejné znamy Kryptograficky
algoritmus

An algorithm, which has been published, is publicly available and based on open
sources. Usually, it is a cryptographic standard to be used without any limitations.
System security is based on a cryptographic key which not known (Kerckhoff’s
principle). It applies to symmetric and asymmetric encryption algorithms as well as
other functions used in cryptography. These algorithms and functions keep being
tested by the public against all sorts of attacks and if they withstand these, are
considered secure. At the same time, a potential attacker has all the information for

Published cryptographic algorithm
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a targeted attack (except the cryptographic key). New types of attacks and an
increase in computing power led to an increase in the length of cryptographic keys
and the adoption of new standards to keep these standards secure.

Quantum Cryptography (QC) Kvantova kryptografie

Quantum cryptography is a field of cryptography that utilizes the principles of
quantum mechanics to ensure secure communication. The main advantage of
quantum cryptography is its ability to detect any attempt at eavesdropping or
communication interference due to the quantum properties of particles, such as
superposition and quantum entanglement. The most common application of quantum
cryptography is quantum key distribution (QKD).

Quantum key distribution (QKD) Kvantova distribuce kli¢a

Quantum key distribution (QKD) is a method for securely exchanging
cryptographic keys using quantum principles. QKD utilizes the quantum properties
of particles, such as photons, to transmit keys between two parties.
This process can be used in specialized protocols (e.g., BB84 and E91) that ensure
any attempt at eavesdropping or transmission interference is immediately detected,
guaranteeing the highest level of security.

Rack Rack / Rozvadé¢

A mechanical chassis electrically equipped and designed to attach and electrically
connect units (cards) and ICS processors into a single functional unit (PLC/PAC).

Radio access network Radiova p¥istupova sit’

Part of a mobile telecommunication system that implements a radio access
technology such as WCDMA or LTE to provide access for end-user devices to the
core network. Note: The radio access network resides between the end-user device
and the core network. A mobile phone is an example of an end-user device.

Random number generator (RNG) Generator nahodnych ¢&isel

An HW or SW device (or a combination of both) which generates a sequence of
random numbers. These numbers are mutually independent, and it is impossible to
predict the next number from the preceding ones. The generator can be based on a
random physical phenomenon or a contingency processed by a mathematical
algorithm. The quality of the random number generator is verified by statistical
analysis. This quality is decisive in the generation of, for example, symmetric
cryptographic keys, on whose randomness depends encryption security.

Random number, random bit Nahodné ¢islo, nahodny bit

A parameter varying in time whose value cannot be predicted for content or time.
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Ransomware Ransomware

A type of malicious software (e.g., a virus or Trojan horse) that, once it infiltrates a
system, encrypts data or blocks access to the system and demands a ransom for its
decryption or unlocking. Modern ransomware campaigns often involve double
extortion, where attackers not only encrypt the data but also threaten to publish or
misuse it if the ransom is not paid. This significantly increases the reputational risk
for the targeted organization. Some attacks may also involve triple extortion, where
in addition to encryption and data leakage threats, the attackers also pressure the
victim § partners, customers, or employees.

Real-Time V realném céase

Pertaining to the performance: computation of certain results during the actual time
that the related physical process is running, so that the results could be used to
control the physical process.

Recovery point objective (RPO) Bod obnovy dat

A specific (time) point to which data can be restored after data loss or a security
incident. This time point provides an exact indication of the moment when lost data
can be restored from backups. It can also be referred to as the "maximum data loss".

Recovery time objective (RTO) Doba obnovy chodu

The time period after an incident that includes all necessary activities related to the
restoration of key resources (such as network settings, software recovery, hardware
replacement etc.). It is the maximum allowable time frame set for the recovery of
related resources with the aim of minimizing all related impacts on the organization
in which the security incident occurred.

Re-dial, Pharming crime ware Piresmérovavace

Programmes (subset of Malware) whose task is to redirect users to certain pages
instead of those originally intended to be visited. On these pages there is an
installation of other Crimeware (virus), or there is a substantial increase in the
Internet connection fee (using telephone lines with a higher rate).

Redundancy Redundance

The general meaning is redundancy, abundance. In IT it is used in the sense of
backup. For example, a redundant (backup) power supply, redundant (backup) data.

Redundant Control Server Redundantni Fidici server

A backup to the control server that maintains the current state of the control server
to replace it without delay in case of outage.
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Regional internet registry (RIR) Regionalni Internetovy Registr

The organisation looking after the assignment of public IP address ranges,
autonomous systems in its geographical scope. There are five RIRs at present: RIPE
NCC — Europe and Near East, ARIN — USA and Canada, APNIC — Asia — Pacific
Region, LACNIC — Latin America, AfriNIC — Africa.

Registration authority Registraéni autorita

An entity responsible for providing assured user identities to the certification
authority.

Relay Relé

An electromagnetic device that interrupts an electrical circuit by physically moving
conductive contacts. The resultant motion can be coupled to another mechanism
such as a valve or breaker.

Release Vydani, vydana verze

The aggregate of one or more new or changed configuration items which are put
into the operational environment as the result of one or more changes.

Reliability Spolehlivost

Property of a system and its parts to perform its mission accurately and without
failure or significant degradation.

Relying party Relying party
A server providing access to a secure software application.

Remote access Vzdaleny pristup

A process of accessing network resources from another network, or from a terminal
device, which is not permanently connected, physically or logically, to the network
it is accessing.

Remote Access Point Vzdaleny pristupovy bod
Certain devices, areas and locations of a control network for remotely configuring
control systems and accessing process data. E.g. using a mobile device to access
data over a WLAN, or using a laptop and modem connection to remotely access an
ICS system.

Remote Diagnostics Vzdalena diagnostika

Diagnostic activities conducted by individuals communicating externally to an
information system security perimeter.

Remote Maintenance Vzdalena udrzba

Maintenance activities conducted by individuals communicating external to an
information system security perimeter.
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Remote Network Monitoring (RMON) Monitorovani sité na dalku

RMON is a part of the MIB module contained in SNMP which contains the
specification to monitor individual network nodes.

Remote Terminal Unit (RTU) Vzdalena terminalova jednotka
(1) A computer with wireless interfacing used in remote situations where
communications via wire or optics are unavailable. Usually used to communicate
with remote field equipment.

(2) A special purpose data acquisition and control unit designed to support DCS
and SCADA remote stations. RTUs are field devices often equipped with network
capabilities, which can include wired and wireless radio interfaces to communicate
to the supervisory controller. Sometimes PLCs are implemented as field devices to
serve as RTUs; in this case, the PLC is often referred to as an RTU.

Remote User Vzdaleny uzivatel

User at a site other than the one at which the network resources being used are
located.

Replay, replay attack Replay, replay utok

Situation when a copy of a legitimate transaction (data sequence) is intercepted,
repeatedly replayed by an unauthorised subject usually with illegal intent (e.g. to
open a car with a central lock).

Request Dotaz

Request for information, in general as a formal request sent to a database or to a
browser, or a signal from one computer to another, or to a server with the request
for concrete information or data item.

Request for comment (RFC) Request For Comment

It is used to denote standards describing internet protocols, systems and other items
related to internet operation. For example, RFC 5321 describes the SMTP protocol
for the exchange and processing of electronic mail.

Request for change ZAdost 0 zménu

Proposal to make a change of a service, element of a service or a system of service
control.

Requirement Pozadavek
Need or expectation that is stated, generally implied or obligatory.

Residual data Zbytkova data

Data left behind in a data medium after the erasure of a file or part of it. It need not
be, however, only data left after the erasure of disc files; unwanted residual data can
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be left on the local computer, for example, even by work using a remote connection
(VPN). It could be data collected (into a cache), for example, of an application.

Residual risk Zbytkové riziko
Risk remaining after risk management (treatment).

Resilience of a system Odolnost systému

The ability of an organisation, system or computer network to withstand without any
harm any attempt of disruption. The resilience of a system is its capability to operate
reliably without regard to impacts from the outside. A system with such a capability
behaves effectively if some of its parameters have a random character and are
different from the supposed ones.

Review Prezkoumani

Activity undertaken to determine the suitability, adequacy and efficiency of the
subject matter to achieve established objectives.

Review object Pifedmét prezkoumani
A specific entity, object, person and other, subject to review.

Review objective Cile pfezkoumani
Statement giving the reason for review.

Risk Riziko

(1) Danger, the possibility of damage, loss, failure.

(2) Effect of uncertainty on objectives.

(3) Possibility that a certain threat would utilise the vulnerability of an asset or
group of assets and cause damage to an organization.

Risk acceptance Piijeti rizika
Informed decision to take a particular risk.

Risk analysis Analyza rizik
Process of understanding, identifying risk, and determining the level of risk.

Risk assessment Posuzovani rizika

Overall process of risk identification, risk analysis and risk evaluation. See also Risk
analysis.

Risk attitude Postoj k riziku

Approach of an organisation towards assessing risk and, also, dealing with risk,
sharing risk, taking over or refusal of risk.
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Risk avoidance Vyhnuti se riziku
Decision not to allow an involvement into risk situations, or to exclude these.

Risk communication Komunikace rizika

Exchange or sharing of information between the decision-maker and other
participating parties.

Risk criteria Kritéria rizika

Terms of reference against which the significance of risk is evaluated.
Risk estimation Odhad rizika

Process to determine values of probability and consequences of risk.

Risk evaluation Hodnoceni rizik

Process of comparing the results of risk analysis with risk criteria to determine
whether the risk and/or its magnitude is acceptable or tolerable. See also Risk
Analysis.

Risk identification Identifikace rizik
Process of finding, recognising, and describing risks.

Risk management Rizeni rizik

(1) Coordinated activities to direct and control an organisation with regard to risks.
(2) An integral part of every decision-making process within an organization. A
continuous activity aimed at reducing the likelihood of risks occurring or minimizing
their impact. The purpose of risk management is to prevent problems or negative
phenomena, i.e., to avoid the emergence of issues and thus eliminate the need for
crisis management.

Risk management framework Ramec Fizeni rizik

(1) Set of components providing the fundamentals and organisational arrangement
for the design, implementation, monitoring, re-analysis and continuously
improvement of risk management in the whole organisation.

(2) A controlled process that integrates information security and risk management
activities into the system development life cycle.

Risk management plan Plan Fizeni rizik

Scheme in the framework of risks specifying access, parts of management and
sources to be used for risk management.

Risk management policy Politika Fizeni rizik
Statement on the overall intentions and direction of an organisation related to risk
management.
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Risk management process Proces Fizeni rizik

Systematic application of management policies, procedures and practices to the
activities of communicating, consulting, establishing the context and identifying,
analysing, evaluating, treating, monitoring and reviewing risk.

Risk owner Vlastnik rizika
Person or entity with the accountability and authority to manage a risk.
Risk profile Profil rizik
Description of any set of risks.

Risk reduction Redukce rizik

Activity to lower the probability and lessen negative consequences, or both of these
parameters linked to risk.

Risk retention Podstoupeni rizik

Accepting the burden of a loss or benefit from profit ensuing from a certain risk.
Risk scenario Scénaf rizika

Sequence or combination of events leading from the initial cause to the unwanted
consequence.

Risk source Zdroj rizika

Element, which either alone or in combination with other elements, has the internal
capability to cause a risk.

Risk transfer Prenos rizik

Sharing of costs with another party or sharing of benefits from profit flowing from
risk.

Risk treatment Zvladani rizika, oSetieni rizika

Process to modify (change) risk.
Role Role

Aggregate of specified activities and necessary authorisations for a subject
operating in the information or communication system.

Role-based access control (RBAC) Rizeni p¥istupu dle roli

Access control based on access permissions to objects, which are assigned as
attributes to specific roles.
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Rootkit Rootkit

Programmes making it possible for insidious software to mask its presence in
a computer. Thus, they can hide from the user selected running processes, files on
disc or other system data. They exist for Windows, LINUX and UNIX.

Router Smérovac, router

A network device that is used to establish and control the communication between
different networks by selecting paths or routes based upon routing protocols and
algorithms. Common uses for routers include connecting a LAN to a WAN and
connecting MTUs and RTUs to a long-distance network medium for SCADA
communication.

Bezpecnostni pristrojovy systém
(SIS)

A system that is composed of sensors, logic solvers, and final control elements whose
purpose is to take the process to a safe state when predetermined operational
conditions are violated. Often also called emergency shutdown system (ESS), safety
shutdown system (SSD), and safety interlock system (SIS).

Sandbox Sandbox

Security mechanism serving to separate running processes from the operating
system proper. It is used, for example, for testing suspicious software.

Sanitize Vydistit

A process to remove information from media such that data recovery is not possible
at a given level of effort.

SCADA SCADA

(1) Supervisory control and data acquisition;

(2) Cyber security of the industrial controlling systems.

SCADA server / Master Terminal Unit SCADA server / Master terminal
(MTU) unit

A device (master) that controls RTU and PLC placed in production (slave).

Safety Instrumented System (SIS)

Scam Podvod
Fraud or confidence trick.

Script Skript

Set of instructions written in some formal language, which control the workings of
devices, programme or system.

Secret (proprietary) algorithm Tajny (proprietarni) algoritmus
An algorithm which is kept secret. Its author and guarantor can be a state institution,

and it may be targeted for use exclusively for state bodies. However, the owner of
the proprietary algorithm can be a private company which developed it and uses it
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in its products. The security of these algorithms may be evaluated by a state
institution or an independent laboratory and is usually attested to by a certificate.
Even these algorithms can be based on standards. A potential enemy has no
information about the algorithm for a targeted attack.

Secret key Tajny kli¢

An encryption key used in symmetric cryptography. It is used both to encrypt and
decrypt data. It is a (shared) secret to be shared by any party authorised to encrypt
and decrypt data. This is the reason why the key must be kept secret — hence secret
key.

Sector criteria Odvétvova Kritéria
Technological or operational values to determine an element of critical
infrastructure in the sectors of energy, water management, food and agriculture,
health, transport, communication and information systems, financial market and
currencies, emergency services and public administration.

Secure Boot Bezpecné spusténi

A mechanism ensuring that a device boots only trusted code.

Secure Enclave Bezpecnostni zona

An isolated environment within a processor for secure handling of sensitive data.
Secure shell (SSH) Bezpedény shell

A protocol that provides secure remote login utilising an insecure network.

Secure socket layer (SSL) Secure socket layer

Protocol or a layer inserted between the transport layer (e.g. TCP/IP) and the
application layer (e.g. HTTP) which enables communication security by encryption
and authentication of the communicating parties.

Security Bezpecnost

Property of an element (e.g. an information system) which is at a certain level
protected against losses, or also a state of protection (at a certain level) against
losses. IT security covers protection of confidentiality, integrity and availability
during processing, storage, distribution and presentation of information.

Security account manager Spravce bezpecnosti ucti

Administrator for securing the accounts in the Windows operating system, e.g.
a database, where user passwords are kept (passwords in Windows NT operating
system may be kept, for example, in the directory c:\\winnt\repair and
c:\\winnt\config).
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Security aims Bezpedénostni cile
State of security which the given system or product has to reach.

Security assurance Bezpeénostni dohled

(1) The confidence that a system meets the requirements for security best practices
and is resilient against known vulnerabilities.

(2) Level of confidence that an organization's information security measures are
sufficient and effective in managing security risks. It involves a combination of
processes, assessments, audits, and testing to ensure that security controls, policies,
and procedures are implemented correctly and are functioning as intended. Security
assurance helps to demonstrate that an organization can maintain the
confidentiality, integrity, and availability of its information assets, and that it
complies with relevant security standards and legal requirements. It also provides
ongoing assurance that the organization's security posture is resilient against
evolving threats and vulnerabilities.

Security audit Bezpecnostni audit

Independent revision and analysis of records in the data processing system as well
as activities for testing of the suitability of system controls, checking compliance
with accepted security policy and operational procedures, detection of security
infringements and recommendation for any indicated changes in the control,
security policy and procedures. Independent testing of the information system
activity and records thereof. The objective is to determine if checks are appropriate
if there is compliance with security policy, the recommendation of eventual changes
in the system of countermeasures. As a rule, it is done by an external or an internal
auditor.

Security authority Bezpeénostni autorita

The entity accountable for the administration of security policy within the security
domain.

Security category Bezpecnostni kategorie
Grouping of sensitive information used when controlling data access.

Security classification Bezpecnostni klasifikace

Determining the appropriate specific level of protection for access to certain types
of data and information (documents) that require a designated level of protection,
such as confidential, secret, or top secret.

Security clearance Bezpeénostni provéieni
Clearance given to an individual for accessing data or information on or below the
specified security level.
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Security domain Bezpe¢nostni doména
A group of users and systems subject to a common security policy.

Security event Bezpedénostni udalost

Event, which may result in or cause the infringement of information systems and
technologies and rules defined for the protection (security policy).

Security filter Bezpeénostni filtr

Trusted computer system enabling security policy for data passing through the
system.

Security gateway Bezpeénostni brana

Point of connection between networks, or between subgroups within networks, or
between software applications within different security domains intended to protect
a network according to a given security policy.

Security incident Bezpecnostni incident

Infringement or an imminent threat of infringement, of security policies, security
principles or standard security rules of operation for the information and
communication technologies.

Zvladani bezpecnostnich
incidentu

Actions of detecting, reporting, assessing, responding to, dealing with, and learning
from information security incidents.

Security incident management

Sprava informaci a udalosti o

Security information and event bezpefnosti /  Management
management (SIEM) bezpecnostnich  informaci a
udalosti

A system whose task is to acquire, analyse and correlate data — events in the network.
SIEM systems combine the methods of detection and analysis of abnormal events in
the network, provide information usable for network management and operated
services.

Security level Bezpedénostni turoveii
Combination of a hierarchic security classification and security category,
representing sensitivity of an object or security clearance of an individual.
Security Management Centre (SMC) Sti‘edisko spravy kli¢i
Organisation body that ensures the management of cryptographic keys and the
configuration of cryptographic devices in a network. The centre generates
cryptographic keys for the cryptographic devices in a network, provides for their

electronic distribution and implements strategy for communication of cryptographic
devices in the network.
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Security manager Bezpec¢nostni manaZer

Employee role responsible for overseeing overall security within the organization,
with defined responsibilities and authorities.

Security measures Bezpecénostni opatieni

The management, operational, and technical measures (i.e., safeguards or
countermeasures) prescribed for an information system to protect the
confidentiality, integrity, and availability of the system and information in it.
Bezpecnostni opatieni -
protiopatieni

An action, device, procedure, or technique that reduces a threat, vulnerability, or an
attack: (1) by eliminating or preventing it, (2) by minimising the harm it can
cause, (3) or by discovering and reporting it so that corrective action can be taken.
Bezpecnostni opatieni -
zabezpeceni

Protective measures to ensure security requirements put on the system. May vary in
character (physical protection of equipment and information, personnel security —
checking of employees, organisational measures — operational rules, and similar).

Security Plan Plan bezpec¢nosti

A formal document that provides an overview of the security requirements for an
information system and describes the implemented or planned technical and
organizational security measures that meet these requirements.

Security policy Bezpecnostni politika

Rules, directives and procedures that govern the management, protection and
distribution of information assets, including sensitive information, within an
organisation and its systems, particularly those which impact the systems and their
elements.

Security policy of an organisation Bezpeénostni politika organizace

Security measures-countermeasures

Security measures-safeguards

Set of security rules, procedures and recommendations for an organisation.

Security policy of network Bezpecnostni politika sité

A set of security statements, policies, and examples that explain the organization's
approach to utilizing its network resources and establish a framework for securing
the network infrastructure.

Security requirements Bezpecnostni poZadavky
Security criteria applied to an information system, derived from applicable legal

regulations, instructions, mandatory standards and norms, and internal regulations
of the organization. The environment in which the system operates and the mission
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it fulfills, necessary to ensure the confidentiality, availability, and integrity of the
information processed within the system.

Security roles Bezpedénostni role

Defined roles in accordance with the law on cyber security (examples: committee to
manage cyber security, cyber security manager, cyber security designer, guarantor
of assets) which define responsibilities linked to cyber security management.

Security software disabler Security software disabler
It blocks software to secure the PC (Firewall, Antivirus).

Security standards Bezpednostni standardy

Set of recommendations and general principles to define, maintain and improve
information security inside an organisation.

Security threat Bezpecnostni hrozba
See Threat
Security vulnerability Bezpecénostni zranitelnost

Intentional error or unintended defect or software error in general or in the
firmware of the communication infrastructure equipment, which may be used by a
potential attacker for harmful activity. These vulnerabilities are either known or
published but yet untreated by the manufacturer, or hidden and undetected. In case
of hidden vulnerabilities, it is important whether these are detected sooner by the
attacker, manufacturer, security analyst or user. Security vulnerabilities are
therefore potential security threats. Security vulnerabilities can be eliminated by
consequential security patches for the system.

Sensitive information Citliva informace

Any information whose disclosure, modification, destruction, or loss may cause
harm to an individual, organization, or the state, and therefore must be protected in
accordance with legal, contractual, or organizational requirements.

Sensitivity Citlivost

Measure of importance assigned to information by the owner of the information,
describing the need for protection.

Sensor Senzor, ¢idlo

A device that measures or reads some specific physical property or value and
converts it into an electrical or optical signal, which can be evaluated by an observer
or instrument.

Server Server

Computer system or programme that provides services to other computers or
programmes.
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Server cluster Serverova farma

Group of network servers used to increase the efficiency of internal processes by
distributing load among individual linked components to speed up computing
processes by using the power of more servers. When one server in the farm fails,
another one can replace it.

Service Sluzba

(1) Activity of the information system meeting the given requirements
of an authorised subject related to the function of the operating system.
(2) Means of delivering value to users by facilitating results users want to achieve
without the ownership of specific physical or logical resources and the risks related
to ownership.

Service component Prvek sluzby

Independent component of a service which, when united with other components
provides the whole service.

Service continuity Kontinuita sluZeb

Capability to manage risks and events which could seriously impact services, with
the objective of providing continuous services at the agreed levels.

Service level agreement (SLA) Smlouva o trovni sluZzeb

A contract between the service provider and the service recipient that defines the
parameters of technical support and the parameters of the service provided,
including how they are measured and the consequences that result from the service
provider's failure to comply with them.

Service level declaration (SLD) Prohlaseni o urovni sluzeb

Specification of the offered services, which may change on the basis of individual
agreements according to the actual needs of individual customers. Hence, a more
detailed SLA. See SLA.

Service management Rizeni sluzeb

Set of capabilities and processes to manage and control the activities and sources of
the service provider for the design, handover, delivery and improvement of services
so that the requirements placed on them be met.

Service pack Aktualiza¢ni balik

Collection (pack) of several updates, which could all be installed at the same time.

Service provider Poskytovatel sluzby
Any natural or legal person providing any of the services of the information society.
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Service request Zadost o sluzbu

Request for information, advice, access to service, or for a previously agreed
change.

Service requirement Pozadavky na sluzbu

Needs of customers and users of services, including requirements for the service
level and the needs of a service provider.

Service set identifier (SSID) Identifikator bezdratové sité
Unique identifier (name) of every wireless (WIFI) computer network.

Servo Valve Servo ventil

An actuated valve whose position is controlled by an actuator.

Sexting Sexting

Electronic distribution of text messages, photography or videos with sexual content.
These materials often originate in partner relations. Such materials, however, may
represent a risk that one partner, out of various motives, would publish photography
or videos of the other partner.

Sextortion Sextortion

A form of online extortion where the attacker threatens to release intimate or
compromising photos or videos of the victim unless certain demands, usually
financial, are met. This type of extortion may involve threats to publish personal
materials obtained through fraud or without the victim's consent, using methods such
as email, social media, or other online channels.

Shared secret Sdilené tajemstvi

Secret used in authentication of an entity that is known only to the entity and the
verifier.

Shareware Shareware

Freely distributed software protected by copyright. In case the user decides to use
this software longer than the author permits, the user is obliged to satisfy conditions
for use. These can be, for example, payment of a certain financial amount, user
registration, etc.

Sharing Sdileni

Possibility to have a portion at the same time of one or more information sources,
memaory or devices.

Shred Skartovat

Destroy the medium by cutting or breaking it into small pieces.
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Side-channel attack Utok postrannim kanalem

An attack based on information gained from the physical implementation of a
cryptosystem, rather than on the brute force or theoretical weaknesses in the
underlying algorithm. A Side-channel attack may use, for example, timing
information, power consumption, or electromagnetic emissions.

Significant cyber threat Vyznamna kyberneticka hrozba

A cyber threat which, based on its technical characteristics, can be assumed to
have the potential to seriously affect the networks and information systems of a
particular entity or its service users by causing significant material or non-material
damage (NIS2 Directive).

Signing Podepisovani

Signature generation process that takes a message and a signing key of a signer to
produce a signature.

Jednoduchy protokol pro prenos
e-maila

Internet protocol for the transmission of messages of electronic mail. It describes
communication among mail servers.

Simple Network Management Protocol Simple Network Management
(SNMP) Protocol

The basic TCP/IP protocol for network management. Network administrators use
SNMP to monitor and map network availability, performance, and error rates.

Simulation Simulace

Use of a data processing system to extract selected properties in the behaviour of a
physical or abstract system.

Simple mail transfer protocol (SMTP)

Ridici jednotka s jednou
smyckou
A controller that controls a very small or critical process.

Single Loop Controller

Single-sign-on identity, SSO identity Jednotna identita

Identity that includes a single identity assertion that can be verified by a relying
party in multiple domains.

Smart Contracts Chytré smlouvy

A protocol or software (based on blockchain) that ensures, verifies, or enforces the
negotiation or execution of a contract or agreement. Blockchain-based programs
that automatically perform and enforce the terms of a contract without the need for
a third party. Smart contracts are programs and protocols that define the principles
and conditions for executing transactions between two or more parties.
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Smart Grid Inteligentni sit’

A power electrical and communications network that allows real-time control of
power generation and consumption, both locally and globally.

Smishing SMS phishing

A fraudulent technique in which an attacker sends fake SMS messages to trick the
recipient into providing sensitive information (e.g., login credentials, payment
details) or downloading malicious software. These messages often impersonate
trusted institutions, such as banks, postal services, or government agencies, and
contain links to fraudulent websites or instructions to perform a specific action.

Sniffer Sniffer

Programme for the eavesdropping of all the protocols which a computer
receives/sends (it is used, for example, for eavesdropping of access names
or passwords, numbers of credit cards).

Social engineering Socialni inZenyrstvi
Manipulation of people to obtain sensitive information or gain access to systems.

Social network Socialni sit’

An interconnected group of people who interact. It is formed by interests, family ties
or other reasons. This idea is at present often used in connection with internet and
the onset of webs which are directly targeted at social networks (Facebook, Lideé.cz
etc.), social networks can also form in interest communities around certain web sites,
for example at their forums.

Software Software (programové vybaveni)

Set of programmes used in a computer which execute data processing or a concrete
task. The software can be further subdivided into a) system software — input/output
devices, operating systems or graphics operation systems; b) application software —
applications, simple utilities or complex programming systems; c) firmware —
hardware control programme.

Software as a Service (SaaS) Software jako sluzba

The capability provided to the consumer to use the provider’s applications running
on a cloud infrastructure. The applications are accessible from various client
devices through either a thin client interface, such as a web browser (e.g. web-based
email), or a program interface. The consumer does not manage or control the
underlying cloud infrastructure including network, servers, operating systems,
storage, or even individual application capabilities, with the possible exception of
limited user-specific application configuration settings.
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Software piracy Softwarové piratstvi
Unauthorised use, copying or distribution or software.

Spam NevyZadana poSta

Unsolicited mail such as commercials, or another unsolicited message, usually of a
commercial character, which is distributed on the Internet. Most often these are
offers for aphrodisiacs, medicaments or pornography. Unless the system is
adequately protected, unsolicited mail can make up a substantial part of the
electronic correspondence.

Hromadné rozesilani
nevyzadané posty

Mass distribution of unsolicited messages by electronic means — most often by
electronic mail.

Spanning Tree Protocol (STP) Protokol kostry grafu

The Spanning Tree Protocol (STP) is a network protocol that ensures a loop-free
topology for any bridged Ethernet local area network. The basic function of STP is
to prevent bridge loops and the broadcast radiation that results from them. Spanning
tree also allows a network design to include spare (redundant) links to provide
automatic backup paths if an active link fails, without the danger of bridge loops, or
the need for manual enabling/disabling of these backup links.

Spamming

Spear phishing (rybarieni
oStépem)

More sophisticated attack than Phishing, which uses prior obtained information
about the victim. Thanks to a more focused targeting on a concrete user this method
attains higher effect than a standard attack of the Phishing type. See Phishing.

Spoofing Umyslné oklamani, podvrZeni
Activity with the objective of deceiving (misleading) a user or operator usually by
sporting a false identity.

Spyware Spyware

The programme, which secretly monitors the behaviour of an authorised computer
or system user. The findings are sent by these programmes continuously (e.g. at
every startup) to the subject which created the programme or distributed it. Such
programmes are frequently installed on the target computer together with another
programme (utility, computer game). However, they bear no relation to it.

SQL injection SQL injection
Injection technique, which abuses security errors occurring in the database layer of
an application. This security error manifests itself by infiltrating unauthorised

Spear phishing
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characters into an SQL command of an authorised user, or by taking over user
access, to execute the SQL command.

State of cyber emergency Stav kybernetického nebezpeci

A State of cyber emergency refers to a situation or condition in which information
security in information systems, or the security of services or electronic
communications networks, is endangered on a large scale. As a result, it may lead
to a breach of, or pose a threat to, the interests of the Czech Republic as defined by
the law governing the protection of classified information. (According to the
Cybersecurity Act No. 181/2014 Coll.)

Statement of applicability Prohlaseni o aplikovatelnosti

Documented statement describing the objectives of measures and the measures,

which are relevant and applicable for the ISMS of a given organisation. From the
point of view of the Cyber Security Ordinance, a documented statement containing
an overview of the security measures required by this Ordinance that (a) have not
been applied, including justification, (b) have been applied, including the method of
implementation.

Statistical Process Control (SPC) Statistické Fizeni procesi
The use of statistical techniques to control the quality of a product or process.

Steady State Ustaleny stav

A state when a specific property, such as value, speed, periodicity, or amplitude,
exhibits only negligible change over an arbitrarily long period.

Stealth Obtizna zjistitelnost
Prevention or limitation of object's identification.

Storage Area Network (SAN) Sit’ uloZisté

Network whose primary purpose is the transfer of data between computer systems
and storage devices and among storage devices. Note: A SAN consists of a
communication infrastructure, which provides physical connections, and a
management layer, which organizes the connections, storage devices, and computer
systems so that data transfer is secure and robust.

Stream Cipher Proudova Sifra

Symmetric encryption system with the property that the encryption algorithm
involves combining a sequence of plaintext symbols with a sequence of keystream
symbols one symbol at a time, using an invertible function. Two types of stream
cypher can be identified: synchronous stream cyphers and self-synchronous stream
cyphers, distinguished by the method used to obtain the keystream.
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Structure text (strukturovany
text)

IEC 61113-3 PLC programming language. It is most similar to traditional
programming languages. This is a classical representation of syntactic composite
commands.

Structured query language (SQL) SQL

Structure text

Structured query language used to work with data in relational databases.

Stuxnet Stuxnet

Computer worm created to attack industrial control systems of the SCADA type used
to control large industrial enterprises, for example, factories, power generating
plants, product lines and even military objects.

Subject Subjekt
In computer security, an active entity which can access objects.

Subject of critical infrastructure Subjekt kritické infrastruktury

The operator of an element of critical infrastructure; if it is an operator of an element
of the European critical infrastructure, the operator is considered to be a subject of
the European critical infrastructure.

Subnet Podsit’
Segment of a network that shares a common address component.

Supervisory Control Dispecerské Fizeni

Control process when the output of one control unit or computer is used as input to
another control unit. See Control Server.
Supervisory control and data acquisition
(SCADA)

A computer system for dispatcher control and data acquisition. It could be industrial
control systems or computer systems for monitoring and process control. The
processes could be industrial ones (e.g. electrical energy generation, manufacture
and purification of fuel), infrastructural (e.g. treatment and distribution of drinking
water, taking away and purification of sewage, oil and gas pipes, civilian systems of
antiaircraft defence — sirens, and large communication systems), and facilities (e.g.
airports, railway stations and hubs).

Supplier Dodavatel

Organization or an individual that enters into agreement with the acquirer for the
supply of a product or service. Note: Other terms commonly used for supplier are
contractor, producer, seller, or vendor. The acquirer and the supplier can be part of
the same organization. Types of suppliers include those organizations that permit
agreement negotiation with an acquirer and those that do not permit negotiation

Dispecerské fizeni a sbér dat
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with agreements, e.g. end-user license agreements, terms of use, or open-source
products copyright or intellectual property releases.

Supply chain Dodavatelsky ietézec

Set of organizations with linked set of resources and processes, each of which acts
as an acquirer, supplier, or both to form successive supplier relationships
established upon placement of a purchase order, agreement, or other formal
sourcing agreement. Note: A supply chain can include vendors, manufacturing
facilities, logistics providers, distribution centres, distributors, wholesalers, and
other organizations involved in the manufacturing, processing, design and
development, and handling and delivery of the products, or service providers
involved in the operation, management, and delivery of the services. The supply
chain view is relative to the position of the acquirer.

Symmetric Algorithm Symetricky algoritmus

Encryption algorithm which uses the same cryptographic key for both encryption
and decryption. This key must be available only to the sender and the recipient, and
this is why this key is denoted as a ,,secret key “.

Symmetric Cryptography / Cryptographic
technique

A cryptographic technique that uses the same secret key for both the originator's and
the recipient's transformation. Note: Without knowledge of the secret key, it is
computationally infeasible to compute either the originator's or the recipient's
transformation.

SYN-cookies SYN-cookies

Element of defence against a flooding by packets in the TCP protocol with the
attribute SYN. See SYN-Flood.

SYN-flood SYN-flood

Cyber-attack (Denial of Service type) on a server by flooding with packets in the
TCP protocol. The attacker sends a flood of TCP/SYN packets with a forged heading
of the sender. The server accepts every such packet as a normal request for a
connection. The server then sends out the SYN-ACK packet and waits for the ACK
packet. This however never arrives as the heading of the sender was forged. Such a
semi-open request blocks out, for some time, other legitimate requests for a
connection. See DoS, DDoS, SYN-cookie.

System administrator Spravce systému
Person responsible for the management and maintenance of a computer system.

Symetricka kryptografie
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System Integrity Integrita systému

Quality of a data processing system fulfilling its operational purpose and at the same
time preventing unauthorised users from making changes in resources or from using
the resources or from improper use of these. Property that a system performs its
intended function without disruption, without intentional or accidental non-
automated system manipulation.

Tampering Manipulovani

Act of deliberately making or allowing change(s) to digital evidence (i.e. intended
or purposeful spoliation).

TCP SYN flood Zahlceni TCP SYN

Type of a DDoS attack, it sends a flood of TCP/SYN packets with a forged heading
of the sender. Each such packet is accepted by the server as a normal request for a
connection. Server then sends out a TCP/SYN-ACK packet and waits for TCP/ACK.
This however never arrives as the user heading was forged. Thus, a half-open
request blocks, for some time, other legitimate requests for a connection.
Technical Measures Technicka opati‘eni

The security measures or countermeasures for an information system that are
primarily implemented and executed by the information system through mechanisms
contained in the hardware, software, or firmware components of the system.
Temperature Sensor Teplotni sensor, ¢idlo

A sensor that reads the temperature of the environment and issues an electrical
signal related to its temperature.

TEMPEST TEMPEST

Codename by the US National Security Agency to secure electronic communications
equipment from compromising emanations, which, if intercepted and analysed, may
disclose the information transmitted, received, handled, or otherwise processed.

TERENA TERENA

Trans-European Research and Education Networking Association, a European
international organisation supporting activities in the area of internet,
infrastructures and services in the academic community.

TF-CSIRT TF-CSIRT

International forum enabling the cooperation of CSIRT teams on a European level.
It is divided into two groups — a closed one, which is open only to accredited teams,
and an open one, which is accessible to all parties interested in the CSIRT teams'
work. TF-CSIRT is one of the activities of the TERENA international organisation.
Working group TF-CSIRT meets usually several times per year.
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Third party Treti strana

Person or organisation independent both of the person or the organisation which
submits the object to be judged for compliance (product, service) and also
independent of the purchaser of the object.

Threat Hrozba

Potential cause of an unwanted incident, which may result in damage to a system or
organisation.

Threat agent Pivodce hrozby
Originator and/or initiator of deliberate or accidental man-made threats.

Threat analysis Analyza hrozeb

Examining activities and events that could negatively impact the quality of provided
services in IT areas (data processing and transmission systems) and/or the data
itself.

Threat Event Udalost hrozby

An event or situation that has the potential for causing undesirable consequences or
impacts.

Threat Source Zdroj hrozby

The intent and method targeted at the intentional exploitation of a vulnerability or a
situation or method that may accidentally trigger a vulnerability.

Time-stamp Casové razitko

A time parameter that marks a specific moment relative to a common reference time,
digitally signed by the timestamp authority.

Time-stamping authority (TSA) Autorita ¢asového razitka

Trusted third party that has been entrusted with providing timestamping services.
This service provides evidence (a timestamp) that a data item existed before a certain
point in time.

Time-stamping service Sluzba ¢asového razitka
Service providing evidence that a data item existed before a certain point in time.
Tokenization Tokenizace

The process of replacing sensitive data with randomly generated tokens.

Top level domain (TLD) Doména nejvyssi irovné

This is the internet domain at the highest level in the tree of internet domains. In the
domain name, top-level domain is given at the end (e.g. in nic.cz, CZ is the top-level
domain). Top-level domains are fixed by the internet standards organisation IANA:
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a) National TLD (country-code TLD, ccTLD) unites domains in one country. Their
name has two letters, with exceptions corresponding to country code per 1SO 3166-
1, e.g. CZ for the Czech Republic; b) Generic TLD (generic TLD, gTLD) is common
for a given type of subjects (e.g. aero, biz, com, info, museum, org,...) not tied to one
concrete country (with exceptions TLD mil and gov which out of historical reasons
are assigned for military and government computer networks in the USA.); c)
Infrastructure TLD used for the internal mechanisms of the internet. At present,
there is just one such TLD: arpa, used by the DNS system.

Top management Vrcholové vedeni
A person or a group of persons who lead the organisation at the highest level.
Topology Topologie

Topology is a qualitative geometry describing positions of individual elements (for
example: communication nodes).

TOR (anonymity network) TOR (anonymni sit’)

A free software for enabling anonymous communication, often used to access
DarkNet. The name is an acronym derived from the original software project name
The Onion Router.

Torrent Torrent

A file with the extension .torrent, which contains information about one or more files
to be downloaded. See BitTorrent.

Analyza sitévého provozu /
komunikace

Simple and advanced mathematical and visual methods for the analysis of data
traffic TCP/IP in a computer network.

Transition Prechod

Activity related to a shift of new or altered service into or out of the operational
environment.

Transmission control protocol (TCP) Transmission control protocol

A basic protocol from the protocol set of the Internet; more precisely it represents
the transport layer. Using the TCP, applications on interconnected computers can
link up and transmit data over the links. The protocol guarantees a reliable delivery
as well as delivery in the right order. TCP also differentiates data for multiple
concurrently running applications (e.g. a web server and email server) running on
the same computer. TCP is supported by many of the application protocols and
applications popular on the Internet, including WWW, email and SSH.

Traffic analysis
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Transport layer security (TLS) Bezpecnost transportni vrstvy

A cryptographic protocol that provides communication security over the Internet. It
uses asymmetric cryptography for authentication of key exchange, symmetric
encryption for confidentiality and message authentication codes for message
integrity. Several versions of the protocols are in widespread use in applications
such as web browsing, electronic mail, Internet faxing, instant messaging and voice-
over-IP (VolP).

Transport layer security (TLS) Transport layer security

A cryptographic protocol that provides communication security over the Internet.
They use asymmetric cryptography for authentication of key exchange, symmetric
encryption for confidentiality and message authentication codes for message
integrity. Several versions of the protocols are in widespread use in applications
such as web browsing, electronic mail, Internet faxing, instant messaging and voice-
over-IP (VolP).

Triple DES 3DES

A block symmetric encryption algorithm based on the triple application of the DES
standard. It could be used in the form of EDE (K1, K2, K3) using key lengths of 168
bits or (K1, K2, K1) with the key length of 112 bits.

Trojan horse, trojan Trojsky kun
A programme, which performs a useful function on the surface, but in reality, also

has some hidden harmful function. The trojan horse does not replicate itself; it is
distributed thanks to the visible utility it provides.

Trust Service Provider Poskytovatel sluZeb divéry

According to the eIDAS regulation, a trust service provider is a natural or legal
person offering one or more trust services. These services may include, for example,
the issuance, verification, or preservation of electronic signatures, seals, or
timestamps.

Trusted computer system Divéryhodny pocitacovy systém
Data processing system having sufficient computer security to allow for
a concurrent access to data to users with different access rights and to data with
different security classification and security categories.

Trusted introducer Trusted introducer

The authority uniting European security teams of the type CERT/CSIRT. At the
same time, it also helps in creating the CERT/CSIRT teams and provides for their

accreditation and certification. It is operated by the TERENA organisation. See
TERENA.
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Trusted third party (TTP) Duvéryhodna tieti strana

A trusted third party is an entity in cryptography that facilitates interaction between
two parties who trust it. A trusted third party allows transactions between the parties
to be secured, making it impossible to forge fraudulent electronic messages or other
data.

Two-Factor Authentication (2FA) Dvou-faktorova autentizace
A security process that requires two different methods of verifying a user's identity.

UDP flood Zahlceni UDP

A type of an attack using the User datagram protocol (UDP). The attacker sends out
an unspecified humber of packets to a random port of the system of the victim.
Receiving system of the victim is unable to determine which application requested
such a packet, which generates an ICMP packet of undeliverability of the UDP
packet. If more UDP packets arrive in the receiving port of the victim, the system
may collapse.

Unauthorised Access Neautorizovany pristup

A logical or physical access without permission to a network, system, application,
data, or other resources.

Unidirectional Gateway Jednosmérna brana

A device consisting of hardware and software. The hardware permits a
unidirectional data flow from one network to another, while data transfer in the
opposite direction is physically impossible. The software part replicates databases
and emulates protocol servers and devices.

Uniform resource locator (URL) Jednotny lokator zdroju

Source identifier describing the location of a concrete source, including a protocol,
serving to link to this source. The best known such an example is
http://www.somedomain.somewhere.

Universalni unikatni
identifikator

An identifier standard used in software construction, standardised by the Open
Software Foundation (OSF) as part of the Distributed Computing Environment
(DCE).

URL trojan URL trojan

It redirects infected computers connected via the dial-in Internet connection to more
expensive rates. See Dialer and Trojan Horse.

User Uzivatel

Any natural or legal person using a service of the information society in order to
look for, or make access to, information.

Universal unique identifier (UUID)
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UzZivatelsky datagramovy
protokol

An Internet networking protocol for unconnected communications (RFC 768).
Identifikace uZivatele / ID
uZivatele

Character string or a formula used by a data processing system for user

identification.

User profile Uzivatelsky profil

Description of a user typically used for access control. It may include data such as
user ID, user name, password, access rights and other attributes.

Validation Potvrzeni spravnosti

Confirmation, through the provision of objective evidence, that the requirements for
a specific intended use or application have been fulfilled.

Note 1: Validation is carried out on a process to ensure that it is fit for purpose, i.e.
to ensure that the process, as implemented, produces expected results in a consistent,
repeatable, and reproducible manner.

Valve Ventil

A mechanical device regulating the flow of fluids (gases, fluidised solids, slurry, etc.)
in piping. It may interrupt the flow, regulate its volume and direct it to another
branch of the system. In the Czech mechanical engineering terminology, the vent
also includes taps, slide valves and flap valves.

Verification Provéreni

User datagram protocol (UDP)

User identification / User ID

A demonstrable confirmation that specified requirements have been fulfilled.

Virtual asset Virtualni aktivum

Representation of an asset in the Cyberspace. Note: In this context, currency can be
defined as either a medium of exchange or a property that has value in a specific
environment, such as a video game or a financial trading simulation exercise.

Virtual currency Virtualni ména
Monetary virtual assets.

Virtual local area network (VLAN) Virtualni lokalni sit’

Logically independent network in the framework of one or more devices. Virtual
networks can be defined as the domains of all-directional broadcast (See LAN) with
the objective of making the logical network organisation independent of the physical
network.
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Virtual machine (VM) Virtualni stroj

Software-defined complete execution stack consisting of virtualized hardware,
operating system (guest OS), and applications.

Virtual private network (VPN) Virtualni privatni sit’

A private computer network allowing for the connection of remote users to the target
LAN via the Internet. Security is tackled using an encrypted tunnel between two
points (or among one and several points). The identity of both parties is verified
using digital certificates when making the connection.

Virus Virus

Type of malware spreading from one computer to another by attaching itself to other
applications. Consequently, it may cause unwanted and dangerous activity. Usually,
it has a built-in mechanism for further distribution or mutations.

Virus analysis Analyza pocditac¢ového viru

Complex activity including the analysis of computer virus behaviour (how it spreads,
hides, damage caused by the virus), analysis of virus code, finding of the virus and
its removal from files, or rectification of damage caused by the virus. More also in
Disassembly, Debugger, Tracing, Code emulation.

Virus Definitions Definice vird
Predefined signatures for known malware used by antivirus detection algorithms.

Virus signature Charakteristika (signatura) viru

Unique bit string which sufficiently identifies the virus and which can be used by a
scanning programme to detect virus presence.

Vishing Telefonni phishing

Phishing technique, which uses a false voice automaton (Interactive Voice
Response) with a structure similar to the original banking automaton (""For a change
of password press 1, for connection to a bank advisor press 2'). The victim is usually
asked in an email to call the bank for information verification. Here, sign-on is
requested using a PIN or a password. Some automata subsequently transfer the
victim to contact with the attacker playing the role of a telephone bank advisor,
which allows for other possibilities for questions.

Vulnerability Zranitelnost

(1) A weakness of an asset or control that can be exploited by one or more threats.
(2) A weakness, susceptibility or flaw of ICT products or ICT services that can be
exploited by a cyber threat.
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Vulnerability analysis Analyza zranitelnosti

(1) The process of determining whether a product, service, process, or system
contains  vulnerabilities  and  categorizing  their  potential  severity.
(2) The process of identifying, evaluating, and classifying vulnerabilities in an
organization's information systems. The goal of this analysis is to identify
weaknesses in systems, processes, or technologies that could be exploited by threats,
both internal and external. Vulnerability analysis involves inspecting and testing
various aspects of the information infrastructure, such as software applications,
network environments, and operating systems, to identify security gaps that may be
targeted by attacks. The results of the analysis are used to determine what measures
need to be taken to protect the organization from potential threats.

Vulnerability assessment Hodnoceni zranitelnosti

Process of identifying, quantifying, and prioritising (or ranking) the vulnerabilities
in a system.

Vulnerability management Rizeni zranitelnosti

The cyclical practice of identifying, classifying, remediating, and mitigating
vulnerabilities. This practice generally refers to software vulnerabilities in
computing systems; however, it can also extend to organisational behaviour and
strategic decision-making processes.

Wardriving Wardriving

Searching for insecure wireless WIFI networks by a person sitting in a means of
transport, using a notebook, PDA or smartphone.

Warez Warez

A term from the computer slang denoting copyright-protected creations, which are
treated in violation of the copyright. Warez is sometimes split into gamez (computer
games), appz (applications), crackz (cracks) and also moviez (films). Today, the
most frequent way of distribution is mainly the Internet.

Watchdog timer Casovy hlida¢

An electronic timer that is used to detect and recover from computer malfunctions.
During normal operation, the computer regularly restarts the watchdog timer to
prevent it from elapsing, or "timing out". If due to a hardware fault or program
error, the computer fails to restart the watchdog, the timer will elapse and generate
a timeout signal. The timeout signal is used to initiate corrective action or actions.
The corrective actions typically include placing the computer system in a safe state
and restoring normal system operation.

Web vandalism Webovy vandalizmus

The attack which alters (defaces) web pages or causes a service denial (denial-of-
service attacks).
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Webtapping Odposlech webu

Monitoring of web pages, which may contain classified or sensitive information, and
of people, who have access to them.

White box testing Znalostni testovani

Testing which includes inspection of the implementation details.

White hat White hat

An ethical hacker who is often employed as an expert in computer security,
programmer or network administrator. He or she specialises in penetration tests and
other testing methodologies to ensure IT security in an organisation.

Whitelist Whitelist, bila listina

A list of discrete entities, such as hosts or applications that are known to be benign
and are approved for use within an organisation or information system.

Whois Whois

Internet service to find contact data of the owners of internet domains and IP
addresses.

Wide Area Network (WAN) Globalni sit’

A physical or logical network that provides data communications to a larger number
of independent users than are usually served by a local area network (LAN) and
that is usually spread over a larger geographic area than that of a LAN.

WIFI WIFI

Wireless technology for data distribution ("by air"), suitable for the creation of
network infrastructures in places where the building of a classical cable network is
impossible, difficult or not cost-effective (cultural monuments, sports facilities,
fairgrounds). Suitably located successive points of access along the route from the
transmitter to the recipient are sufficient for data transmission.

WiMax WiMax

Telecommunication technology providing wireless data transmission using various
transmission modes, from point-to-multipoint to completely mobile internet access
for the transmission.

Wireless local area network (WLAN) Bezdratova lokalni sit’

A computer network that links two or more devices using wireless communication
technology within a limited area.

Wireshark Wireshark

Formerly Ethereal. Protocol analyser and packet sniffler, which enables
eavesdropping of all protocols which the computer receives and sends via an
interface. Wireshark can decode the whole packet and show it in a way as sent out
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by the computer. Its advantage is that it is distributed under a free licence
GNU/GPL.

Wiretapping Odposlech

This is any tapping of a telephone transmission or conversation done without the
consent of both parties, by accessing the telephone signal proper.

Workstation Pracovni stanice

Functional unit, usually with specific computing capabilities, having user input and
output devices, such as. a programmable terminal or a stand-alone computer.
World wide web (WWW) Celosvétova sit’
Graphically-oriented service of the Internet — a system of interconnected hypertext
pages using formatted text, graphics, animation and sounds.

Worm Cerv

Autonomous programme (a subset of Malware) capable of creating its copies which,
it then sends out to other computer systems (networks), where these pursue further
activities, they have been programmed for. Often it may serve to detect security holes
in systems or mail programmes.

X.509 X.509

The standard for systems based on the public key (PKI) for simple signatures. X.509
specifies, for example, the format of a certificate, lists of cancelled certificates,
parameters of certificates and methods for checking the validity of certificates.
Zero Trust Zero Trust

A security model based on the assumption that no user or device, whether inside or
outside an organization, is automatically trusted.

Zombie Zombie

Infected computer, which is part of botnet networks.
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Notes:

371



Cyber Security Glossary

372



Vykladovy slovnik kybernetické bezpe¢nosti

Pouzité zkratky / Abbreviations used

Zkratka
Abbreviation

ACI
ACL
AES

AGI
Al
ANI
ALT
APNIC

APT
ARIN

ARP
ASC
ASCII

ASIM

BBg&4

BCM

BCMS

BCP
BIA

BIOS

éesky

Informace fizeni piistupu
Seznam pro fizeni piistupu

Pokrocily Sifrovaci standard

Uméla obecnd inteligence
Umeéla inteligence

Um¢éla uzka inteligence
Alternativni klavesa
Asijsko-pacificka sitova
informacni centra
Pokrocila a trvala hrozba

Americké informacni sitové
centrum

Protokol pro mapovani adres
Opatieni aplika¢ni bezpecnosti
Americky standard pro
kodovani znakt

Automatické monitorovani
vyskytu bezpecnostniho
incidentu

Prvni kvantovy protokol pro
kvantovou distribuci klice

Rizeni kontinuity organizace

Systém fizeni kontinuity
organizace

Plan kontinuity ¢innosti
Analyza dopadt na ¢innosti
organizace

Zakladni vstupné — vystupni
systém

English

Access Control Information
Access Control List

Advanced Encryption
Standard

Artificial General Intelligence
Aritficial Intelligence
Atrtificial Narrow Intelligence
Alternate Key

Asia Pacific Network
Information Centre

Advanced Persistent Threat

American Registry for Internet
Numbers

Address Resolution Protocol
Application Security Control

American Standard Code for
Information Interchange

Automated Security Incident
Measurement

The first Quantum protocol for
quantum key distribution

Business Continuity
Management

Business Continuity
Management System

Business Continuity Plan
Business Impact Analysis

Basic Input Output System
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BSOD
BYOD

CA
CAPTCHA

CAS
cC
CD
CERT

CI
CIK
CIRC

CMDB

CNA
CNE

COBIT

COE
COMPUSEC
COMSEC
CPO

CRA

CRAMM

CSA
CSIRT

Modra obrazovka smrti
Pfines si vlastni zafizeni
Certifikac¢ni autorita

Zcela automatizovany vefejny
Turingtiv test odliSujici
pocitace od lidi

Systém fizeného pfistupu
Creative commons
Kompaktni disk

Skupina pro reakci na
pocitatové hrozby
Konfiguraéni polozka

......

Schopnost pro reakci na
pocitatové hrozby
Konfiguracni databaze

Utok na pocitacovou sit’
Vytézovani pocitaCové sité

Cile pro kontrolu a
technologické informacni
systémy

Centrum excelence
Pocitacova bezpecnost
Bezpecnost komunikaci
Vedouci pro ochranu osobnich
udajt

Akt o kybernetické odolnosti
Metodika fizeni rizik

Akt o kybernetické
bezpecnosti

Skupina pro reakce na
pocitatové bezpecnostni
incidenty

Blue Screen of Death
Bring Your Own Device
Certification Authority

Completely Automated Public
Turing Test to Tell Computers
From Humans

Controlled Access System
Creative Commons
Compact Disc

Computer Emergency
Response Team

Configuration Item

Crypto Ignition Key
Computer Incident Response
Capability

Configuration Management
Database

Computer Network Attack

Computer Network
Exploitation

Control Objectives for
Information and Related
Technology

Centre of Excellence
Computer Security
Communication Security
Chief Privacy Officer

Cyber Resilience Act

CCTA Risk Analysis and
Management Method

Cyber Security Act

Computer Security Incident
Response Team
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CSN
CSp

CVE

CZE
CR
DC

DCE

DCS
DES
DDOS

DMZ
DNS
DNSSEC

DOS
DPI
DRP
DVD
E91

ECC

EDE
EMA
EME
ENISA

ERP
ESI

EU

Ceska statni norma
Poskytovatel sluzby
autoriza¢nich udaji

Spolecny vypis zranitelnosti

Ceska republika
Ceska republika
Datové centrum

Distribuované vypocetni
prostiedi

Distribuovany fidici systém
Data Encryption Standard

Distribuované odmitnuti
sluzby

Demilitarizovana zona
Systém doménovych jmen
Bezpecnostni rozsiteni
systému doménovych jmen
Odmitnuti sluzby

Podrobna inspekce pakett
Plan obnovy po havarii
Digitalni video disk
Kvantovy kryptograficky
protokol

Kryptografie eliptickych
krivek

Rozsitujici datové struktury
Elektromagneticka analyza
Elektromagnetické vyzatovani

Agentura Evropské unie pro
kybernetickou bezpecnost

Podnikovy informacni systém
Elektronicky ulozena
informace

Evropska unie

Czech State Standard
Credential Service Provider

Common Vulnerabilities and
Exposures

Czech Republic
Czech Republic
Data Centre

Distributed Computing
Environment

Distributed Control System
Data Encryption Standard
Distributed Denial Of Service

Demilitarized Zone
Domain Name System

Domain Name System
Security Extensions

Denial Of Service
Deep Packet Inspection
Disaster Recovery Plan
Digital Versatile Disc

Quantum Cryptographic
Protokol

Elliptic Curve Cryptography

Extended Data Structures
Electromagnetic Analysis
Electromagnetic Emanations

European Union Agency for
Cybersecurity

Enterprise Resource Planning

Electronically Stored
Information

European Union
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FIRST

FTP

GAN
GNU
GNUGPL
GPG
GPL

H4H
HMAC
HMI
HSM

HTTP
HTTPS
HW

12P
TANA

ICANN

ICMP
ICQ
ICT

ID

Forum pro bezpecnostni tymy

Protokol pro pfenos soubort
Generativni adversarialni sité

Projekt pro svobodny software

Licence pro svobodny
software

GNU Privacy Guard

Licence pro svobodny
software

Hackers for hire

Kodovani pomoci tajného
klice

Rozhrani pro lidskou interakci

Hardwarovy bezpecnostni
modul

Protokol pro ptenos
hypertextovych dokumenti

Bezpecnostni nadstavba
protokolu pro pienos
hypertextovych dokumenti

Hardware

Anonymni sit’

Utad pro piidélovani &isel na
internetu

Internetova spolec¢nost pro
pfidélovani jmen a ¢isel na
internetu

Internet control message
protocol

Sluzba pro chatovani

Informac¢ni a komunikaéni
technologie

Identifikace

Forum for Incident Response
and Security Teams

File Transfer Protocol

Generative Adversarial
Networks

GNU's Not Unix

GNU General Public License
GNU Privacy Guard

General Public License

Hackers For Hire

Hash-based Message
Authentication Code

Human-Machine Interface
Hardware Security Module

Hypertext Transfer Protocol

Hypertext Transfer Protocol
Secure

Hardware
Invisible Internet Project

Internet Assigned Numbers
Authority

Internet Corporation for
Assigned Names and Numbers

Internet Control Message
Protocol

I Seek You — Instant
messaging service

Information And
Communication Technology

Identification
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IdM
IDPS

IDS
IEC

IED
IETF
IMS

INFOSEC
I0

IP

IPC

IPS

IRBC

IRC
IRT

IS
ISACA
ISBR
ISM
ISMS

ISO

ISOEIC

Rizeni identit

Systémy detekce a prevence
pruniku

Systém detekce priniku

Mezinarodni elektrotechnicka
komise

Inteligentni elektronické
zafizeni

Internetova inZenyrska
pracovni skupina

Systém pro spravu informaci

Informaéni bezpeénost
Informacni operace

Internet protokol

Primyslovy poé¢ita¢

Systém prevence priniku
Pripravenost ICT na zajisténi
kontinuity provozu
Internetové smeénové povidani
Tym pro reakci na incidenty
Informacni systémy
Mezinarodni asociace pro
kontrolu a fizeni informacnich
technologii

Systém fizeni informacni
bezpecnosti

Informaéni bezpe€nostni
management

Systém fizeni informacni
bezpecnosti

Mezinérodni organizace pro
normalizaci

Mezinarodni organizace pro
normalizaci a elektrotechnické
normy

Identity Management

Intrusion Detection and
Prevention System

Intrusion Detection System

International Electrotechnical
Commission

Intelligent electronic device

Internet Engineering Task
Force

Information Management
System

Information Security
Information Operation
Internet Protocol

Industrial Computer
Intrusion Prevention System

ICT readiness for business
continuity

Internet Relay Chat
Incident Response Team
Information Systems

Information Systems Audit
and Control Association

Information Security
Management System
Information Security
Management

Information Security
Management System
International Organization for
Standardization

International Organization for

Standardization / International
Electrotechnical Commission
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ISP

IT

K1

K2

K2

KDC
KEK
KGC
LACNIC

LAN
LDAP

LIR
LTE

LINUX

LIR

MAC

MAC adresa
MAO
MBCO

MES

MFA
MIB

MITM
MS
MS-DOS

MSN

Poskytovatel sluzeb internetu
Informacni technologie

Typ kli¢e pro Sifrovani 1

Typ kli¢e pro Sifrovani 2

Typ klice pro Sifrovani 3
Stredisko distribuce kli¢t

KIi¢ pro Sifrovani klict
Stredisko pro generovani klict
Latinskoamerické a karibské
sitové informacni centrum

Lokalni sit’

Jednoduchy adresarovy
ptistupovy protokol

Lokalni internetovy registr
Dlouhodoby vyvoj (mobilni
sitova technologie)

Operacni systém zaloZeny na
Unixu

Lokalni internetovy registr
Autentizacni kod zpravy
Hardwarova adresa
Maximalni ptijatelny vypadek
Minimalni Groven chodu
organizace

Vyrobni informacni systém

Vice-faktorova autentizace
Databaze fizeni v komunikaéni
siti

Clovek uprostied (typ utoku)
Microsoft

Microsoft Disk Operation
Systém

Microsoft Network

Internet Service Provider
Information Technology
Key Type 1

Key Type 2

Key Type 3

Key Distribution Center
Key Encryption Key
Key Generation Center

Latin America and Caribbean
Networks Information Centre

Local Area Network

Lightweight Directory Access
Protocol

Local Internet Registry
Long Term Evaluation

Linux

Local Internet Registry
Message authentication code
Media Access Control
Maximum acceptable outage
Minimum Business Continuity
Objective

Manufacturing Execution
System

Multi-Factor Authentication
Management Information Base

Man In The Middle
Microsoft

Microsoft Disk Operation
System

Microsoft Network
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MTPD

MTU

NAT
NATO

NATO CCD
COE

NBAD

NCC

NCIRC TC

NCIRT

NIC

NIST

NIST-DSS

NNEC

OCR
OKTE

OLE

OS
OSE

Maximalni ptijatelna doba
naru$eni

Ridici server (Master Terminal
Unit)

Preklad sitovych adres
Severoatlanticka aliance

Kooperativni Spickové
centrum kybernetické obrany
NATO

Detekce anomalniho chovani
sité

Narodni certifikac¢ni centrum
nebo Narodni koordina¢ni
centrum

NATO CIRC — Technické
centrum

Néarodni tym pro reakci na
incidenty

Sitova karta

Narodni institut pro

standardizaci a technologie
(USA)

Systém pro digitalni podpisy
podle NIST

NATO Network Enabled
Capability

Optické rozpoznavani znakt
Odbor kriminalisticko-
technickych expertiz
Objektove orientované
propojeni a vlozeni
Operacni systém

Otevrené bezpecnostni
prostredi

Maximum tolerable period of
disruption
Master Terminal Unit

Network Address Translation
North Atlantic Treaty
Organization

NATO Cooperative Cyber
Defence Centre Of Excellence

Network Behavior Anomaly
Detection

National Certification Centre
or National Coordination
Centre

NATO Computer Incident
Response Capability —
Technical Centre

National Computer Incident
Response Team

Network Interface Card

National Institute of Standards
and Technology

National Institute of Standards
and Technology Digital
Signature Standard

Nato Network Enabled
Capability
Optical Character Recognition

Department of Criminalistics
and Technical Expertise

Object Linking and
Embedding

Operating System
Open Security Environment
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OSF
oT

P2p
PAC

PC
PDA
PET

PGP

PHM
PII

PIN

PKI
PLC

PP
PQC

PRNG
QC

QKD
RBAC

RFC
RIPE

RIR
RMON
RNG

Open software foundation
Operacni technologie
Rovny s rovnym

Programovatelny
automatizaéni kontrolér

Osobni pocitac

Osobni digitalni asistent
Techniky zlepSujici (ochranu)
soukromi

Dost dobré soukromi (v
cestiné se pouziva PGP)
Pohonné hmoty

Osobné¢ identifikovatelné
informace (udaje)
Osobni identifikacéni ¢islo

Infrastruktura vefejnych kli¢a

Programovatelny logicky
kontrolér

Ochranny profil
Post-kvantova kryptografie
Generator pseudonahodnych
Cisel

Kvantova kryptografie
Kvantova distribuce klic¢e
Rizeni piistupu dle roli
Radiové viny

Request for comment

Evropska organizace pro
spravu internetovych
protokolt

Regionalni Internetovy Registr
Monitorovani sité na dalku
Generator nahodnych cisel
Bod obnovy dat

Open Software Foundation
Operational technology
Peer To Peer

Programmable Automation
Controller

Personal Computer
Personal Digital Assistant

Privacy-Enhancing
Technologies

Pretty Good Privacy

Fuels

Personally Identifiable
Information

Personal Identification
Number

Public Key Infrastructure

Programmable Logic
Controller

Protection Profile
Post-Quantum Cryptography

Pseudo-Random Number
Generator

Quantum Cryptography
Quantum Key Distribution
Role-Based Access Control
Radio Frequency

Request For Comment

European IP Networks
(Réseaux IP Européens)

Regional Internet Registry
Remote Network Monitoring
Random Bit Generator
Recovery Point Objective
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RSA
RTO
RTU
SaaS
SAN
SAR

SCADA
SFR

SIEM

SIS

SLA
SLD
SMC
SMS
SMTP

SNMP

SPC
SQL

SSD
SSH
SSID
SSL
SSO
STP
SW

Rivest-Shamir-Adleman
Doba obnovy chodu
Jednotka pro vzdaleny dohled
Software jako sluzba

Sit’ ulozisté

Pozadavky na spolehlivost

Dispecerské fizeni a sbér dat

Pozadavky na funk¢nost
zabezpeceni

Sprava informaci a udalosti o
bezpecnosti / Management
bezpecnostnich informaci a
udalosti

Bezpecnostni piistrojovy
systém

Dohoda o trovni sluzeb
Prohlaseni o trovni sluzeb
Stiedisko spravy klica
Systém ftizeni sluzeb
Jednoduchy protokol pro
pfenos e-maild

Protokol pro spravu sitovych
zafizeni

Statické fizeni procest
Strukturovany dotazovaci
jazyk

Pevny disk na bazi polovodice
Bezpecny shell

Identifikator bezdratové sité
Vrstva zabezpecenych sokettl
Jednotné piihlaseni

Protokol kostry grafu
Software

Rivest-Shamir-Adleman
Recovery Time Objective
Remote Terminal Unit
Software-as-a-Service
Storage Area Network

Security Assurance
Requirements

Supervisory Control And Data
Acquisition

Security Functional
Requirements

Security Information and
Event Management

Safety Instrumented System

Service Level Agreement
Service Level Declaration
Security Management Center
Service Management System
Simple Mail Transfer Protocol

Simple Network Management
Protocol

Statistical Process Control
Structured Query Language

Solid State Drive
Secure Shell

Service Set Identifier
Secure Socket Layer
Single Sign-On
Spanning Tree Protocol
Software
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SYN
SYN-ACK
TCP
TCPACK

TCPSYN

TEMPEST

TERENA

TF-CSIRT

TLD
TLS
TOR
TRNG

TSA
TTP
UDP

Ul
UNIX
URL
[SN
USA
UUID

VA/VM

VM

Pozadavek na synchronizaci
Odpoveéd na pozadavek SYN
Protokol pro fizeni pfenosu
Odpovéd na pienos dat

Pozadavek na synchronizaci v
TCP

Telekomunikacni elektronicky
materidl chranény pred
vyzafovanim nezadoucich
pfenost.

Trans-evropské vyzkumné

a vzdélavaci sitové forum

Pracovni skupina pro tymy pro
reakci na incidenty v oblasti
pocitatové bezpecnosti
Doména nejvy§si trovné
Bezpecnost transportni vrstvy
Anonymni sit’

Generator nahodnych ¢isel

Autorita ¢asového razitka
Dutvéryhodna tieti strana

Uzivatelsky datagramovy
protokol

Uméla inteligence
Operacni systém
Jednotny lokator zdrojti
Spojené staty

Spojené staty americké
Universalni unikatni
identifikator

Hodnoceni zranitelnosti
a fizeni zranitelnosti

Virtualni stroj

Synchronize
Synchronize-Acknowledge
Transmission Control Protocol

Transmission Control Protocol
Acknowledge

TCP Synchronize Request

Telecommunications
Electronics Material Protected
from Emanating Spurious
Transmissions

Trans-European Research
and Education Networking
Association

Task Force for Computer
Security Incident Response
Teams

Top Level Domain
Transport Layer Security
The Onion Router

True Random Number
Generator

Time-Stamping Authority
Trusted Third Party

User Datagram Protocol

Artificial Intelligence
UNIX

Uniform Resource Locator
United States

United States of America
Universal Unique Identifier

Vulnerability Assessment
and Vulnerability Management

Virtual Machine
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VLAN
VPN
WAN
WCDMA

WIFI
WLAN
WwWw
XSS

Virtualni lokalni sit’
Virtualni privatni sit
Sirokopasmova sit’
Sirokopasmovy vicenasobny
ptistup s kodovym délenim
Bezdratova sit’

Bezdratova mistni sit’
Celosvétova sit’

Mezi webové skriptovani

Virtual Local Area Network
Virtual Private Network
Wide Area Network

Wideband Code Division
Multiple Access

Wireless Fidelity

Wireless Local Area Network
World Wide Web

Cross-Site Scripting
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Pouzité zdroje / Sources used

Cesky
CSN  EN ISO 9000 Systémy
managementu kvality — Zakladni

principy a slovnik

CSN EN ISO 19011 Smérnice pro
auditovani systému managementu

CSN ISO/IEC 22301 Spolegenské
bezpecnost — Systémy fizeni kontinuity
organizace — Pozadavky

CSN EN ISO/IEC 27000 Informaéni
technologie — Bezpecnostni techniky —
Systémy fizeni bezpecnosti informaci —
Prehled a slovnik

CSN ISO/IEC 27005 Informacni
technologie — Bezpecnostni techniky —
Rizeni rizik bezpe¢nosti informaci

CSN ISO 31000 Management rizik —
Principy a smérnice

https://www.cybersecurity.cz/ ve verzi
25.10.2011 a29.2.2012

http://www.govcert.cz/ ve verzi 25. 10.
2011

http://www.nic.cz/ ve verzi 01. 03.
2012

http://www.wikipedia.org/ ve verzi 1.
3.2012, 1. 4. 2015, 7.2. 2025
https://en.wikipedia.org/wiki/Quantum
_cryptography

ISO/TEC 20000-1 Informacni
technologie — Management sluzeb —

English
ISO/IEC 9000 Quality management
systems —  Fundamentals and
vocabulary

ISO 19011 Guidelines for auditing
management systems

ISO 22300

ISO 22301 Societal security — Business
continuity management systems -—
Requirements

ISO/IEC 27000 Information
technology — Security techniques —
Information security —management
systems — Overview and vocabulary

ISO/IEC 27005 Information
technology — Security techniques —
Information security risk management

ISO 31000 Risk management -—
Principles and guidelines

https://www.cybersecurity.cz/ in
version 25. 10. 2011 and 29. 2. 2012

http://www.govcert.cz/ in version 25.
10. 2011

http://www.nic.cz/ in version 01. 03.
2012

http://www.wikipedia.org/ in version 1.
3.2012,1.4.2015 and 7. 2. 2025
https://en.wikipedia.org/wiki/Quantum
_cryptography

ISO/IEC 200001 Information
technology — Service management —
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Cést 1: Pozadavky na systém fizeni
sluzeb

ISO/IEC 27003 Informacni
technologie — Bezpecnostni techniky —
Smérnice pro implementaci systému
fizeni informacni bezpecnosti

ISO/IEC 27031 Informacni
technologie — Bezpecnostni techniky —
Smérnice pro pfipravenost informaéni
a komunikacni technologie pro
zabezpeceni kontinuity organizace

ISO/IEC 27033 —  Informacni
technologie — Bezpecnostni techniky —
Bezpecnost sité

ISO/IEC 27039 —  Informacni
technologie — Bezpecnostni techniky —
Vybér, uvedeni do chodu a provoz
systému pro zjisténi vniknuti

CSN ISO/IEC 27032 Informaéni
technologie - Bezpecnostni
technologie  — Smérnice  pro

kybernetickou bezpecnost

ITIL® vykladovy slovnik v &esting,
v1.0, 29. Cervence 2011 zaloZen na
vykladovém slovniku v anglictiné v1.0
z29.7.2011

ISO/IEC JTC 1/SC 27 SD6:
Terminologicky slovnik IT bezpecnosti

https://csrc.nist.gov/glossary ve verzi
07.02.2025

Jordan, Ondrak: Infrastruktura
komunikacnich systémi I. CERM. /
Sosinsky: Mistrovstvi: Pocitacové sité.
CPRESS

Part 1: Service management system
requirements

ISO/IEC 27003 Information
technology — Security techniques —
Information  security management
system implementation guidance

ISO/IEC 27031 Information
technology — Security techniques —
Guidelines for information and

communication technology readiness
for business continuity

ISO/IEC 27033 -  Information
technology — Security techniques —
Network security

ISO/IEC 27039 -  Information
technology — Security techniques —
Selection, deployment and operations
of intrusion detection systems

ISO/IEC 27032 (EN) Information
technology — Security techniques —
Guidelines for cybersecurity

ITIL encyclopedic dictionary in Czech,
v1.0, 29 July 2011, based on the
encyclopedic dictionary in English
v1.0, 29 July 2011

ISO/IEC JTC 1/SC 27 SDé6:
Terminology  Dictionary for IT
Security

https://csrc.nist.gov/glossary in version
07.02. 2025

Jordan, Ondrak: Infrastructure of
Communication Systems I. CERM. /
Sosinsky: Championship: Computer
Networks. CPRESS
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Klima Vlastimil: clanky
moderni kryptologie —

»Zaklady
Symetricka

kryptografie I-III“, Crypto-World,
2005
Kyberneticka ~ bezpecnost  resortu

obrany v letech 2011 az 2013: Pojmovy
aparat a seznam zkratek, Ministerstvo
obrany

Peter Mell, Timothy Grance: The NIST
Definition of Cloud Computing,
Special Publication 800-145, 2011

Sestd mezinarodni konference o
kybernetickych konfliktech. P.
Brangetto, M. Maybaum, J. Stinissen
(Eds.), 2014 NATO CCD COE
Publications, Talinn, “Triptych of
Cyber Security*: A Classification of
Active Cyber Defence, Robert S.
Dewar, 2014

Talinn Manual, ISBN 978-1-107-
02443-4, Cambridge University Press
2012

Verejné dostupné informace (Internet)

Vyhlagka ¢ 316/2014 Sb. o
kybernetické bezpecnosti

Zakon ¢. 181/2014 Sb. o kybernetické
bezpecnosti

Smérnice EU NIS2 — Network and
Information System Directive 2

Nafizeni EU DORA - Digital
Operational Resilience Act, (EU)
2022/2554

Smérnice EU CER — Critical Entities
Resilience

Klima Vlastimil: articles
,Fundamentals of modern cryptology —
Symmetric ~ cryptography  I-1II%,
Crypto-World, 2005

Cyber security of the Defense
Department between 2001 and 2013:
Concepts and a list of abbreviations,
MoD.

Peter Mell, Timothy Grance: The NIST
Definition of Cloud Computing,
Special Publication 800-145, 2011.

6th International Conference on Cyber
Conflict P.Brangetto, M.Maybaum,
J.Stinissen (Eds.) 2014 NATO CCD
COE Publications, Tallinn, The
“Triptych of Cyber Security”: A
Classification of Active Cyber
Defence, Robert S. Dewar, 2014

Tallinn Manual, ISBN 978-1-107-
02443-4, Cambridge University Press
2013

Publicly available sources (Internet)

Regulation No. 316/2014 Coll. On
Cyber Security

Law No. 181/2014 Coll. On Cyber
Security

Directive EU NIS2 — Network and
Information System Directive 2

Regulation EU DORA - Digital
Operational Resilience Act, (EU)
2022/2554

Directive EU CER — Critical Entities
Resilience
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Evropské nafizeni Akt o umélé

inteligenci, 13. 3. 2024

Natizeni EU €. 765/2008, kterym se
stanovi pozadavky na akreditaci
a dozor nad trhem

Regulation EU Al Act, 13. 3.2024

Regulation (EU) No 765/2008 setting
out the requirements for accreditation
and market surveillance
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Doslov

Slova jsou jako hvézdy!, po kterych se vydiame do kosmu, jsou jako
kameny, po kterych piekoname teku, slova jsou milniky, po kterych
vstupujeme do kybernetického prostoru — s rizikem, s odvahou, pfimétené
vyznam piina§i pochopeni v jazyce. V jazyce kybernetické bezpecnosti,
ktery si osvoji kazdy, ktery si osvoji spravné pochopeni jednotlivosti
v souvislostech.

Presné a jednotné pojmoslovi je zadkladem pro efektivni komunikaci v
kazdém oboru. U oblasti, které se navzajem prolinaji — jako je informacni a
komunikac¢ni technologie (ICT) a kyberneticka bezpecnost — je dusledna
vymezené hranice a neustale se obohacuje o vyrazy z pfibuznych disciplin i
jinych jazyk.

Zameérem této publikace bylo pfispet ke sjednoceni ¢eské terminologie v
oblasti kybernetické bezpecnosti a nabidnout ctenaftim cesko-anglicky
vykladovy slovnik, ktery usnadni orientaci v odborném jazyce. Tento slovnik
navazuje na piedchozi Vykladovy slovnik kybernetické bezpecnosti, ktery
vznikl s podporou mnoha partnera.

Pfi tvorbé jsme vychazeli z nasi mnoha leté zkuSenosti, z kartotéky vice nez
1000 vyrazit a prubézné jsme konzultovali s odborniky z vefejného i
soukromého sektoru a z akademického prostiedi. Na mnoha mistech jsme
narazeli na neexistenci ustalené terminologie — jak v Cestiné, tak v angli¢tiné
—amuseli jsme se rozhodnout pro feSeni, ktera Casto vznikala az na zéklad¢
dlouhych diskusi a srovnani rtznych odbornych zdroji. Tam, kde se

! Antoine de Saint-Exupéry, nazev a duch jednoho z jeho z dél
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nepodaftilo vytvotit vhodny jednoslovny termin, jsme volili srozumitelny
popis vyznamu nebo vice slovné spojeni.

Snazili jsme se vytvorit slovnik, ktery bude prakticky, ptehledny a zaroven
otevieny budoucim aktualizacim. Véfime, Zze muze slouzit nejen
odborniktim, ale i §ir§i vefejnosti, ktera se v oblasti kybernetické bezpecnosti
pohybuje nebo o ni ma zajem.

Radi bychom na tomto misté pod¢kovali vSem, ktefi se na vzniku slovniku
podileli — zejména odbornym garantiim a recenzentim. Zvlastni podékovani
patii spole¢nostem SKODA AUTO a ALEF NULA, jejichz podpora byla
pro vydani této publikace klicova. Jejich pfistup a zajem o rozvoj odborné
terminologie v oblasti kybernetické bezpecnosti si nesmirn€ vazime.

Prostiedi pro jazyk kybernetické bezpecnosti a naroky na jeho uzivatele se
bude i po vydani Slovniku ménit, Budou pfibyvat terminy a upfesiovat se
jejich vyznam, smysl a prostfedi komunikace. Zmény zpusobi lidé i stroje,
to predpokldddme, odhad neni v rukach autor. Slovnik povazujeme za
oteviené dilo. Budeme velmi vdécni za zpétnou vazbu, ptipominky i navrhy
na doplnéni. Jen diky nim mize byt tento nastroj uzite¢ny i do budoucna.

Za autorsky kolektiv
Petr Jirdsek & Milan Kny

Formular pro naméty a ptipominky k 6. vydani slovniku

https://forms.office.com/e/hNrP46nYhz
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Afterword

Words are like stars® — stepping stones to the cosmos. Like stones in a river,
they help us cross. Like milestones, they guide us as we enter cyberspace —
with risk, with courage, and with appropriate security. Words matter. Yet it is
phrases and their meanings that bring understanding in language. In the
language of cybersecurity, mastery comes from understanding how
individual elements interconnect.

Precise and consistent terminology is essential for effective communication
in any field. In domains that overlap—such as information and
communication technologies (ICT) and cybersecurity—consistent work with
terminology becomes even more critical. In these areas, professional
language lacks clearly defined boundaries and is continually enriched by
expressions from related disciplines and foreign languages.

The aim of this publication was to contribute to the standardization of Czech
terminology in the field of cybersecurity and to offer readers a Czech-English
explanatory dictionary that facilitates orientation within the professional
language. This dictionary builds upon the previous Explanatory Dictionary
of Cybersecurity, which was created with the support of many partners.

In compiling this work, we drew on our many years of experience, a card
index of over 1,000 terms, and ongoing consultations with experts from the
public and private sectors, as well as the academic community. In many
instances, we encountered the absence of standardized terminology—both in
Czech and in English—and had to decide on solutions that often emerged
only after lengthy discussions and comparisons of various authoritative
sources. Where it was not possible to create a suitable single-word term, we

2 Antoine de Saint-Exupéry, the title and spirit of one of his works.
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opted for a clear definition or a multi-word phrase to convey the meaning
accurately.

We aimed to produce a dictionary that is practical, well-structured, and open
to future updates. We believe it can serve not only professionals but also the
wider public engaged in or interested in cybersecurity.

We would like to express our sincere thanks to all those who contributed to
the creation of this dictionary—especially the expert guarantors and
reviewers. Special thanks go to SKODA AUTO and ALEF NULA, whose
support was essential to the publication of this work. We greatly appreciate
their commitment to the development of professional terminology in the field
of cybersecurity.

The environment in which cybersecurity language is used—and the demands
placed on its users—will continue to evolve even after the publication of this
dictionary. New terms will emerge, and existing ones will be refined in their
meaning, purpose, and communicative context. These changes will be driven
by both people and machines—this is to be expected, though it lies beyond
the authors' foresight. We consider this dictionary a living document. We
would be grateful for any feedback, comments, or suggestions for additions.
Only through such contributions can this tool remain relevant and useful in
the future.

On behalf of the author team
Petr Jirdsek & Milan Kny

394



Vykladovy slovnik kybernetické bezpe¢nosti

© Jirasek, Novak, Pozar Praha 2025

Zadna cast této publikace nesmi byt kopirovana a rozmnozovina za
ucelem rozsirovani v jakékoli formé ci jakymkoli zpiisobem bez
pisemného souhlasu autorii.

No part of this publication may be copied or duplicated for
distribution in any form or in any way without the written permission
of the authors.
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