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Pohled do historie

X ALEF

Top Threats 2017

1. Malware

2. Web Based Attacks

3. Web Application
Attacks

4, Phishing

5. Spam

6. Denial of Service
7. Ransomware

8. Botnets

9. Insider threat

10. Physical
manipulation/ damage/
theft/loss

11. Data Breaches

12. Identity Theft

13. Information
Leakage

14. Exploit Kits

15. Cyber Espionage

Assessed Trends
2017
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Top Threats 2018

. Malware

. Web Based Attacks

. Web Application Attacks
. Phishing

. Denial of Service

. Spam

Botnets

Data Breaches

Insider Threat

10. Physical manipulation/
damage/ theft/loss

11. Information Leakage

12. Identity Theft

13. Cryptojacking

14. Ransomware

15. Cyber Espionage

Assessed
Trends 2018
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Utoky s vyuzitim dodavatelského Fetézce

@ TeCHNCA o s o s s s

THE PETYA zalware 1n that CCleaner
P LAGUE EXP O S E S rbaﬂkdonr signed with its own certificate.

THE THREAT OF
EVIL SOFTWARE

UPDA ASUS Live Update Infected with Backdoor in Supply Chain Attack

= reby

By Sergiu Gatlan
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24%, of incidents reported to
BBR Services in 2018 were

S oC i O i n ie ny s ké l] to ky business email compromise

‘ po 21.01.2018 7:21 &

Anonymous Hacker - Magen <magen_691@j.anonymouswatchers.gqg>

Hello,

FORWARD THIS MAIL TO WHOEVER IS IMPORTANT IN YOUR COMPANY AND CAN MAKE DECISION!

We are Phantom Squad

Your network will be DDoS-ed starting Sept 30st 2017 if you don't pay protection fee - 0.2 Bitcoin @ [removed].

If you don't pay by Sept 30st 2017, attack will start, yours service going down permanently price to stop will increase
to 20 BTC and will go up 10 BTC for every day of attack.

This is not a joke.

If you want me to delete both files and keep your secret, you must send me Bitcoin payment. | give you the last 72 hours.
If you don't know how to send Bitcoins, visit Google.

Send 2000 USD to this Bitcoin address immediately:

N ALEF Zdroj: Beazley




Uzivatelska neznalost

N ALEF

What Is Phishing?

Percentage of correct answers

UK
Germany
0% 25% 50% 75%
What Is Ransomware?
Percentage of correct answers
us
UK
Germany
0% 25% 50% 75%

Zdroj: Proofpoint



Nedostatecneé zaplatovani

DEVICES RUNNING NEWEST 10S VERSION (YEAR) DEVICES RUNNING NEWEST ANDROID VERSION (YEAR)
All new
Android versions
Other 23.7%
21.7% Newest
major version
18.6%
Newest
Newest minor Newest major minor version
version 29.7% version 48.6% 5.1%
Other 76.3%

All new iOS versions 78.3%

N ALEF Zdroj: Symantec



Lidské pochybeni

Misconfiguration Exposes 198 Million American Voter
Records

by Varun Badhwar | 06.20.17,12:26 AM

‘ 21 FacebooK
Passwords in Plain Text for Years ‘

Twitter says bug exposed user plaintext
passwords

Change your passwords — immediately.

@1&.— By Zack Whittaker for Zero Day | May 3, 2018 - 20:23 GMT (21:23 BST) | Topic: Security
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Malware
TOTAL MALWARE (MONTH)

Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov

]
Attacks blocked
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Co nas bude (snad) trapit mene?
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GrandSoft Magnitude Fallout Others

X ALEF Zdroj: Trend Micro
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