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Hrozba od kvantovych pocitacu

Kvantové pocitace budou velmi efektivni (az exponencialné) pro jisté typy vypoctu
* Ale nikdo nevi, kdy tu budou — odhady jsou na Grovni 5 — 30 let

+ Zatim to jsou spise laboratorni hracky

Hrozba pro asymetricka sifrovani (RSA, eliptické krivky, atd.)
+ Shortv algoritmus — exponencialni zrychleni: se stovek tisic let na minuty a méne
- RSA2048: budeme potiebovat zhruba 8k perfektnich (logickych) qubitd nebo 20M nedokonalych (fyzickych) qubit

Hrozba pro symetricka sifrovani (AES, hash, atd.)
« Napr. Groovertv algoritmus — kvadratické zrychleni pro Gtok formou brutalni sily

- Naroky jsou masivni

Budouci hrozby — kvantova informatika je mlada a plna prekvapeni
- Slusna Sance, zZe se objevi novy algoritmus, treba vici novym kvantove-odolnym sifram

Hrozba nyni: Harvest now, decrypt later (HNDL)
Problém pro data, ktera by meéla byt utajena po dlouhou dobu
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- Je znamo, ze Cina jiz tento Gtok realizuje




Protiopatreni: QKD a PQC

- QKD (quantum key distribution) — kvantova distribuce klice
+ Na bazi kvantové informatiky a fyziky — sluzba na kvantovych siti
- Slozité na implementaci, potreba nové infrastruktury
- Kdyz je to dobre implementované, tak je to neprolomitelné

- PQC (post-quantum cryptography) — kvantové odolné sifrovani
* Neni to nic kvantového, jenom tézsi matematika
+ Jednodussi na implementaci
- Nikdy nedokazete, ze je to neprolomitelné
* Problém dvéry a standardizace

- Realné, nejsou to konkurenti, ale spise se budou doplnovat
* Véetné hybridnich forem kombinujici obé metody
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Kvantové site/komunikace 1

Cilem je preneseni kvantové informace — kvantovych bita (qubitil)

Qubity maji specialni vlastnosti:
- Jako klasické bity, mohou mit hodnotu 0 nebo 1, ale 1 jejich superkombinaci — superpozice
* Nelze je zkopirovat — no-cloning theorem
« Dva a vice qubitli mohou byt silné korelované — kvantové provazani

Na nejnizsi irovni v pripadé kvantovych siti pouziva jednotlivé fotony (anebo skupinky
foton1)

* Velmi citlivy systém, musime je vyrabét 1 detekovat

- Exponencialni ztraty v optickych vlaknech

+ Kvadratické ztraty ve volném prostoru

Klicovy problém: fotony nemtizeme zesilit, jako to délame u optické komunikace
* Dosah bod-bod: 80-100 km, se specialnimi protokoly a technologii az 500 km (ale velmi pomalé)
* Pro delsi vzdalenosti potrebujeme opakovace: vérohodny vs kvantovy
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- Mlzeme pouzit satelity — efektivné jen 10 km atmosféry, pak prazdno

Pozor, kvantova sit vzdy bude potirebovat ke svému provozu i tu klasickou!




Kvantové site/komunikace 11

- 1. generace kvantovych siti
* To je to, co mame dnes.
- Komerc¢ne dostupné
+ Jedina sluzba: QKD
* Nepotrebuje provazani a ani kvantovou pameét

- 2. generace kvantovych siti — kvantové informacni sité / kvantovy internet
- Na bazi kvantového provazani a kvantové pameéti

* Mnoho sluzeb (kromeé QKD):

+ Prima kvantova komunikace
- Bezpecna identifikace (bez prozrazeni autentizacnich idajua.)
+ Autorizace na zakladeé vasi polohy
Slepé a distribuované kvantové pocitani
+ Bezpecné sdileni mezi vice ucastniky
+ Bezpecné a anonymni volby

+ Presnéjsi synchronizace ¢asu
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- Kvantové sitované kvantové senzory

« A dalsi se vyviji




Kvantova distribuce klice 1

- Uéel: poslat gifrovaci kli¢ z mista A do mista B, podobné jako u asymetrického $ifrovani

- Tr1 rodiny QKD protokoli:
- Priprav a zmér (Prepare & measure), napr. BB84
- Na bazi provazani (Entanglement based), napr. E91
* Nezavislé na méricim stroji (Measurement Device Independent)

D
O
oy
- QKD protokoly: &
v ° .0 ° , , , control and nlanagement key management key management control arld management &
° PrenOS fotonu/qubltu (I'uzne kOdovanl) interface interface interface interface F:
/ / / .S
* Prosivani =
o / system control and key key system control and ’ E
KOI'ekCG kvantOVYCh Chyb management — management management | — management 8
, , . , component component component component o
- Zesileni zabezpeceni | g
classical channel <
post-processing interface post-processing 9
v v , component C P component g
-
- Komercné dostupneé z
=
. . signal source o
- ID Quantique, Toshiba, startupy fetector S
quantum channel |—| E a
e | interface R ‘ 4 = ?"')
classical channel Nyﬁﬁ — encoder ——! isolator | Cessssssss) | isolator | —— decoder —! NBBG =R
4 Lo ____ \ Lo ____ \ L__t < S
KD transmitter KD receiver . . > S
Q art Q art QKD transmitter QKD receiver =
party party L module ) L module )

quantum channel

Figure 5 — Generic internal structure of a P&M-QKD protocol implementation
Figure 1 — Prepare-and-measure QKD protocol




Kvantova distribuce klice 11

Cryptographic
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Figure 1 — Basic key management operations in a QKDN
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Kvantova distribuce klice 111

- Vyuziti:
- Zabezpeceni konkrétnich spoju (centrala-backup/datové centrv—>

Data Center 1 Data Center 2

* Podnikové MAN sité

« SCADA kritické infrastruktury

- Zabezpeceni backbone linek a long-haul spojt
* Velmi vysoky stupen zabezpeceného prastupu
* Obnova pred-nahranych klict

Branch Office 1

Branch Office 2

Branch Office 3

‘ Pi’iklady: Figure 5: Enterprise MAN using QKD link encryptors
- Zeneva: zabezpeceni ustredniho volebniho stabu s datacentrem

* Londyn: HSBC propojeni centraly s datacentrem za méstem

- Integrovana kvantova sit v Ciné

* EuroQCI

- A spousta dalsich testbedt a testovacich spojt
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EuroQCl

EAGLE-1:

- Panevropska kvantova sit

- Sklada se z narodnich kvantovych siti

- Az do Grovne EU SECRET

EAGLE-1
h

Dedicated low ea
orbit satellite
Position 1

rt

* Ty budou propojené

=
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DECLARATION ON A
QUANTUM COMMUNICATION
INFRASTRUCTURE

FOR THE EU

All 27 EU Member States

have signed a declaration agreeing to work
together to explore how to build a quantum v
communication infrastructure (QCl) across ,
Europe, boosting European capabilities

in quantum technologies, cybersecurity
and industrial competitiveness.

Quantum Communication Denial in Free Space
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QKD - Standardizace

c ¥.3800-Y 3999 Quantum key distribution networks

n E == ¥.3800: Overview on networks supporting guantum key distribution
Quantum Key Distribution (OKD); Common Criteria Protection Profile - Pair of Prepare and Measure AR TGS eaemens for usnium ey dRrbton neons ISO IEC 23837 1 . 202 3
Quantum Key Distribution Modules =1.

¥.3802: Quantum key distribution networks — Functional architecture

e — ¥.3803: Quantum key distribution networks — Key management Informatlon Securlty - Securlty reqUIrementS' teSt

D ETSIGS OKD 018 V111{2022-04) fubisnes n ¥.3804: Quantum key distribution networks — Control and management and evaluation methOdS for qua ntum key
distribution — Part 1: Requirements

[ ETSIGS OkD 016 Y111 (2023-04)

i
.

Quantum Key Distribution (OKD): Orchestration Interface for Software Defined Networks ¥.3805° Quantum key distribution networks — Software-defined networking

contro
[ ETSIGS QKD 015 V211 (2022-04) Published n =- Y.3806: Quantum key distribution networks — Requirements for quality of AbStraCt | Preview
service assurance
Quantum Key Distribution (QKD): Control Interface for Software Defined Metworks
¥.3807: Quantum key distribution networks — Quality of service parameters This document specifies a general framework for the security evaluation of

An update is in preparation. DETAILS ALERT

guantum key distribution (QKD) according to the ISO/IEC 15408 series. Specifically,

Y.3808: Framewaork for integration of quantum key distribution network and

— it specifies a baseline set of common security functional requirements (SFRs) for
[ ETSIGS OKD 015 ¥1.11(2021-03) Published n =- secure storage nefwork - . )
QKD modules, including SFRs on the conventional network components and the
Quantum Key Distribution (QKD): Control Interface for Software Defined Metworks ¥.3809: A role-based model in quantum key distribution netwaorks guantum optical components, and the entire implementation of QKD protocols. To
. ) deployment facilitate the analysis of SFRs, security problems that QKD modules can face in
An update is in preparation. DETAILS ALERT . . N .
¥.3310° Quantum key distribution network interworking — Framework their operational environment are analysed based on a structural analysis of the
- e s — = security functionality of QKD modules and the classification of QKD protocols.
[ ETSIGS QKD 004 V2.1.1(2020-08) e - ¥.3811: Quantum key distribution networks — Functional architecture for
quality of service assurance 1
Quantum Key Distrinution (QKD): Apglication Interface ) c The SFRs_on conventional network components of QKD mod_ules are mainly
o - ) o ) characterized under the framework of the ISO/IEC 15408 series and also refer to
An update is in preparation. DETAILS ALERT ¥.3812: Quantum key distribution networks - Requirements for machine .
o= eaming based quality of service assurance the methodology of ISO/IEC 19790 and relevant standards on testing of
- cryptographic modules and network devices.
O ETSIGS QKD 012 V111 [2019-02) Published n E =" ¥.3813: Quantum key distribution network interworking — Functional
requirements

Quantum Key Distribution (QKD); Device and Communicatien Channel Parameters for QkD Deployment . .
¥.3814: Quantum key distribution networks — functional reguirements and General |nf0rmat|0n
architecture for machine leaming enablement

B - Status : Published Publication date : 2023-08

¥.3815: Quantum key distribution networks - overview of resilience

[ ETSIGS QKD 014 W11 (2019-02]
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Quantum Key Distribution (OKD): Protocol and data format of REST-based key delivery API T . .
Y.3816: Quantum key distribution networks - Functional architecture Edition : 1 Number of pages: 52

enhancement of machine leaming based quality of service assurance

[ ETSIGR OKD 007V111(2018-12) runEne n . =T Y.3817: Quantum key distribution networks interworking - Requirements of
guality of service assurance

Quantum Key Distribution (OKD): Vocabulary

¥.3818: Quantum key distribution networks interworking - architecture




QKD - bezpecnost

- Védecko-vyzkumny pohled:
* Quantum hacking — teoretické 1 experimentalni pokusy o prolomeni QKD
* Spousta teoretickych dikazt o bezpecnosti plati jen za urcitych predpokladu

- Kyber bezpec¢nostni pohled:
- Potrebuji vse zabezpecit horizontalné 1 vertikalné
- Koncové body = nejslabsi ¢clanek
+ Pomeérné slaba odolnost vici DoS

- Aktivity:
- Infrastruktura pro testovani a hodnoceni evropské kvantové komunikacni infrastruktury (EuroQCI)
- Bezpecnostni ramce:
- ETSI GS QKD 008 V1.1.1 - QKD Module Security Specification
« ETSI GS QKD 005 V1.1.1 - Security Proofs
+ Recommendation ITU-T X.1710 - Security framework for quantum key distribution networks

- ISO/IEC DIS 23837-1:2022 - Information security — Security requirements, test and evaluation methods for
quantum key distribution — Part 1: Requirements

D
(]
oy
[oh
N
D
D
~
=
g
—
o
o=
=}
D
a
=}
o
=
+
o
(5]
]
=)
=
-
S
@)
@)
g
=
-
=}
<
=
<

=
i
&
g
r
=

- ISO/IEC DIS 23837-2:2022 - Information security — Security requirements, test and evaluation methods for
quantum key distribution — Part 2: Test and evaluation methods




Kvantové komunikace - vyhled

QKD zatim nedoporucované prislusnymi autoritami

Na védecko-vyzkumné tirovni je podpora docela slusna — vznika spousta testbedu

- Rozvoj platforem:
- Satelity: Cina m4 nahove jiz druhou generaci, komeréni QKD satelity do dvou let
4

* Drony — na urovni laboratorniho testovani tOuanwm safe infrastructure ]

in fiber and wireless networks

106

. , . v ’ . * 4 S T
Podvodni QKD — spise vyzkum, nic praktického | e Post G crypio, GKD, and
storage network Physical layer crypto

1G

- Kombinace QKD s laserovou komunikaci?

Secure satellite and UAV
. EUI'OQCI § [Inexworks :mn physical ]
ayer crypto
- Vyvoj a testovani jiz v béhu g . S
, . P = {Nation-wide QKD network]
+ 2023 — prvni QKD satelit (Eagle I) 5
+ 2030 — vypusteni CLA satelitt I
+ 2024 — Pocatecni (testovaci) provoz < _
- 2027 — UNCLA pProvoz § [Mob“e 2= UAV’] grmvse‘::::ea::::cauons
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2030 — CLA provoz imercity Tt

QKD network [O repeater crypto-network ]

10k

1k

satellite QKD link] Q repeater telescope |

Year

2020 2025 2030 2035 2040




Kvantoveé site - ruseni

- Staci 1 velmi maly vykon laseru pro dostatecny sum

- Vyzva je zameérit dany kvantovy prijimac (napr. satelit)

>1000 km

500 km

! ',/
FOV from ; /' > .
] g -
Space 1y e

_._{:/
A

0km
Out-of-FOV attack

In-FOV attack

Scenario Likelihood | Impact Risk Likelihood | Impact
Ground-LEO-Ground | No No None Frequent Marginal
Ground-LEO Improbable | Catastrophic | Medium | Probable Marginal
Ground-GEO Improbable | Critical Medium | Frequent Marginal
Air-Ground Improbable | Critical Medium | Remote Marginal
Air-LEO Improbable | Critical Medium | Frequent Marginal
LEO-Ground Improbable | Marginal Probable Marginal

LEO-LEO Improbable | Critical Medium | Remote Marginal | Medium
LEO-GEO Improbable | Marginal Remote Marginal | Medium
GEO-Ground Improbable | Marginal Frequent Marginal H

"
>>--- Qut-of-FOV laser attack &
>>»---- Ground-LEO-Ground attack *
>>»--- In-FOV laser attack
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https://arxiv.org/abs/2310.08728

Reklama

- Pravidelné novinky ze svéta kvantovych technologii na
https://qubits.cz/

* Tydenni prehled prebira 1 https:/www.lupa.cz/serialy/qubity/

- Novinky z oblasti kvantové bezpecnosti davam na LinkedIn
« https://www.linkedin.com/in/krelina/
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https://qubits.cz/
https://www.lupa.cz/serialy/qubity/
https://www.linkedin.com/in/krelina/

Ul ‘N
90rdg 901 UI [BIUS(] UOTIRIIUNWWIO)) Wnjueny)

\4

E
E
E
E
EE
<
Z
—f
—
2
&
<
.=
=

N©)
—


mailto:michal.krelina@cvut.cz

BB&4 -

detector
Bit | Palarization Polarizing Pl
be | state '
vahe Random beam splitter

1T 7 Geneo ROTaHDT e
E 0 N _l_ . (Quartum channel .::{ margzglqmr
p R Ay R EEP R
& :
= 1 ~ J__:hf‘ L a T]
_%‘ Optical Random
= 0 | % — switch number S
generator » Rectilinear 5
0 detecor kS
=
ALICE sends phatans % A t t U Y 1 %
2 .
E 5 ALICE random bits 0 1 0 1 1 1 0 1 e
o
g E E BOE' detection events | AR N B B L NN E
S E= =
BOES detected bit vakies 1 1 0 1 1 1 0 0 g
o o]
BOBtells ALICE thebasis dhoies hemade 4, % %0 4, W W W W de
E -E g, Red Diag Diag Ract Diag Diag Diag Diag CE Q
& ZE  ALIE el BOB whichbits to keep v v v v =
T2 e OB’ shared sifted key - 1 - 1 - 1 0o -




	Slide 1: Kvantová komunikace a kryptografie Co nás čeká a nemine
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16: Michal KŘELINA, michal.krelina@cvut.cz  
	Slide 17

