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Mit nebo nemit externiho zpracovatele?

Je vyuziti komercniho cloudu
slabinou nepo vyhodol

z hlediska pozadavku VKB ¢. 82/2018 Sb.
a pripadne GDPR?




Standardy v oblasti
bezpecnostnich opatreni



Bezpecnostni opatireni ve VKB

§ 3 Systém fizeni bezpecnosti informaci
§ 4 Rizeni aktiv
§ 5 Rizeni rizik

§ 6 Organizacni bezpecnost

§ 7 Bezpecnostnirole

§ 8 Rizeni dodavateld

§ 9 Bezpecnost lidskych zdroju

§ 10 Rizeni provozu a komunikaci

§ 11 Rizeni zmén

§ 12 Rizeni pFistupu

§ 13 Akvizice, vyvoj a Udrzba

§ 14 Zvladani kybernetickych bezpecnostnich udalosti a incident(
§ 15 Rizenf kontinuity ¢innosti

§ 16 Audit kybernetické bezpecnosti
§ 17 Fyzicka bezpecénost

§ 18 Bezpecnost komunikacnich siti
§ 19 Sprava a ovérovani identit

§ 20 Rizeni pFistupovych opravnéni
§ 21 Ochrana pred Skodlivym kédem

§ 22 Zaznamenadvani udalosti informacniho a komunikaéniho systému, jeho
uzivatel( a administrator(

§ 23 Detekce kybernetickych bezpecnostnich udalosti
§ 24 Sbér a vyhodnocovani kybernetickych bezpeénostnich udalosti

§ 25 Aplikacni bezpecnost

§ 26 Kryptografické prostiedky

§ 27 Zajistovani urovné dostupnosti informaci

§ 28 Pramyslové, fidici a obdobné specifické systémy

§ 29 Digitalni sluzby

§ 30 Bezpecnostni politika a bezpecnostni dokumentace

Mapovani na oblasti opatfeni v ISO 27001:2013 / ISO 27018:2014
A.5 Information security policies
A.8 Asset management

Viz ISAE 3000 report spol. PwC Czech: Zprava o metodologii posuzovani rizik Microsoft Online Services na
zakladé pozadavk(, vyplyvajicich ze ZKB a VKB

A.6 Organization of information security

A.6.1 Internal organization

A.15 Supplier relationships

A.7 Human resource security

A.12 Operations security, A.13 Communications security

A.14.2 Security in development and support processes

A.9 Access control

A.14 System acquisition, development and maintenance

A.16 Information security incident management

A.17 Information security aspects of business continuity management
A.12.7 Information systems audit considerations; A.18 Compliance
A.11 Physical and environmental security

A.13 Communications security, A.13.1 Network security management
A.9.2 User access management; A.10.8 Unique use of user IDs (ISO 27018)
A.9.4 System and application access control

A.12.2 Protection from malware

A.12.4 Logging and monitoring

A.12.2 Protection from malware; A.16.1.6; A.16.1.7 Security Incident Management
A.16.1 Management of information security incidents and improvements

A.14.2 Security in development and support processes

A.10 Cryptography

A.17.1 Information security continuity

Neaplikuje se na Microsoft cloud

Aplikuje se v ¢lenském staté sidla poskytovatele (Microsoft Ireland)

A.5 Information security policies 4



//www.microsoft.com/en-
us/trustcenter/compliance/complianceofferings

https

Microsoft cloud Trust Center: certifikace a audity

Global

CIS Benchmark

CSA Cloud Control Matrix
CSA-STAR-Attestation
CSA-Star-Certification
CSA STAR Self-Assessment
ISO 20000-1:2011

ISO 22301

iSO 27001

ISO 27017

ISO 27018

ISO 27701

ISO-9001

SOC 1

Government

ais

CNSSI 1253

DFARS

DoD DISA L2, L3, L5

Dok 10 CFR Part 810

EAR (US Export Administration Regulations)
FedRAMP

FIPS 140-2

IRS 1075

ITAR

NIST 800-171

NIST Cybersecurity Framework (CSF)

Section 508 VPATS

Industry

23 NYCRR Part 500
AFM + DNB (Netherlands)
APRA (Australia)

AMF and ACPR (France)
CDSA

CFTC 1.31 (US)

DPP (UK)

EBA (EU)

FACT (UK)

FCA (UK)

FDA CFR Title 21 Part 11
FERPA

FFIEC (US)

FINMA (Switzerland)

Regional

BIR 2012 (Netherlands)
o (Germany)
CCSL/IRAP (Australia)
CS Mark (Gold) (Japan)
Cyber Essentials Plus (UK)
Canadian Privacy Laws
DJCP (China)

EN 301 549 (EU)

ENS (Spain)

ENISA IAF (EU)
EU-Model-Clauses
EU-U.S. Privacy Shield
GB 18030 (China)

GDPR (EU)


https://www.microsoft.com/en-us/trustcenter/compliance/complianceofferings

VKB = ISMS, rizeni rizik, bezp. politika

§5 Rizeni rizik (volba metodiky, Posouzeni rizik ochrany aktiv v rdmci  PwC Czech - zprava o posuzovani

posouzeni rizik, volba opatreni) vymezenéeho ISMS rizik v Microsoft Online Services
Nastroj pro kontinualni rizeni rizik a Microsoft Compliance Manager,
dokumentaci zavedenych opatreni dokumentace na aka.ms/STP
Vybeér bezpecnostnich opatreni / Zapojit opatreni na strané
zmirnéni inherentnich rizik Microsoftu dle ISO 27k / NIST

86 Organizacni bezpecnost Stanoveni bezpecnostni politiky pro  VyuZit jako zaklad bezpeénostni
ISMS politiku online sluzeb Microsoft

Zajisteni dostupnosti zdroju pro ISMS ~ Smluvni zavazky v ,Podminkach pro
sluzby online”

Pravidla pro administratory a jejich Office 365 Lockbox, Azure Lockbox,
mlcenlivost zavazek duvernosti, pristup jen v
pripadé potreby — JIT Access



Co kdyz budu mit cloudove sluzby v ISMS?

/KB €. 181/2014 Sb. a jeho VKB ¢. 82/2018 Sb.

>

vV VYV V Y VYV V VY

/KB 8§83 — Microsoft standardne v roli poskytovatele dig. sluzeb (DSP)

/KB 84 (4) povinnost zohlednit bezp. opatreni pri vyberu dodavatele

/KB 84 (5) smluvni podminky — viz zhodnoceni souladu od kancelare Pierstone
/KB 8§5: Bezp. opatreni viz Podminky OST, ISO 27k a auditni zpravy SSAE18

VKB §8: Rizenf dodavateld: rizika — PWC ISAE 3000 report, opatfeni — OST a ISO
VKB Priloha ¢. 2 — hodnoceni rizik: pouzit MS vzorove dokumenty

VKB Priloha ¢. 4 — Likvidace dat do Urovne duvernosti 3. — vysoka” vcetne

VKB Priloha ¢. 7 — Rizeni dodavatel(: viz zhodnoceni souladu (Pierstone)



Ceska stranka na STP Portalu

www.aka.ms/C/ZCR (CZ Compliance Resources)

Pravni analyza souladu s pozadavky ZKB

GDPR DPIA Compliance Guides GRC Assessment Reports Legal Opinions

Document Description Report Date
Fey Soulad smluvni dokumentace online sluzeb Pravni posouzeni souladu smluvnich podminek cloudovych sluZeb spoleénosti Microsoft s poZadavky — 2019-05-30
— spolecnosti Microsoft s poZzadavlky na obsah , e e e i - . — : .

vyhlasky €. 82/2018 Sb., o kybernetické bezpefnosti na obsah smlouvy uzavirang s vyznamnymi

smlouvy uzavirane s vyznamnymi dodavateli

ve smyslu vyhlasky o kybernetické bezpecnosti dodavateli
Zakonné pozadavky na smlouvy o Pravni posouzeni souladu smluvnich podminek cloudovych sluZeb spoleénosti Microsoft s pozadavky  2018-06-06
poskytovani cloud computingovych 84 novely Zakona o kybernetické bezpecénosti (ZKB), Géinné od 1.8.2017.

sluzeb ve smyslu zakona o
kybernetické bezpecnosti


http://www.aka.ms/CZCR

Sai

Rizenf rizik na strané Sprévce

Kategorizace Udaju a stanoveni politik ochrany

Sdilené rizeni rizik

Sprava identit a fizeni pristupu k Udajim

Rizeni rizik na strané Zpracovatele

Fyzicka bezpecnost a infrastruktura datovych center

Shared responsibility — Microsoft whitepaper

Odpovednost

Kategorizace Udajl
a politiky ochrany

Ochrana koncovych
zarizeni

Sprava identit a fizeni
pristupu k ddajam

Bezpecnost aplikaci

Sitova infrastruktura
v datovych centrech

Virtualni stroje (VM)
Fyzicka bezpecnost

. Zakaznik cloudu

ena odpovednost Spravce - Zpracovatel
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-
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Provozovatel cloudovych sluzeb


https://aka.ms/sharedresponsibility

V/ / °
VKB — §4 — Rizeni aktiv

§4 Rizeni aktiv ~ Zaradit aktiva do Urovni dilezitosti Uzivatelsky privétivé ,Stitkovani” aktiv

(1) h) — Pravidla ochrany aktiv (dokumenty, emaily... Office 365 Labels)

(1) i) — Zpusoby pouzivani aktiv o e , . L ,

(1) j) - ZpGsob likvidace dat Stanovit primerena pravidla pro Politiky pro automatické nastaveni ochrany
zabezpeceni (dokumenty, emaily) — Azure Information

Protection (AIP)

Pravidla pro bezpecné elektronické Nastroje pro klasifikaci dokumentt, emaild,
sdileni aktiv ulozist, sdileni: Teams / Sharepoint / Outlook.
s pomoci AIP

Zpusob likvidace dat v souladus  Azure, Office 365, Dynamics 365:
VKB Priloha ¢. 4 « Uroven stfedni: ifrovani na Grovni média
« Uroven vysoka: Sifrovani s ulozenim klic(
v certifikovanem HSM modulu pod
exkluzivni kontrolou zakaznika (KeyVault)
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Restrikce pristupu na zakaznicka data

Office 365 Admin Requests Access

Lock Box:
Role Based
Access Control

Grants temporary
Privilege

: " Grants least privilege required to complete task.
Office 365 Plan E5 ,,Customer Lock Box Verify eligibility by checking if
1. Background Check Completed
2. Fingerprinting Completed
3. Security Training Completed

requires explicit customer approval to
iIssue one-time credentials



VKB — Rizeni provozu a komunikaci

§10 Rizeni provozu a komunikaci,  Sledovani kyber udalosti Siroké moznosti logovani vé. API
(1) Provozni pravidla a postupy o o ) ,

Ochrana pred skodlivym kodem Microsoft Defender ATP, 0365 ATP
Sl Beetiest ke ST Ochrana informaci v celém ziv. cyklu Azure Information Protection — AlP,

§21 Ochrana pred skodlivym

odemn Office 365 Data Loss Prevention (DLP)

policies, Intune - mobility
Zalohovani a kontrola pouzitelnosti Georedundantni BC/DR, ISO 22301

§22 Zaznamenavani udalosti (logy) Logovani bezpeénostnich a provoznich  Office 365 audit logging a mailbox

udalosti auditing s moznosti forenzni analyzy
slodlivych aktivit. Office 365 Alert
Policies

Dlouhodobé ukladani logt (12/18 mes.) Office 365 Management Activity
API reference a integrace SIEM

Synchronizace c¢asu min. 1x za 24 hod.  Ano, nejpozdéji kazdou hodinu a s
presnosti na 1 milisekundu.

12


https://docs.microsoft.com/exchange/security-and-compliance/data-loss-prevention/data-loss-prevention
https://support.office.com/article/Search-the-audit-log-in-the-Office-365-Security-Compliance-Center-0d4d0f35-390b-4518-800e-0c7ec95e946c
https://support.office.com/article/Enable-mailbox-auditing-in-Office-365-aaca8987-5b62-458b-9882-c28476a66918
https://support.office.com/article/alert-policies-in-the-office-365-security-compliance-center-8927b8b9-c5bc-45a8-a9f9-96c732e58264
https://docs.microsoft.com/office/office-365-management-api/office-365-management-activity-api-reference

Rizeni provozu a komunikaci

Sledovani kyber udalosti: Security Center - zaklad

'@ Dashboard | M

Microsoft Azure

Create a resource
# Home
I=! Dashboard
All services
' FAVORITES
. Azure Active Directory
e Monitor
Cost Management + Billing
@ security Center
Intune App Protection
Advisor
Intune
. Azure AD Identity Protection
a Azure Information Protecti,
@ Enterprise applications
L Key vaults
| Managed Desktop
%P Service Health
Management groups
B Application security groups
% Azure Sentinel
ﬂ Identity Governance
@ conditional Access
& Azure AD Domain Services
_-.i Groups
Application Insights
@ Data Box Edge / Data Box ...
*: Policy
B Free services

. Alerts

Home > Security Center - Overview

d Security Center - Overview

| - «

O Overview
i Getting started

Pricing & settings

POLICY & COMPLIANCE

| Coverage

O Ssecure score
Security policy

#. Regulatory compliance

RESOURCE SECURITY HYGIENE
Recommendations.
Compute & apps
Networking

& 10T Hubs & resources

-:: Data & storage
Identity & access

Security selutions

ADVANCED CLOUD DEFENSE
Adaptive application controls
Y Justin time VM access
Adaptive network hardening
a File Integrity Monitoring
THREAT PROTECTION
J Security alerts
L1} Security alerts map (Preview)
AUTOMATION & ORCHESTRATION

Playbooks (Preview)

CRM [ PhoneReg |4 My Incentives (Mint)

Y Subscriptions [Z what's new

@ Getting things ready for your subscriptions. This may take a few minutes...

Policy & compliance

Secure score

o 350 oFsis

Review your secure sc

Resource security hygiene

Recommendations

High Severity
@ 5
8 Medium Severity
2

Low Severity

1

& 3 Unhealthy resources

Threat protection

No security alerts

SodeXo

> MSSALES [] Azurelnfo [] Dynamicsinfo [Il} Lynx

P Search resources, services, and docs (G+/)

Regulatory compliance

I 1SO 27001 13 of 20 passed controls
IAzure CIS1.1.0 13 of 17 passed controls

I PCIDSS3.21 35 of 41 passed controls

Resource health by severity

1 Compute & apps resources

1 Network ng resources
?

Subscription coverage

Fully covered
1

Partially covere!
TOTAL

Not covered
0

-
6 Covered resources

2 Data & storage resources

2 Ident ty & access resources
——

Elevate | Linkedin

No security alerts

(inPrivate

@ MCP Dashboard [] M385ES MyKerio [l Index - ITFileShare [F Microsoft - Office D.. g@ My Role Developm..

0 & l, z tomas@mirosnik.cz

SALVUM INSULA

Documentation [

Make alert data available to your SIEM

You can make Security Center alerts available to a SIEM connector

Set up SIEM connector >

Review and improve your secure score

o Review and resolve security vulnerabilities to improve your secure score and secure your workload

& >

Learn more >

New - Advanced threat protection for Storage accounts

. Security Center can now protect your Storage accounts by detecting unusual and potentially harmful
attempts to access or exploit Storage accounts.

Learn more



Rizeni provozu a komunikaci

Pokrocilé sledovani kyber udalosti: Azure Sentinel

Microsoft Azure O Search resources, services, and docs

admin@contoso.com
c

General

@ Ovenvew 54 7154 ]

Alerts
® Logs m When a response to an Azure Security Center alert is triggered 500

& News & guides

> Home > Azure Sentinel - Cases > Case > Alert playbooks > Logic Apps Designer
. . X
Home > Azure Sentinel workspaces > Azure Sentinel - Overview + Logic Apps Designer
e Azure Sentinel - Overview 3
= Hsave X piscard P rRun oo Designer < Code view il Templates Bl connectors ? Help
1€ O etresh O tast 24 hours = -

@ 100% Q

Threat management Events and alerts over time

& Incidents
Events

1 Workbaoks Create incident in Service Now(

© Hunting

B Notebooks

Configuiaioa ’ EI Post message to SOC channel(Preview)
Data connectors
© Analytics ) \l/ @
A Playbooks
% Community m Send approval email

. Condition

And

D I_E Selected... x H is equal to v H Block user and IP

Potential malicious events

If true If false

. Block user in Azure AD Close incident in Service Now(Pr

J

L2 BlockIPPaloalto f Add an action

f Add an action

b ging

+ New step



Microsoft

@ Dashboards

Security operatior
Secure score

Threat analytics

@ Incidents

L Machines list

& Alerts queue
@ Automated invest
8 Advanced huntin
W Reports

0@ Partners & APIs

'é' Threat & Vulne

Eﬂ Evaluation and tu
QP Senice health

Eé Configuration ma

@ N

Salvum Insula -

& https

Microsoft Li

@ Dashboards

Security operations

Threat an

Incidents
Machines list
£ Alerts queue

Automated investigations

l£l Threat & Vulner:
[Z Evaluation and tutol
Q7 Service health

fizgy Configuration mana

o

553 Settings

verview - Mic

Azure Sentinel - Data connec Microsoft 365 admin center - A @ Home - Microsoft 365 security Machine timeline - Microsaft D @ Home - Micros:

securitycenter.windows.com/ E c ba eline

B stay Modem - Sum. explorems 58 CRM G PhoneReg [ Myl [ Azure Info ynamics Info [l Lynx Iridias [7] Office365 [

Microsoft Defender Security Center

2 Machines > 2 mariepracovni

-

<@ Manage Tags [J Collect investigation package ) Run antivirus scan © Isolate machine

mariepracovni Active alerts Logged on users
Domain Risk level: No known risks 1 logged on user
AAD joined

We don't see new malicious activity on this machine Most frequent: marie

Windows 10 x64
Version 1903

Least frequent:

Build 18362
Risk level )
Alerts  Timeline Security recommendations  Software inventory  Discovered vulnerabilities  Missing KBs
No known risks ° °
Exposure level
Medium
Health state
Active [ 1 week

Event time Event Additional information

ve alerts

@  Sep 25 2019, 10:03:49.522 AM [ EXCELEXE renamed MM prel 1 20191
0 Sep 25, 2019, 10:03:44.289 AM 1
Azure ATP alerts 2 1002 - AN o 0
2018, 10:03:33.867 AM B Searchinde ed e
Machine not found at Azure ATP
First Sep 25, 2019, 10:03:32.886 AM O e MM ’ i
Apr 28, 2019, 1:22:52 PM o X R )
Sep 25, 2019, 10:03:32.880 AM O e if wled prace 7
Last seen
Sep 25, 2019, 10:03:49 AM Sep 25, 2019, 10 4 AM L ti h 1 3
Sep 25, 2019, 10:02:59.625 AM XCELEXE lly establis nection wit 144
Sep 25, 2019, 10:02:59.412 AM iex established ti 221723238
Sep 25, 2019, 10:02:57.661 AM () EXCELEXE successfully established connection with 40.101.137.2:443 (out

Sep 25, 2019, 10:02:57.199 AM

Sep 25, 2019, 10:02:57.166 AM I 181 bstrat

Sep 25, 2019, 10:02:56.750 AM () smartscreer cessfully established connection with 40,114,224 20044
2019, 10:02:56.715 AM lly established connection with 52 ’

Sep 25, 2019, 10:02:56.484 AM O el link (shortcut) file MM pehled prace 19.LN

Sep 25, 2019, 10:02:56.445 AM [ excelexe created Shell link (shortcut) file MM prehled prace zaff 2019 LNK

Sep 25, 2019, 10:02:55.390 AM stexe successfully established connection with 40.80.137.125:443 (login live

Sep 25, 2019, 10:02:55.259 AM s} it
10:02:55.185 AM [ explorer.exe created Shell link (shortcut) file MM pfehled prace zafi 2019.Ink
Sep 25, 2019, 10:02:40.983 AM [ WINWORD EXE created file

10:02:40.980 AM 0O winw

Sep 25, 2019,

Sep 25,2019

10:02:40.959 AM i}

365 security

Manage Office 365

7 Consult a threat expert

Elevate | Linkedin

MCP Dashboard

xe > EXCELEXE > MM

XE > 1044

e > excelexe > MM g

MM g

WORD.EXE 2

B Index - ITFileShare 3§ Microsoft - Office D.. & My Role Developm.

EXCEL.EXE renamed MM pfehled prace zari 2019.xls

Event info

Event EXCEL EXE renamed MM pfehled prace zafi 2019.xls

me Sep 25, 2019, 10:03:49.522 AM

FileRenamed

e O arirend mariermirotni columns v
er R azuread\mariemiroinikova
Entiti nit.exe lorer.e > [ MA prace
4 2
it entities graph
userinit.exe
& explorer.exe Tags

5 EXCELEXE

Sep 25, 2019, 10:02

5.060 AM

1 6\excel.exe

Pat c\program files (x86)\microsoft office\root\of

Medium

Restricted

Process 1D 1188

nd line "EXCELEXE" "C:\Users\MarieMiroénikové\Desktop\MM
prehled préce z&i 2019.xs"

SHA1 6490a5897c31e43393¢0feba365a08611340867¢ i
SHA256 1c99988914e689a0612f14047be501add0558731242806 [
Signer ) Microsoft Corporation

ssuer Microsoft Code Signing PCA 2010

L[y MM prehled prace zaf 2019.x1s

evaluation

\MarieMiroinikova\Desktop

i 87cebdca7235%fec8edo5hb966f9ae9501269114fh b

SHAZ56 ecc2bfaf3d113966e6430c5fd74af6f0ebed3f5c9e39

dracovni prostor Windows Ink

¥ Exp



Rizeni provozu a komunikacl
Office 365 ATP

Office 365 Security & Compliance

Home > Safe links
Home

Safe links

Microsoft 365 security

y to th

.
@ Home Policies N .
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bled
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» settings i g
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& Classification v e § . malicious | k
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Permissions it ’ )
s Jink
More resources ice configuratior
- lick th il k i il ie@mi i i ik
2 : [ ipliaics jer it f these d
Customize navigation 2 . . | .
e assurance Apply safe links poli
W, i h
Showall Threat protection (6)
+
ti-malware ff
TP a O € 5 it L ning i
ply safe | W vithin th i
TP attach f W
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Rizenl provozu a komunikaci

Ochrana informaci v celem zivotnim cyklu
AIP — Azure Information Protection

um Insula

B https://portal.azure.comy y osof ure_InformationProtection
= Dashboard | Micros... B Microsoft Lifecycle... n Stay Modern - Sum.. explore.ms 2 CRM = PhoneReg |4 My Incentives (Mint) SodeXo » [ AzureInfo [T Dynamics Info . Lynx Iridias  [] Office365 -= Manage Office 365... Elevate | LinkedIn MCP Dashboard [] M365 ES MyKerio n Index - ITFileShare Microsoft - Office D... & My Role Developm..
Microsoft Azure L Search resources, services, and docs (G+/) tomas@mirosnik.cz
SALVUM INSULA
« Home > Azure Information Protection - Labels
Create a resource Azure Information Protection - Labels >
# Home &
‘ trl £Z Columns
B2 Dashboard
All services General LABEL DISPLAY NAME POLICY MARKING PROTECTION
*  FwORTIES I3 quick start W Rodna cisla
’ Azure Active Directory Analytics B secured by Tom .
Monitor i
. e Usage report (Preview) » Protection templates
?) Cost Management + Billing 8 Activity logs (Preview) A
@ Security Center &2 Data discovery (Preview)
Intune App Protection Y= Recommendations (Preview)
Advisor
Classifications
Intune
W Labels
v@- Azure AD Privileged Idet
|} Policies
B Azure AD identity Protection
Scanner
a Azure Information Protecti...
[ Nodes
@ Enterprise applications
Profiles
\ § Key vaults
B Managed Desktop Manage

7 Service Health & Configure analytics (Preview)

Management groups @ Languages

@ Application security groups B Protection activation

9

Azure Sentinel @ Unified labeling

17



Rizeni provozu a komunikaci
chrana informadi v celém zivotnim cyklu

D |— M 3 5 v ' — - - : — : . : ‘ : : ‘ : ' ! f z 1.7\n9r|valc 8)
| 6 Microsoft 365 security = ? 2 My Role Developm.

Q

Azure Information Protection - i @ Home Sensitive info types Czech Personal Identity Number

5 Alerts The sensitive info types here are available to use in your security and compliance policies. These include a large callection of types we provide, spanning regions around the glabe, as well as any custom types you have created.
Manage tive in the Office 365 Se y & liance
. 2 ¥ = Details
& O & https://security.mif T
Description
Det ch Personal Identity Numbers
- T Secure score : " Type
=@ Dashboard | Micros... g Microsoft Lifecycle... Entty
. B Hunting Publisher
Australia Passport Number i t Microsoft Co
<3 Classification ~

. . Australia Tax File Number
Microsoft 365 security ety

Retention labels.

Azure DocumentDB Auth Key

I Azure IAAS Database Connection String and Azure SQL Connec

— Label analytics Azure loT Connection String
=¥ Policies Azure Publish Setting Password
Azure Redis Cache Connection String
H 9 Permissions
ome Azure SAS

@ More resources
Azure Service Bus Connection String

Customize navigation
Azure Storage Account Key

Alerts

Show all Azure Storage Account Key (Generic)

Belgium National Number
Reports Brazil CPF Number
Brazil Legal Entity Number (CNFI)

Brazil National |D Card (RG)

kb R N B

Secure score

Canada Bank Account Number
Canada Driver's License Number

Canada Health Service Number

]

Hunting

Canada Passport Number
Canada Personal Health Identification Number (PHIN]

@ Classification A\ Canad Social Insurance Number

Chile Identity Card Number

I Se n S|t|V|ty Ia be I S China Resident Identity Card (PRC) Number
Credit Card Number

Retention |abe|s Croatia Identity Card Number

Croatia Personal Identification (O18) Number

Sensitive info types

@ Czech Personal Identity Number

Label analytics Denmark Persanal Identification Number

n 22 Sem zadejte hledany vyraz

Close




Intune App Protection - Targete

board |

Microsoft Azure

Create a resource
Home
Dashboard
All services
* FAVORITES
& Azure Active Directory
& Monitor
o anagement + Billing
urity Center
Intune App Protection
% advisor
@ Azure AD Privileged Identit...
Intune
B Azure AD Identity Protection
B Azure Information Protecti
@ Ente
¥ Key vaults
Jl Managed Desktop
ice Health
Man
B App

% Azure Sentinel

T Application Insights

@) Data Box Edge / Data Box ...

B3 Device enroliment
Ro
& Rresource Explorer

. Tenant status

crosoft Azure

Home > Microsoft Intune >

= Intune App Prot|

Create a resource

Overview
Manage Home
1 General
i Assignments D.

ashboard
# Targeted apps
Properties

All services

Help and support
R FAVORITES
Azure Active Directory
Monitor
Cost Management + Billing
Security Center
Intune App Protection

Advisor

Azure AD Privileged Identit...

Intune

Azure AD Identity Protection
Azure Information Protecti...
Enterprise applications

Key vaults

Managed Desktop

Service Health

Management groups

Application security groups

Azure Sentinel

Dashboard | Micros.. @ Microsoft Lifecycle...

Stay Modern - Sum... explorems gm@ CRM j= Phone Reg 4 My Incentives (Mint) SodeXo [sp MSSALES [ ] 4

Home > Microsoft Intune > Client apps - App protection policies > Intune App Protection - Properties > Conditional launch

Conditional launch O X

Outlook Mobile

I_:I Save

¥ Discard

Set the sign-in security requirements for your access protection policy. Select a Setting and enter the Value that users must meet to sign in
to your company app. Then select the Action you want to take if users do not meet your requirements. In some cases, multiple actions can
be configured for a single setting. Learn more about conditional launch actions

App conditions

SETTING VALUE ACTION

Offline grace period 720 Block access (minutes) see
Offline grace period 90 Wipe data (days) see
Select one v

'@ Microsoft - Office D.

Device conditions
Configure the following conditional launch settings for device based conditions through your app protection policy.

Similar device based settings can be configured for enrolled devices. Learn more about configuring device compliance settings for enrolled
devices.

To use the "Device model(s)" setting, input a semi-colon separated list of i0OS/iPadOS model identifiers. You can find an iOS/iPadOS model
identifier under the “"Device Type"” column in HockeyApp's support documentation.

SETTING VALUE ACTION
Jailbroken/rooted devices Block access see
Min QS version 11.1.3 Warn see

Select one v
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Rizeni provozu a komunikaci
N < ukladant logd
Office 365 Management Activity API reference a integrace SIEM

g Security &
Tenant 1

— | shard1 Compliance Center
| = e

Audit log search

SharePoint &
OneDrive for Business

0365 services Azure Microservice 0365 Substrate Applications

Fast
Channel
Shredder
Azure AD
Power Bl

.
‘[ a Activity API

Security & Channel
Exchange Online

PowerShell

Search-
UnifiedAuditlog

Compliance Center

Partners

Microsoft OMS

Microsoft CAS
External partners




Salvum Insula - Ow Mic

oft 365 admin g @ Alert policies - Security & Comy

& https./protection.office.com/alertpolici

ard | Mi . BR Microsoft Lifecycle...

Office 365 Security & Compliance

Manage advanced alert

A Permissions

E.‘ Data loss prevention

[y Records management v
) Data governance ~
@ Supervision

A& Threat management 4

=4 Mail flow

5} eDiscovery ~
&g Data Investigations
[ Reports v

Service ass
@ Service assurance ~

B stay Modern - Sum... explorems S§ CRM B PhoneReg |4 My incentives (Mint)

Home > Alert policies

Alert policies

Use alert policies to track user and admin activities, malware threats, or data loss incidents in your crganization. After choosing the activity you want to be alerted on, refine the policy by adding canditions, deciding when to trigger the alert, and who should receive notifications, Learn mare

+ New alert policy

O

Name

MS-500 policy

Suspicious email sending patterns detected

Elevation of Exchange admin privilege

Email messages containing malware removed after delivery

Malware campaign detected and blocked

Email reported by user as malware or phish

Unusual volume of file deletion

Unusual external user file activity

eDiscovery search started or exported

Malware campaign detected in SharePoint and OneDrive

Creation of forwarding/redirect rule

User restricted from sending email

Unusual increase in email reported as phish

Unusual volume of external file sharing

Email messages containing phish URLS removed after delivery

Messages have been delayed

Tenant restricted from sending email

Malware campaign detected after delivery

A potentially malicious URL click was detected

19 item(s) loaded.

8> MS SALES

Azure Info

Dynamics Info

Iridias

Elevate | Linkedin

8 MCP Dashboard

Severity

Medium

Medium

Low

Informational

Low

Informational

Medium

High

Medium

High

Low

High

High

Medium

Informational

High

High

High

High

M365 E5

Type

Custom

System

System

System

System

System

System

System

System

System

System

System

System

System

System

System

System

System

System

MyKerio

Category

Data governance

Threat management

Permissions

Threat management

Threat management

Threat management

Data governance

Data governance

Threat management

Threat management

Threat management

Threat management

Threat management

Data governance

Threat management

Mail flow

Threat management

Threat management

Threat management

oft - Office D...

alert policies

Date modified

9/12/19 11:24 PM

2 My Role Developm.

[ Filte

Status
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Rizeni provozu a komunikaci

Logovani bezpecnostnich a provoznich udalosti

Office 365 audit logging a mailbox auditing s moznosti forenzni analyzy
Slodlivych aktivit.

Enterprise applications - All ap Microsoft 365 admin center - S 9 Dashboard - Security y audi Microsoft Exchange X 9 Trust documents - Se

—= Compliance Manager Cloud Discovery

) B hitps//outlook office365.com/ecp/ vz [ InPrivate ©

1: Dashboard | Micros.. g Microsoft Lifecycle... . Stay Modern - Sum... explorems g CRM R PhoneReg [4 My Incentives (Mint) SodeXo ) MSSALES [T] Azurelnfo [] Dynamics Info . Lynx Iridias  [7] Office365 ]= Manage Office 365... Elevate | Linkedin 5: MCP Dashboard [ M365E5 MyKerio Index - ITFileShare »= Microsoft - Office D.. g My Role Developm...

Office 365 | Admin @ 2 & ?

Exchange admin center

ery & hold auditing

made by adminis

¢ Run a non-owner mailbox access report...

aved to an XML file that is attac

¢ Run the admin audit log report...

View entries from the admin audit log about confi

Dy aaministrat

" Run an In-Place eDiscovery & Hold report.. « Export the admin audit log..

¢ Run a per-mailbox Litigation Hold report...

de Sea n audit log n

¢ Run the external admin audit log report...

View entries irom the admin audit log




V/ / V7/
VKB — Rizeni pristupu

§12 IVQize,ni pristupu . Vicefaktorova autentizace, prip. politiky Identity and device access policies,
§19 Sprava a overovani identit — pro silng hesla MFA, strong password policies

§20 Rizeni pristupovych opravneni o ) L . .
§22 Zaznameavani udalosti uzivatelg Pridelovani privilegovanych opravneni  Azure AD Privileged Identity

a administratord jen na nezbytné nutnou uroven/dobu,  Management,
pravidelny prezkum pridelenych Privileged Access Mgmt in 0365
opravneni
Kontrola cizich pristupt do mailboxu Audit non-owner mailbox access

Kontroly neuspesné manipulace s ucty  Office 365 Alert Policies, Data Loss
nebo opravnenimi Prevention reports and Microsoft
Cloud App Security

Rizeni opravnéeni na urovni aktiva Azure Information Protection — AIP

23


https://docs.microsoft.com/microsoft-365/enterprise/microsoft-365-policies-configurations
https://www.microsoft.com/research/publication/password-guidance/
https://docs.microsoft.com/azure/active-directory/privileged-identity-management/pim-configure
https://docs.microsoft.com/office365/enterprise/privileged-access-management-in-office-365
https://docs.microsoft.com/Exchange/policy-and-compliance/non-owner-mailbox-access-reports
https://docs.microsoft.com/office365/enterprise/monitor-for-leaks-of-personal-data

Rizeni pfistupu

Vicefaktorova autentizace, prip. politiky pro siina hesla, MFA

Salvum Insula - Identity Multi or authentica
—
< O https://portal.azure.com/#blade/Micrc AAD_IAM/ActiveDirector 1Blade/IdentitySecure$ 3 (nprivate ﬁ) @)
(SFeata oo o
S8 Dashboard | Micros. B Microsoft Lifecycle B stay Modern - Sum explore.ms CRM ER PhoneReg 4! My Incentives (Mint) SodeXo > MSSALES [] Azurelnfo [7] Dynamicsinfo [} Lynx Iridias ] Office365 JR Manage Office 365 Elevate | Linkedin S MCP Dashboard [—] M365 ES MyKerio [} Index - ITFileShare B Microsoft - Office D.. @ My Role Developm
Microsoft Azure L Search resources, services, and docs (G+/) Bl Tw 19 tomas@mirosnik.cz ﬂ
SALVUM INSULA
« Home > Salvum Insula - Identity Secure Score
Create a resource 7 Salvum Insula - Identity Secure Score X
# Home = 2
© Leammore & Troubleshooting and support W Got feedback?
B! Dashboard
Monitor and improve your identity security score. To view your overall score, go to Microsoft Secure Score.
All services @ Overview
% FAVORITES t’ Getting started Last updated 9/25/2019, 2:00:00 AM @ Show score for last
Your Identity Secure Score 7days  30days  60days (EIEDED)
‘ Azure Active Directory Manage :
‘ Monitor “ Users 1 8 6 Your score is above the average for your company's industry. > % o
2 Cost Management + Billing % Groups /223 z
@ security Center B3 Organizational relationships 120
Salvum Insula 156 I
Intune App Protection 24 Roles and administrators Consumer industry company average 47 | o
@ Advisor B Enterprise applications Typical 6-99 person company 2c [ 60
- Change industry uly September
& Azure AD Privileged Identit.. B Devices S s
{fitune B App registrations Improvement actions
{ Download Columns
. Azure AD Identity Protection &) Identity Governance N s
8 Azure Information Protecti... £ Application proxy ‘ v bl
NAME SCORE IMPACT USER IMPACT IMPLEMENTATION COST
@ Enterprise applications 2 Licenses
% Key vaults AZUreAD CoRnect Require MFA for Azure AD privileged roles 0 Low Low
Bl Managed Desktop & Custorn domain nares Require MFA for all users n Moderate Moderate
%P service Health 2 Mobility (MDM and MAM) Do not allow users to grant consent to unmanaged applications 10 Moderate Low
Management groups Password reset Designate fewer than 5 global admins 0 Low Low
o Aoh £ - - .
S e Company branding Designate more than one global admin 5 Low Low
% Azure Sentinel
B User settings Use limited administrative roles 0 Low Low
ﬂ Identity Governance Properties
Do not expire passwords 0 Moderate Low
@ conditional Access & Notifications settings
Delete/block accounts not used in last 30 days 1 Moderate Low
& Azure AD Domain Services 5 .
® ecurity Enable policy to block legacy authentication 0 Moderate Moderate
M Groups F .
M O Overview (Preview) Bz :
@ S Turn on sign-in risk policy 0 Moderate Moderate
Application Insights
& Identity Secure Score i X
@ Data Box Edge / Data Box ... F Turn on user risk policy 0 Moderate Moderate
O Conditional Access
* Policy Register all users for multi-factor authentication 0 High High
MFA
B Free services Enable self-service password reset 0 Moderate Moderate
Risky users (Users flagged for ri...
W Alerts 2 Enable Password Hash Sync if hybrid 10 Low Low

2} Risky sign-ins (Preview)

ﬁ Devices

Risk detections (Risk events)
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Rizeni pristupu

Pridelovani privilegovanych opravneni jen na nezbytne nutnou uroven/dobu, pravidelny
prezkum pridelenych opravneni

Azure AD Privileged Identity Management, Privileged Access Management in Office 365
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Microsoft 365 security

;Yo @ Home Permissions
/i B Aens Manage who in your organization has access to the Microsoft 365 security center to view content and perform tasks. You can also assign Microsoft 365 permissions in Azure Active Direct i
i { InPrivate
\
I Reports
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Rizeni pristupu

Kontroly neuspesné manipulace s Ucty nebo opravnenimi

Office 365 Alert Policies, Data Loss Prevention reports and Microsoft Cloud App Security

/policy/anomaly/5c7 20cdcalf8eecd 4 (_npri

B Phone Reg

i My (Mint) SodeXo

= MS SALES Azure Info [ Elevate | Linkedin BB

M365 E5. tyKeric Microsoft - Office D

Cloud App Security el

Edit anomaly detection policy

MyKerio [[l} Index - ITFileShare [ Microsoft - Office D

{3 Dashboard
L]

5  Discover ~ eam more about

s is a built-in anomaly detecti
Send us feedh

Cloud Discovery dashboard Palicy name
Discovered apps Suspicious inbox manipulation rule

Discovered resources Description

fFacdresses A suspicious inbox rule

enausers

. This may indicate

ser account is compromised, and that ¥ Advanced
d malware in you "

distribute spam

Users
~
Machines Category
Cloud app catalog
 Create snapshot report Y 3
Scope ==
65 Investigate A~
All users and groups ¥
Activity log Severity Date v
Files Alerts
Users and accounts ur arganization's default settings Low = 9, 5:56 PM .
Security configuration L_| Send alert as email ™
[ send alert as text message @
Identity security posture U
Save these aka EEN Medium 8/28/19, 10:38 PM :
TS Save these / :
Send alerts to Flow
Connected apps (2) e ”"“ e
Create a ok i
= .
| ¥ Control ~ EER Medium 7/16/19, 7:43 PM A
Governance
| Policies
Templates All apps
Low :
Alert .
QU erts [ Notify user
CC additional users
KA Low 7/2/19, 11:19 AM :
1] Office 365 Su
Suspend user .
EEE Medium J, 9:18 AM A

The rule was modified a few seconds ago

Af eated, it takes a week to lez

r baseline before this policy generates alert:

Y Cancel

We secure your data as described in our privacy stat nt. Low /19, 9:01 AM H
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Microsoft Compliance Manager

Dohled nad stavem zvolenych opareni v realném case — blog; Main page; 2 min video

B® Microsoft

Service Trust Portal Trust Documents v Trust Center v~ Resources v

Compliance Manager v Industries & Regions v My Library More v pel

Compliance Manager

Assessments  Action Items [ Include Archived + Add Assessment Filter ™

Default Group Compliance Score Default Group Compliance Score Default Group Compliance Score
Office 365 - GDPR Office 365 - NIST 800-53 Office 365 - ISO 27001:2013

N/ i N N
Actions 1626 Actions 12832 Actions /1078
Created Modified Created Modified Created Modified
8/23/2019 9/25/2019 8/23/2019 9/25/2019 8/23/2019 9/25/2019
Customer Managed Actions 0of 65 Customer Managed Actions 0of 215 Customer Managed Actions 0 of 60
Microsoft Managed Actions 49 of 49 Microsoft Managed Actions 853 of 853 Microsoft Managed Actions 232 of 232
Default Group Assessment Status Default Group Assessment Status Default Group Assessment Status
Azure - GDPR Azure - ISO 27018:2014 Azure - 1SO 27001:2013

In

Actions™ Progress Actions™ Actions™
Created Modified Created Modified Created Modified
8/23/2019 8/23/2019 8/23/2019 8/23/2019 8/23/2019 8/23/2019
Customer Managed Actions 0of 82 Customer Managed Actions 00of 0 Customer Managed Actions 00of0
Microsoft Managed Actions 45 of 48 Microsoft Managed Actions 740f74 Microsoft Managed Actions 231 0f 231



https://techcommunity.microsoft.com/t5/Security-Privacy-and-Compliance/Manage-Your-Compliance-from-One-Place-Announcing-Compliance/ba-p/106493
https://servicetrust.microsoft.com/ComplianceManager
https://www.linkedin.com/feed/update/urn:li:activity:6381534530221809664/
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More Y/

Controls / Articles Compliance Score

Control ID: 6.11.1

Control Title: Securing application services on public networks
Supported GDPR Article(s): Article (5)(1)(f), Article (32)(1)(a)

Description: Article (5)(1): Personal data shall be: (f) processed in a manner that ensures
appropriate security of the personal data, including protection against unauthorised or unlawful
processing and against accidental loss, destruction or damage, using appropriate technical or
organisational measures (‘integrity and confidentiality').

Article (32)(1): Taking into account the state of the art, the costs of implementation and the nature,
scope, context and purposes of processing as well as the risk of varying likelihood and severity for
the rights and freedoms of natural persons, the controller and the processor shall implement
appropriate technical and organisational measures to ensure a level of security appropriate to the
risk, including inter alia as appropriate: (a) the pseudonymisation and encryption of personal data

More X%

Controls / Articles Compliance Score

Control ID: 6.7

3
Control Title: Cryptography
Supported GDPR Article(s): Article (32)(1)(a)
Description: Article (32)(1): Taking into account the state of the art, the costs of implementation
and the nature, scope, context and purposes of processing as well as the risk of varying likelihood
and severity for the rights and freedoms of natural persons, the controller and the processor shall
implement appropriate technical and organisational measures to ensure a level of security
appropriate to the risk, including inter alia as appropriate: (a) the pseudonymisation and
encryption of personal data

More %

Customer Managed Controls
Conditions for collection and processing
Controls / Articles Compliance

Score

Control ID: 7.2.1

Control Title: Identify and document purpose

Supported GDPR Article(s): Article (5)(1)(b)

Description: Article (5)(1): Personal data shall be: (b) collected for specified, explicit and
legitimate purposes and not further processed in a manner that is incompatible with those
purposes

further processing for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes shall, in accordance with Article 89(1), not be
considered to be incompatible with the initial purposes (‘purpose limitation’)

More Y%

Controls / Articles Compliance

Score

@ GDPR: 7.23,7.3.1,734,

Control ID: 7.2.2

Control Title: Identify lawful basis

Supported GDPR Article(s): Article (10), Article (17)(3)(a), Article (17)(3)(b), Article (17)(3)(c),
Article (17)(3)(d), Article (17)(3)(e), Article (18)(2), Article (22)(2)(a), Article (22)(2)(b), Article
(22)(2)(c), Article (5)(1)(a), Article (6)(1)(a), Article (6)(1)(b), Article (6)(1)(c), Article (6)(1)(d),
Article (6)(1)(e), Article (6)(1)(f), Article (6)(3), Article (9)(1), Article (9)(2)(b), Article (9)(2)(c),
Article (9)(2)(d), Article (9)(2)(e), Article (9)(2)(f), Article (9)(2)(g), Article (9)(2)(h), Article (9)(2)
(i), Article (9)(2)()), Article (9)(3), Article (9)(4)

Description: Article (10): Processing of personal data relating to criminal convictions and
offences or related security measures based on Article 6(1) shall be carried out only under
the control of official authority or when the processing is authorised by Union or Member
State law providing for appropriate safeguards for the rights and freedoms of data subjects.
Any comprehensive register of criminal convictions shall be kept only under the control of
official authority.

Article (17)(3)(3): Paragraphs 1 and 2 shall not apply to the extent that processing is

Iridias Office365

Status

Implemented

Status

Implemented

Related Controls / Articles

@ No related articles found

Related Controls / Articles

735,737,738

8 Manage Office 365

Elevate | Linkedin

8 McP Da

Test date Tested By
8/31/2018 Third-party independent auditor
Test date Tested By
8/31/2018 Third-party independent auditor
gned P 1
User Status Date
0 v Planned ' pniarpate B
ﬂManage
Documents
gned pl !
User Status Date
ﬂManage
Documents

M365 ES MyKerio

Test result

©

Test result

©

0/7 Assessed

Test date Test result
Enter Date [ Selectv

Test date Test result
Select

Enter Date [T



== Zaverem

Rizeni pfistupl, provozu a komunikace je pomoci cloudovych ndastrojd
mnohem agilnéjsi a poskytuje vetsi moznosti, zejména s ohledem na
analyzu pomoci Al

Nasazeni cloudovych prostredku dohledu a ochrany je rychlejsi a

VvV eV /
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